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1 Introduction

1.1.1 Purpose

¢KS AyGSyidAazy 2F (GKA& Ylydzf A& (2 RAaOdzaa (K.
{ 6AODKT A DAY & 632 MRAYWRE dAAINIRAS/ 36 S6 INIF LKA O f  dza St
O2YYlIYyR tAYSOAYGIGSNFI OS o/ [ LV

1.1.2 Models Covered
¢ Kdza SNJ YI ydzl £ O20SNR GKS F2tft2gAy3 Y2RStay

a2RSt bdzYo 5SAONRLIIAZY

GEMS3BT+2G 8+2 Industrial Manage@igabit Ethernet Switch
GEMSBT+2G/AT 8+2 Industrial Managed Gigabit Ethernet Switch

GEMSaBT+2X 8+2 Industrial Managed Gigabit Ethernet Switch with 10G uplink
GEMSBT+2X/AT 8+2 Industrial Managed Gigabit Ethernet Switch with 10G uplink
GEMSBT+4G 8+4 Industrial Managed Gigabit Ethernet Switch
GEMS3BT+4G/AT 8+4 Industrial Managed Gigabit Ethernet Switch

GEMSBT+4G/BT2 8+4 Industrial Managed Gigabit Ethernet Switch

GEMS3BT+4G/BT4 8+4 Industrial Managed Gigabit Ethernet Switch

GEMS&BT+4X 8+4 Industrial Managed Gigabit Ethernet Switch with 10G uplink
GEMSBT+4X/AT 8+4 Industrial Managed Gigabit Ethernet Switch with 10G uplink
GEMS3BT+4X/BT2 8+4 Industrial Managed Gigabit Ethernet Switch with 10G uplink
GEMS3BT+4X/BT4 8+4 Industrial Managed Gigabit Ethernet Switch with 10G uplink
GEMS24+4G/AT 24 + 4 Industrial Managed Gigabit Ethernet Switch AC input

GEMS2 16T+8C+4G 16+8+4 Industrial Managed Gigabit Ethernet Switch AC input

1.1.3 Defaults

Lt | RRNBaamopHdPmcy dmn
' ASNYFYS I RYAY
tldag2NR I RYAY
/ ha {SGGAY/lMMpHANE yXI
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2 Web Server

2.1 Introduction

aSR 2dzad tA1S lye 204KSI
y3 D22Aid $a / IKWMR YSEazLIAAL S
aAidsS GKIFIG Aa y2a &adzii

¢tKS S0 aSNIISNI Aa
bSGs2N]l & NBSO2YYSyYyRa
{K2dzf R @2dz OK224a$S |
0St200

. Browser Not SLIPPOI"ted X

c @ © & 1921681016

~Hl

This Browser is not Supported

We recommend users access WEB GUI management via Chrome

2.1.1 Loggingin

Enter thelP Addressn the URLfield to connect to the switch and cli¢k9 vy key.Nb
Note:TheRS T dzf i Lmcph RRMFEE™MN R b
CK[S2aAYyA & IRAXASA LI  @8SR a4 aK2g¢gy o0St200

EDGE | NETIWORKS

& Web Management Interface Login

Please enter your username and password.
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OYISNESKIBIYWRE 4 ad¥yBRAQIHAY dzi 12§88 BRAGFEY D
Note: TheRS T I @S WY I YS | v RRIYVK FRAYB2NR A &

LF¥ GKA&a Aa @2dz2NJ FANRG GAYS f233Ay3 AysS GKS ae.
F2N) 82dz G2 OKIFy3aS GKS RSTFlLdzE 0 LI a3ag2MNRMTBNIA Y|
RSGFAfAa 2y 1 dziK2NAT FGA2y O2YyGNRE @

hi KSNFASHYIIRBEKYS 4230 FSNPAEHBS bhadRAALI | 8 SR

2.1.2 Menus
hy GKS €STd aARS 2F (GKS 6SoLJ IAS: A &SHKS NOSWdeE
I tAO1LAY3 2y GKARY Y3Ydz SES¥ yR2 1&BLIxaS (KS adzo
LF 0KS adeYSydz KIFa | aegvyozfto LG OFy o6S Of A
¥ Basic S>etuings
2 System Information
> IPv4
v IPv6e
IPv6 Neighbor Table
IPv6 Settings

2 System Time

v PTP

I tA01AY3 2y | YSydz A66F0GANRYISMIKEKNSSEBIKYRY H K
2F GKS S0 LI 3ISo

2.1.3 Global Functions
{ B 261 f FdzyOliAz2ya | NB2YyYINRKE RERIRY aKSS KEF REMS
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2.1.3.1 e Hide/Show Model Information

Clicking on this will alternate between showiaghiding
the Model Info / Front panel graphic When a
low-resolution environmentis usedto configure the
system viathe web console,the "Model Information”
field shouldbe hiddento have a better view.

The information shown will include:

Model Name:

IP Address:

MAC Address:

Firmware Version:

= =4 =4 -4 4

Firmware Date:
And a graphic of the front panel of the unit whidktails
LED and PORT staasshowrto the right

EDGE | NETWORKS

o H M OC06GQ

Model Name
GEMS2-8T+4G
IP Address
192.168.1.22
MAC Address
68:02:35:FF:90:CF
Firmware Version
B1.2.30
Firmware Date
2021-08-17 00:00

EDGE | NETWORKS

LR 12
-
e

ql l‘o

7.

Consol .
5 6 .
use
) ) E
Resey
6
1 2

GEMS2-B8T+406
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2.1.3.2 H Save Configuration
I TOSNI O2y TRARONIYY AE2 OF Ay O KKKBGZ WARAATANDA  AS2D) A
O2y MNFAENBE NBIIAYSR Ay (KRBEARE (| BHFFIdYHIRIREY 1
lf K2dAK aSidAy3a Ylreée KIS 0SSy FLIWXASR Ay
GKSe8 IINBF a4l OORYFYWIIRST S NIK&R) oAt f S 2512 oSG N
AYLRNIFYOG (G2 AaadadzS | alr@gS 2y0S O2y FAIdzNI GA 2
NBo220 dzZWRGAIH SYAydziSa (2 NBO2Yy FAIdzNB P

2.1.3.3 P’.‘ Restore Factory Default
WSY@BKS O2yFAIdzNI A2y a &l OSSR Ay (K8 KBRERGSYWIA

oAt 8 SORSIIRI dzf G, Plzf KASES (KS 2LIA2y 2F {1 SSLAyYy3
Lt dn I RRNBaao
'
2.1.3.4 &=/ Reboot System

wS o0 2RKS RYBREAHIKNELD aBEKSYagAGOK OFy GF1S dzLd G2

2.1.3.5 C" System Logout
CKA& 2LJWA2Y S¢gHzt FARP¥2 K62 aaadgYP | ASNE KI @
O2y ¥A3AdzNBE (KS aSdiaArAy3aao
¢tKS &dealli&2 IREAMSHMNG (G A YS2dzii b &A YeSNS  SHILAAWNSSR dzii b
O2y TAIdzNBR A yizaAlAK/P S/EIRASY §2 b H 6062 YY I YR
¢KS YIEAYdzY Ol tdzS 2F (K& ORYENI Ay (KS 6S6 O¢

2.1.3.6 @ Change La nguage
2 S A dzLILJ2NIY IVdztIISA FNBY FANN G NBE OSNAAZY MOMODT
¢ NI} RA/IKRWSES Aa faz2z adZdIR2NISR o6& RSTFldzZ Go L

2.1.4 A User -Friendy Data Table

l dzZA-SNR SY Rf A R LINP YK E Bc b SA TKoRaNI ¢{ X250y Ab¢l o
¢l &Y 5t b SAIKOBNR/CIHIOR BNBRKES (F20AtS0dM2y RSOl Af &
GKRBFGF GFo6f S Tk GiNBEOoyasS NIRG FKAKERBILD G A2y St aiteo
¢KB2tf SERYBARS/ ABRRNBA A ¢l of S
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£ MAC Address Table
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Show 10 v en

VID

VLAN 1
VLAN 1
VLAN 1
VLAN 1
VLAN 1
VLAN 1
VLAN 1
VLAN 1
VLAN 1
VLAN 1

Showing 1 to 10 of

N Qx
—h (n)

tries

15 entries

MAC Address

30:9C:23:80:39:21
F4:28:53:62:CE:E4
00:D8:61:2C:CC:56
48:45:20:41:14:87
6C:AE:8B:38:18:B5
0C:37:96:1B:19:8A
F4:28:53:0E:E8:64
40:8D:5C:EA:8D:C3
00:D8:61:52:1D:00
40:8D:5C:EA:CF:BD

Type

Learning
Learning
Learning
Learning
Learning
Learning
Learning
Learning
Learning

Learning

Search:
Source
8
8
8
8
8
8
8
8
8
8
First Previous Next

Last

Auto Refresh

Refresh Rate: 5 seconds @
0 v | entries
NEE fl 06 S

AAAAA

- ND K
I YRRSY(GRF&I

T Showing 1to 10 of 31 entries

a 2LJ0AFY FABRRI NKH SINCTHRE ¥ INHEENNIG 2

LG RAa&LIM
T Ly JF

¢ KA
i First Previous

I ea

Mext

2 LJ0 52 WOKY F o
URBda Y GOK

Last

1S
)

a
S

| Kl {828 A &h B E3ae S8 @ NLdk 3 S o

Ly

adl Gdz

{ G1&dzb at
' R R NBba &

e ! / I

1 Auto Refresh

w{26 al

yl 3SR

{ 6A00K

I RRA O A02y0 St 2F diyBORiS3ARadzl 2
LJ- St hcy Ol SIAREKOEEE Nt ¢k 8 866 | {/ i I ([d&l &&R2 Ndil o f

{y22Eky[T be oSy { A ySd [ 6t (ded A IEKO 2 NIRC |
¢l ofS

v S EABIERR yI GFlI2AND T 0 §

EAOCRA R JEKER £ NAK @&t

A

ast

02 g1RISdzS Ol 2 yRiRYAOAWIR(I NRISES ALGHKSS @
Ol y-GwiRH @ S Odydm St S O U8\ 2R/SadzA G =

NOK ONRGSNRLE

' ASNJ al ydzZl t ygmodudmp dR2 OFE

(SySi NR2SGal £ YRy WiOHERND SeNENINE v (i
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A IO i KAE KSB/dzdo2 Sw S TNB & KRS/A S{yGREA PR SO 0
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i G
WRIS 2 wBAFNBaEK2Y ©

Qi

—_
> (D
Q¢
o (0p))

O«

R
Refresh Rate: 5 seconds @
CKS wWSTMNBIREBFHAG2 Y TA IdzNT 0 KSy A KNSR | 16 d2(B20 AVBS/T NE

SylFot SR G(GKS adlddza gAtf NBFNBaAK |dzi2Yl (A Ol
¢ KS NIWESESTRE SABNBHEYBHIASO2YyROE&VL P

A & s oA M

éwéTNSa’)K LdziG 2y

,2dz Ol yooSFRBAIKRY (RBYNPaKt GBS a0l Gdza o
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2.2

¢ KS

0Sftf 22b Y2RA T @

Overview

hdSNBASg aONBSYy Aa

£ Overview

w{ze

¥ Main

EDGE | NETWORKS

GKS alAy aSatdAay3aa ol 2al

LIWAYS yR a!/ | RRNBaa

F2NIAYTF2NXYIO0A2Y 2yieo

bl YSZI 58
Ly F2 NWBHEFSNY (H2P HAdRON A 2ySGiAYIa B LY TF2NXIGA2Y O

NB TS NJ (H20 HadS#OXI @ 2{iSdni AP &R\ AL { SGGAyYy3& B
b2GSY {eadasSy !

Lt Oc &
NE bht

Host Name

Description

System Location
Contact Information

System Uptime

Edge Metworks Managed Switch
8+4 Industrial Managed Gigabit Ethernet Switch

& Days 15 Hours 16 Minutes 27 Seconds

W MAC/IP Address

IP Address
Subnet Mask
Default Gateway
DNS Server 1
DNS Server 2
IPv6 Address

IF Mode

MAC Address

192.168.1.22

255.255.255.0

192.168.1.1

8.8.8.8

168.95.1.1
fe80::6a02: 35 :feff:90cf / 64
static

68:02:35:FF:90:CF

al yF38R {6AlOK

' ASNJ al ydzZl t ygmodudmp dR2 OFE
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2.3

231

EDGE | NETWORKS
Basic Settings

System Information

£+ System Information

=

w{ze

System Name Edge Metworks Managed Switch 7]

System Description 8+4 Industrial Managed Gigabit Ethernet Switch (2]

System Location (2]

System Contact (2]

Apply

Fomore infor mat inoonus eh oovwei ctohhee isty stt leen.

SystemName
It is usdul to identify the difference betweethe switches, for example: CoreSwitch01.

Themax. lengthfor the Host Nameds 32 characters
Note: #,\, ', ", ?areinvalid characters.

SystemDescription

TheSystemDescription iglefault defined by the system.

It containsthe copper port number, fiber port number, and PoE information (if supported).
Themax. lengthfor the System Descriptiors 68 characters

Note: #,\, ', ", ?areinvalid characters.

SwitchLocation

It is usdul to find the locatiorof the switches, for example: AreaOl.
Themax. lengthfor the Switch Locations 32 characters

Note: #,\, ', ", ?areinvalid characters.

Contact Information

Record the information of the persomesponsible for this device and also the contact
details.

Note: #,\, ', ", ?areinvalid characters.

(Apply Button)

al yI3SR {gAGOK ! &SNJ al ydz f yOmodun dmp dR20OE t | &
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After configuring above fields, clicRpply’ button to makethe change®ffective.

2.3.2 IPv4

LYGSNYySG t NRPdie@RAF2HFNBRKR2AKKHEAGNY EF t N2G202¢
0KS LAONSAKSR ySGig2N]la YR oAlK: ORAFFENI DRSS as
I RRNEEKEAIOK f AYAUSR (20 ndpfandzSpcltERNIE A 0$1a P hy (GKS
0 KB NRK G (0 SEARS WABNRNI G FwBPYIR (KS | RRNBaa avgr O0S
Lt FRRNBAaAaSad 6 BIUBRNIIKSE KQlayi AWt &8 KS aIRSS | dziza y
Lt ! RRNBA&a AafpHidkvSEpaeeiyi@E SNE o1 yi G2 O02yySOd i
0 KS akgyh GLOtK S NS 3bav ¢y BvvipHdv ¢ e O widBHip m S [ KaZdEAE y SR

Lt [Pv4

IERYL Il @ Static DHCP Client

IP Address 192.168.1.22

Subnet Mask 255.255.255.0

Default Gateway 192.168.1.1

DNS Server 1 3.8.8.8

DNS Server 2 168.95.1.1

Apply

1 IPv4 Mode
There are 2vaysto configure IPv4 addressone is to configure atatic IP address manually
and another one if0 get an IP address bppHCP
If the IPv4 mode isDHCP Clierit IPv4 information fields will be set t®isabled.

1 IP Address
Assigis a unique static IP Address in the subnet to access the system.
The default IP Address'i$92.168.10.1"

1 Subnet Mask
Defines thetype of network to whichthis device is connected to.
The default Subnet Mask'i255.255.255.0"

w{26 alylFr3ISR {6AGOK ! aSNJ alydzsfyydmdundmp PR2OE t I P
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1 Default Gateway
The IP add¥ss of the routeused to connect a LAN ta WAN.

1 DNS Servet & 2
Specifies the IP address of the DNS Server sateaiserscanconnect to another device

based on thdJRLinstead ofthe IP address.
The default DNS Server'&8.8.8". It isprovided by Google.

T (Apply Button)

After configuring above fields, clicRpply’ button to makethe change®ffective.

w{26 alylF3SR {6AGO0OK ! aSNJ alydzZ fydmodunodmp dR20OE t I Mk
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2.3.3 IPv6

LY dSNYySG t N@dited2xta S NI 8 YK KRNBaa aLl OS f
FYR AdG A& (GKS Y2aild NBOSYUGABDSNIAEYR Qlﬁml&[yﬁﬁwsﬂﬂ«
OLYOGSNYSG EI & &ROKENDRI 20268 KSKER OYSGo2N1 & YR
O2YYdzy AOF A2y ® ¢KSNBE | NB wmc g B8R ORKAa LI hf2Ry6Rj(dxS)
I RRNBdaSad ¢KS Lt@c | RRNB&aa A& dzadz £ € ea NBLINS A
S OK 3INBdzIINK &SRO By CHNI SEI YLI ST GKS 5b{ &°¢
HnnmYnyaonNn YWoewwimnYynyngyn Y

2.3.3.1 IPv6 Settings

L} IPv6 Settings

IPvEe Mode @. Enable Disable

LW 0 fon0: 5302 356 feff: 90cf / 64

Default Gateway

W IPv6 Addresses

IPv6 Address f Prefix +

Apply

1 IPv6 Mode
boylofSh 2NJ2HKBNAIGKISSH tl@tcPcad®2 RS IR DSEY 100 iy S ROR
GKA&a dzy Al o
¢KS RSTLI dzf GOV ItlgMeS a2 RS Aa b
1 Default Address
tKa BEBFEHWA G Lt dc | RRNJ &AF 2TOAIRIR NiBA & dZARESKAA (OASCQD

~ v~ s Anva A 2 -

ISYSNI GSR! FNR2 RRNE&ERGN OS

1 Default Gateway
¢ Ka ARSTFIKE O L tT2cNJ DilKiATae | RsSdiiess Sibthe routeused to
connect a LAN ta WANwhen the devices are using IPv6 for communication

1 IPv6 Addresses
OYIFof Sa IBKRSEAYNSE 20 KSNJ Lt Oc | RRNB&as
¢KS Lt @c | RRNSSBEt2G72 v O IRBINBEF ACEK S RS Td zkpli t NB T
+q f A OPf dz&KiS2 OBRRKR | Lt @c ! RRNBX&aa NRg

XY / t NBY20RA RSy SGS GKS Lt dc ! RRNBaa NRgd

{26 alyl38R {6AGOK ! 4SNJ alydzd f yOmonodmp dR2OE  t I M
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T BEULE (Apply Button)

After configuring above fields, clicRpply’ button to makethe changeffective.

2.3.3.2 IPv6 Neighbor Table

£} |Pv6 Neighbor Table

Show 10 v entries Search:

IPv6 Address MAC Address State

No data available in table

Showing 0 to 0 of O entries First =~ Previous = Next  Last
Auto Refresh
Refresh Rate: &5 seconds @

1 IPv6Address
¢ KAARNACRe At Oc2 7 RISNSTEKD 2 NJ
1 MAC Address
¢ KAARFALISREA U RRENBEKAS dy SA I K06 2 NJ
1 State
CKS O2yySONDASE ¢ [l 9 10/S1 & B E6®! LSO whéb9

2.3.4 System Time

¢ KSe aidSYNBLINGSA Sy llhay RA FS GRIZIS ¥ REBIDHWESSH LI aaAy3
I FOSAL AKSHAzZIO® 2€IKSNBE A a y2 | §/IRG (KEKBO Sy G&PBi aasSk i ¢
alk @SR Ay |iaKSONHH2ETSYAENE2 Yi&K Sl yiR Y&e & i $ & 2ly AORSYEW AV
0KS GANKSSNRMEIMINI & S ydh 04aSNIDIAIOSS (12 I Dt i KS NDOSKS

bSGig2N] CABSEtNROIRODE 201 &y OKEERYS\R |{i2A 28/ yLONK
0KS aeadsSyYy GAYS bathtid KA al K2Sy Sb ¢2F aISKNISNBPRSa G Ly G S
dzy G Af y2% P00 LASRI2HBP NS DO WA R GG Ol y | f &R2ISOSINJI dza
NBfIIOGA2YyaKALA® ¢KS b¢iF2F MKGEA AONEHN 22 RISKS | aydA
LY Fea @& KoStRt S tMYSy (G @
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£+ System Time

¥ System Time Information

(ol ==L : 0 2021/09/14 13:17:20.912201552
e allldilnl 4 Days 11 Hours 49 Minutes 58 Seconds

W NTP Settings

NTP Mode Enable @) Disable

NTP Server 1 2.pool.ntp.crg

NTP Server 2 2.pool.ntp.org

¥ Manual Time Settings

Time Zone Europe v London v

Date Selector 2021/09/14

Time Settings 13 . 17 . 02

Sync with Browser 2021/09/14 13:17:23

Apply

System Time Information

Current TimeThecurrent date time of the gstem.

Note: Time format: Year/Month/Day 24HR:Min:Sec.NanoSec
System UptimeThe system boot up duration

L

L

1 NTP Settings
. b¢t az2RS

"Enable" or "Disable” NTP Service. If NTP Mode is enabled, the system will sync time
with NTP Servewn an hourly basis

. bet {5 NIISHNJ
This fielddisplays theJRL othe IP address of the host that providdse NTP Service.
There are 2 servaronfigurations supported.

1 Manual Time Settings

CAYS w%2yS

Select the Time Zone to defitlee local time offset from GMT.

. 51 GS {StSOG2NJ

{ St SOG GKS aedaidSy RIaISS NklY2dgdf CkeRE & KS F 21
CAYS {SdaAay3

5STAYS (GKS aeéaid Stz NIAIRKGE dANA YhzF dgide wa 8 @Sy R
{eyO 6AGK . NRgaSNJ

L

L

L
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{ St SO0 (KSe OHENPKESRIES §F &XBER a3 (A YS
1T BEULE (Apply Button)

After configuring above fields, clicRpply’ button to makethe changeffective.
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2.3.5 Precision Time  Protocol (PTP)

¢ KENBOA&AZY G¢GACHS A8
G2 a8y OKNRBYRI S (i0tA2a01
GKFY thatt PLINA Y | SNALOf&2 & ¢
a8y OKNEKYATYSS (62 N NRIS ¢
LINBEOA &S f I WSWAWDAL T @
{8y OKNRYATIIGA2Y YR
YSUioR2ANLE SYSHIKSR SEOI
YySaal3aSa | ONRPaa RISk C

t ¢ 62 HH adza Alyad & G- SN |
a0 NI  MENSE | NB 0 KNEK!
hNRAY I NE . 2 dz2gRONBEX /I
¢ N} yaLl NBWIIR /OdaNNB y G f
h NRA Y I NEBY ®&NI2/GILI NB YK
[ Bw2 dZ S NJyoR ¢ A (iz0 K IS yi2Rdzy F
[ £ 220 R 8z0 YNWod 6 A (4D KIST
a6AGOK A& Yy hNRAYIFN
Fa NRfS al &0\ 2 NI dfytF
YR ¢N}yaLIlI NByid /£20
YRGSt G GKS alyYS (A
0KS al aiSN IR a®2NB |

w{26 alylFr3ISR {6AGOK ! aSNJ alydzsfypydmdndmp dR2 OE
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2.3.5.1 Configure PTP Basic Information 0 Ordinary Clock

£+ PTP Configuration
W Basic Settings

PTP Status @ Enable Disable

QAN @ Master Slave

Domain 1D 0 2]

¥ Advanced Settings

Priority1 128
Priority2 128 2]
Announce Interval 1 v
Announce Timeout 6 2]
Sync Interval 0 v

Period 0 (2]

Apply

Fomore informat inoonus eh oovwwedi ctohheei n t he syst em.

1 PTPStatus
boylofSh 2NchINRARDI SHh GKS
b2¥Stks {fyRES /IHHNSEzIdEzZ e Xy QFYIdtaBN&E F I vy
Y2RS gAGK NRfS {fl @S: LIRIE&B{ BRI S adz2NB (KS
1 PTPMode
CKSNBY2RBAHt ¢t (KFG &dzLX2NDISRRI2IGBASEK S N& 6 AIND |
Of Z@A1YS (2 {tl vSa yR pPtr®$a tAxiStd246 | yR I R2

1 Domain ID
The ID is the identifier of the PTP network. Only the nodes with the same Domain ID
synchonize the time in the network.
¢tKS RSTI &2V Ayl dzS 2 F
¢ KS NI5ZYS ARBENRS vt U 2
1 Priority 1
The Priority is used talecide the Best Master when there are several Master nodes in the
PTP networklf there are 2 or more Masters with the sarReority 1, the system will refer
to the Priority 2.
¢ BRS F I dzf Gt N 2 NilaSi ¥2 Fm
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¢KS NItWRAS NARRY mny (2
b2 SIKS t26SNJ KS @I fdzS GKS KAIKSNI GKS LINR 2N

Priority 2

The Priority is used to decide the Best Master when there are several Master witidbe
samePriority 1in the PTP networKf there are 2 or more Masters with the sarReority 2,

the system will refer to th€lock Identity (MAC Address)

¢ BRS F I dzf Gt N 2 NS 2 Fm

¢ KS NItWRAS NARRY mny (2

b2d SIKS f 26SNJ §KS @I £ dzS GKS KAIKSNI G§KS LINRA 2N
Announce Interval

The Announce Interval is the period to send Announce Message.
¢ KS NI WIS d&yT0 SA BENRIWNSNID | §

AnnounceTimeout

TheAnnounce Timeouts the timer for announcing timeout message.
¢ BRS T I dzf (L v 2 ity BAFedz(i

¢ KS NI WY dBMYS/ZEdkii i 2 p p

Sync Interval

The Sync Interval is the period to send Sync Message.

¢ KS NH 2FO AmENESNIR f

¢CKS YI LALXY AdzF @ 8 y{RENVINIAGYRISSONIAN KO & &8 T2t 26 Ay 3

-n cnyYa
-0 MHY Y g
-H HpCYJ{
-M P MHY g
n M a

M H a

H na

0 y a

n MC a
p OHa
c cna
T MHY &
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1 Period
The Period is imeout period.The Slave node wilait n (Period Valuelimesthat
announce receipt timeout before resetting
¢ BRS T dzf (t ONRKRIES 2 F
¢CKS NIVSNEABREY n (2 H~A

1T B (Apply Button)

After configuring above fields, clicRpply’ button to makethe changeffective.
2.3.5.2 PTP Status
- AOOAO

£+ PTP Status

(M GERG M MasterOnly Clock
Clock Domain [
[olvlo @D ©30235fffeffo0ch
Best master ID (k=i
Priorityl e
Priority2 e
Class i

1 PTP Device Type
This field is the type/role of switch that in a PTP network. The switch caiviaster Onl\¢
or &Slave Onlyg currently because we only suppd@rdinary Clockow.

1 Clock Domain
This field shows the Domain ID that thgstem is in now.

1 ClockD
This field is the identity of the switch in the PTP network. The Clock Identity is configured to
the MAC Address of the switch by default.

1 Best Master ID
The Best Master |10s the Clock Identityof the Best Master in a PTP network. If there are
several Master in the PTP network, users can understand which one is the Best Master
through this field.

1 Priority 1
This field is the value d®riority 1that is configured.

{26 alyl38R {6AGOK ! 4SNJ alyddtydmonomp ®R20OE t | :&
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1 Priority 2
This field is the Mae of Priority 2that is configured.

1 Class
TheClass field is usually namelbckClassThe values dPTP clock classare basedn the

traditional quality leveldrom SSM/ESMC

31 AOA

L+ PTP Status
LGNl SlaveOnly Clock
Clock Domain [l
(oo QIN ©50235fffeffo0ch

1 PTP Device Type
This field is the type/role of switch that in a PTP network. The switch caiviaster Only
or 6Slave Onlyg currently because we only suppd@rdinary Clockow.

1 Clock Domain
This field shows the Domain ID that the system is in now.

1 ClockD
This field ighe identity of the switch in the PTP network. The Clock Identity is configured to

the MAC Address of the switch by default.

w{286 alylFr3ISR {6AGOK ! aSNJ alydzsfpydmdundmp PR2OE t | }HD
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.3 Configure PTP Basic Information 0 Transparent Clock

£+ PTP Hardware Configuration

Port Mode Status
- None v Disable v
2 None v Disable v
3 None v Disable v
4 None A Disable hd
5 None A Disable hd
6 MNone v Disable v
7 MNone v Disable v
8 None v Disable v
9 None v Disable v
10 None v Disable v
11 None v Disable v
12 None v Disable v

Apply

Known Limitations:

TheTransparent Clocis only supported on the followingpnditions

w{ze

VLAN untagged mode
L2 management switches
Copper ports and 1G SFP Slots
Onestep Mode
Endto-End delay mechanism
Port
t 2MIG2b X 2NEKSNE o0 aSR 2y GKS G201t LIR2NI ydzYo
Mode
(St Q& VA& LI NBENIIb 2RIRISE a2RS 6b2yS0 2y GKS RSa

Status
Oyl aRBA aEHDIISSOGSR Y2RS 2y GKS RSaadayl adSR LI

S (Apply Button)

After configuring above fields, clicRpply’ button to makethe change®ffective.
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2.4 Redundancy

2.4.1 Spanning Tree

¢ K{SLI YNBSS tNRIROALI vy RIKNIR S WRBLEFOR G n b dMmB a4 dza
OdZA E RIAOHINBSESRIZLR &1 T8 SI &AKEBRR O 2 dzy AKS2 LANR G2 O
LINB@Sy il f22LJa | YR 0KNEBBEROI GKIS &Fdi 2{2¢RtA yIAf Il 2NRadzy RLI
RSAAIYy 2 OQNRABKR G KEKS | O RO NBIDEA KMSTIBASEEH n i A Y S
{ LI yYNPBR2 (203NB A RSa | FIlgKEYNIaEkKEB @Y 6 QD

w{ &ta Ay iNR2RdJzOSRH BdvdE KODII2 iR EA DM ASY K SyieArrdy 3 e
AOKI YyaSRd ¢KS bl Stt2 ¢AYSh Aa | O2y®Ai RGN aif Si
w{ ol t dzS arSoWwRRAIA Ol tft &> (KS O2y@SRENY Oy &® ¥ ARF
YdzOK T aidSNal ewdgdIkiz ¢ d 2 dzf R oFS {odkaSS/R  LBBYEAAIASOH TRS 2

¢ KBdzt GALX S¢BB yyRPHZ2OSR ODY K& YA SEGSyarzy
ANIidzc £ [!bad a{c¢t LINPDGARSE | o0SGUGSNI FEdSNYI
IANRdzZL) 2F [ ! ba Y2REDEANBYMAGR 27 HKSb{izliRFE
AL YyYyAYy3ad GNBE&dA KB LEB26YI VFAYIT ¢NBES LyadlyoSo

- I+

2.4.1.1 RSTP/CIST Configuration

L+ RSTP/CIST Configuration
W Bridge Settings

Mode RSTP v

Priority 32768 v
Hello Time 2 2]
Forward Delay 15 2]

Max Age 20

Fomore infor mat inoonus eh oovwweddi ctohheei n t.he system

1 System Time Information
w{¥t 9y[lehtlyR NIzy bw{¢th F2NJ NBRdzy Rl yOe o
a{e&t 9ylofS {¢t YR NY¥zy ba{¢th F2NJ NBRdzyRI y
5Aavos68alrofsS {¢td ! aSNER KIGS (2 SylFrotS | y2i

1 Root Priority
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LG Aa dzaSRw#Z2i Rr_:i;m\gl‘é KSK BFS 4 ad WhEBRA KK S b w:
. NA RISHKBSNR R ISET  NB aSd G2 GKS alyYS wekreS t N
w220 ONABRBRS2Y (GKRRINBaaSa

¢KS NJy3IS 2 7FF NEY2 in tdraei2dNmmilied® ART nn dce

¢KS RSTt teh 2 Dl AdR i A &

Hello Time

LG A& G@GSNE AYLERNIFYyOG YR dzaSR G2 RSGSNXAYS
G2 OKO8Et G2L2t238 YR adl dddzaoe

¢CKS NJIy3IS 2FNRB G SO ¥WRS a4 h D

¢tKS RSTlIdA HafS2yRaAaPAYS Aa

Forward Delay

I RStIAR@AERSHNE RSUSNNAY
02 C2NBI NRAYy3IOD

¢KS NIYy3IS 27T TO2ND INFODEySR@E @ A
¢KS RSTlIdzA i @ SBPENRaA®STE & Aa

A A

K SHNREE SOKH NIASY I K |

E\

Qx

Maximum Age

I GAYSWIASRIE Gl 20 @SISAGTE 2F 2 NIKYE2 FINP YNA RIS P LT GKA
iKS .t5! 0ST2NE (KS HMYSND (BRSNS RSB E@S (i & A
G21L12f238 OKIFIy3aSR .t5! G2 y20AFe 20KSNJ RSOA
¢KS NI y3IS 27F TARKA GO yIE8a A\ &

¢tKS RSTldzZ i mmEDYdzKRa! 35S A4

The rel abebowdtbep | o Ti me", " Forward Del ay"

2 kor ward-Deleaax»=~Age2He! (0 +T meec)
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#1171 ERGAOA)0TA I ACET 1

W Port Settings

Port Port Cost @ Port Priority Admin P2P Edge Admin STP
1 0 128 v Shared v Auto v Enable v
2 0 128 v Shared v Auto v Enable v
3 0 128 v Shared v Auto v Enable v
4 0 128 v Shared v Auto v Enable v
5 0 128 v Shared v Auto v Enable b
6 0 128 v Shared v Auto v Enable v
7 0 128 v Shared v Auto v Enable b
8 0 128 v Shared v Auto v Enable v
9 0 128 v Shared v Auto v Enable v
10 0 128 v | Shared v | Auto v | Enable v
11 0 128 v Shared v Auto v Enable v
12 0 128 v | Shared v | Auto v | Enable v
Fomore infor mat imonys eh oovwedr ctohheei n t.he system
T Port
t 2MIO02b% 2HMNEKSNE o AaSR 2y GKS (d2GFf LR2NI ydzyo
1 Path Cost

¢ KS OIS OMNRARBFEOG2 | y20KSNI RSOAOS®

¢KS NIYy3aS FNRtYlI K G2 & nhannnn

¢CKS RSH Kzf it @A a ARYLXK S S8l ikKFA2aG A4 RSOARSR
1 Port Priority

| 8RG2 RBKQSRBIE NI (K aKSowAESRKR 2Lt 2380

¢KS NI y3IS 2FF N&Y2 (nl tyiNeR YN (BA LBaS 2 F wmc

¢KS RSTlIdzf Gmwd@20 t NA2NRG& A&
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Admin P2P

¢ KS ! RYAKS ttHatyIP\ aF 20NJ S| OK LJ2 NI @

t WYt L  -RADALIEIS EF dizf Aty 1 @

{ KI WBR{G -RdeLJt SK It Fy | ©

Edge

I LI NIO GKEF G yO27¢ tO 2RASESANISE F 5 RE) 15 \BONSR 3/371 LEJX N F .
L2 NI -GR3IF2YNI 9RIS O

| dziie2K S Al Y Y MARGHYTGI A RA S a DINYAS KDY

ORWSKS LJ2 NJili 2A 8 ST2NOSORR IS LI2 NI ¢ & yI VBRM A KSR NI
HC2NBFHNRAYIENS YR NBIjAdiA KERRNBRNR 5Sflébod LF
FI &adSN®

b2gRASKS LR2NIIAa20FORASAYIZKIA & AKYAKBE A BIA NJii Kb &
0 KNP[AEEKNY AYIK[ AalGSYAFASY 2 A2 KBK NORNVWH GEBRIRG S 2
2N y200

Admin STP

boylofSh @ mBLE SyARNIES S BNRI (N ORAAA i/ KESLEBYOA TA O L2 NI

L (Apply Button)

After configuring above fields, clicRpply’ button to makethe changesffective.

.2 RSTP /CIST Status

£+ RSTP/CIST Status

f

il

w{ze

W Bridge Information

2gle[s[HI M 3.000.68:02:35:FF:90:CF
LIV 3.000.68:02:35:FF:02:2B
Priority [EERyist:
Root Bridge ik
Root Port slge:
Root Path Cost [geEilssly]
Hello Time [

Forward Delay [

Max Age [l

Bridge 1D

CKAA TAKRIRAIGES AL AIGE 2F GKAA y2RSLORKSYW AN
0RU-BXBANRG H 0 d&A KA S ONERNWEFIMOIANINILYS OicyTAgyddl Si&K S|
FAINES! / | RRdwBARIpdzS 0 ®

Root Bridge
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LG Aa SHKSsSRORSRYAY GKS {{tttt (12IREXI2ISE K8 .I't
w220 . NAR3IS Aaf 20Sawg2 REt BRAIKA GXKSFT GKS y2RS
w220 t NA2NRAGEZ0o BKSS OiizEARK K2WWMRIISRBEMB 4 4 S &

1 Root Priority
LG A& dzZASRwZ20 REEAFBS (KK BBS aa A ivRA2E KBKNR 2H\NK:
NARIShd LT OF iz GNMISRAS &S MR 24S t NA 2INBVERER (DI €
NARBEAS RO 8/ C KRRINBaaSa

1 Root Port
LAXKSG L2 RXa2 ¥ (K B Ol a2 2012 | NIRR 3 & (R SaS 1I0R aiKS w2
AK2F2VEI AYKR A SHEFRARS A4 NAR3ISO

1 Root Path Cost
LAKSGH O2 &ilK STNBARERB2 23 . NARISO

¢ Hello Time
LG Aa2dzZRSREMNY ANVBISNDIE (2 aSyR . t5(K& Yyl 3
G2L12t238 yR aidl Gdza o

1 Forward Delay
LG Aal2dzaRBROIBKE Y Y 12 (&8 V@A SFNRIYO S SIENYAYy3IK[ A
C2NB I NRAYy 3D

1 Max Age
LG ARdZNENRRFPR NI | St f20kve22[i FTNRRIASO

W Port Status

Port Role Port Status Port Cost Pr':g";cty Oper P2P Oper Edge
1 Disabled Discarding 200000000 128 Shared Non-Edge
2 Disabled Discarding 200000000 128 Shared Non-Edge
3 Disabled Discarding 200000000 128 Shared Non-Edge
4 Disabled Discarding 200000000 128 Shared Non-Edge
5 Disabled Discarding 200000000 128 Shared Non-Edge
6 Disabled Discarding 200000000 128 Shared Non-Edge
7 Disabled Discarding 200000000 128 Shared MNon-Edge
8 Root Forwarding 240000 128 P2p Non-Edge
9 Disabled Discarding 200000000 128 Shared Non-Edge
10 Disabled Discarding 200000000 128 Shared Non-Edge
11 Disabled Discarding 200000000 128 Shared Non-Edge
12 Disabled Discarding 200000000 128 Shared Non-Edge
Auto Refresh
Refresh Rate: ¢ secends @

1 Port
t 2MIO02b% 2INJIAA o6F ASR 2y GKS (2GFt LR2NI ydzyo S
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1 Role
¢CKAA TFASNRCSKoRA LBKND @

w2 ZFEACA Aa O RIXKANDK2 (A ALI2GNEME/SI0 .SNRR Ri2S g A GK (KS
5SaATWIASARE Aa4 (KBKROGRADYVVISBYRREKS o0Sai
20KSN) O2yySOGSR y2RSao
lf ISWYeRKEBa Aa HEEADKISHEHYbPbOEEGOWBSRID® ¢KAAa LJ2NJI
FNRYW 2 OKNEINRISKSY A0 NBOSA@®Sa || dzaS¥dz . t5) .
S3AYSyido

L OYdztIKA A Aa IKSE OKI @Edzid)f RIDORIS KX LIINYEARIN Bt 25521
0f201AYy3 aAGFKiS® ¢KAa J0RAL (IKSARRE BB ORABHD DA Y822
2 KSYy A0 NBOSAGSa | dzaSTdzil KSt R!SAVYSY @At KS
BAAIY (¢SRS LI2NI Aa y2d0d fAyYy1SR dzLlo

1 Path State
¢tKAad FASER akKz2ga (0KS LIGK adridsS 2F GKA&a { ¢
I NE RNRLILISR YR f BNEYAFALIWISER I RRNBaasSa
[SFENYAGWKIS LIR2NI Aa HidAy KB aAly/O2IYRRFNIE FAN$ & S a
C2NBIWRAKS LIR2NI Ay GKS F2NBFINRAy3I adrasS ¥2
f SFNYSR a!/ | RRNB&aa GFrofSo

1 Port Cost
CKAA Aa (3R QAGSUZT Q2 Y NK R AING S{ WINRYIRYO2 f | & &c
Oz2ad Aa RSIHSNIIHES Ra KAISHRARIBF I dzf § w{Aica a8t AIKy C

IKS2ttapayay

{LBSR  w{ct tlhi
n aolLJa pZnnnznnn
Mn aolLJa HZNnNnXZnann
Mc aolLJa MZHPAZANN
M naod LJa HANZnnn

Mnnn aolld o|/lHnXZnnn

Hnnn aolld o/mnXnnn

Mnnnn aolLJa HZnnn

1 Port Priority
¢CKS t2NI t NR2REGEMERYISZAGRENR 2V BNIRASP ¢KS
f2a82NI t NA2NAGe OFfdz2S 3Sia GKS KAIKSNI LINA ;
1 Oper. P2P
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CKA&a TFASER -G2KISH a2 T KBK St A{yq L2 A3NEBR ®#V § Rt { KISNY
Y S| ¢Ld Alyadzt Gk LI S

1 Oper. Edge
CKAAaRK2468 ROKS SR3IS adlrdsS 2F dKA& {¢t LIR2NIOP

2.4.1.3 MSTI Configuration

£+ MSTI Configuration
W Basic Settings

Region Name 680235ff90cf
Revision Number 0
W Instance Settings
Instance Included VLAN @ Priority
1. 32768 v
2. 32768 v
3. 32768 v
4. 32768 v
5. 32768 v
6. 32768 v
7. 32768 v
8. 32768 v
9. 32768 v
10. 32768 v
11. 32768 v
12. 32768 v
13. 32768 v
14. 32768 v
15. 32768 v

Apply

Fomor e informatinmonu,sehoovve@'rctbhheein the system.

1 Basic Settings

. wS3IA2Y Dbl YS
¢tKS wS3IA2Yy blYS Aada GKS ylIYS 2F (KS a{¢
wSIA2Y SYSa G2 GKS alyYyS wS3aAazy bl YSo
Themax. lengthfor thew S 3 A 2 Vis38 that&ters
Note: #,\, ', ", ?areinvalid characters.

. WSOAAA2Y bdzYo SNJ
tKS wS@OA&AA2Y bdzYoSNI Aa (GKS fS@St 2F GKS

{26 alyl38R {6AGOK ! 4SSN alyddtydmonodomp®R20OE t I 2%



EDGE | NETWORKS

wSIA2Y &Y 2 GKS &1 YS wS@AaA2Y Dbdzyo SN
CKS NIWKBSORZIA2KABNHENB H N p
The deviSa@A &A2Y 6.bdzyYo SNJ

1 Instance Settings

. Lyaidlyos
CKISYyaidlryoOoS Aa FTNRBY m (2 wmMpo

. LyOfdzRSR [ ! Db
¢tKS O2yFAIdzNBR [ ! ba INB Ay@2ft SR Ay (K
CKS FT2NXI GXdhAYYEMALZ d@8/BRSaHk NF GS [ ! b L5a0®

. ENR2NAGE
CKS LINAZ2NAGE Ma222WBREKE8 REAT OB Ria«x S OF (S
20KSNJ a{¢L wS3IA2Yy D
¢CKS NIWKHS2@ Ft NINBNRA iné dvRX dmbdi ® 2F nndc
¢KS RSTlIdzf Gowgd@y t NA2NRG& A&

T RGN (Apply Button)

After configuring above fields, clicRpply" button to makethe changeffective.

2.4.1.4 MSTI Port  Settings
L+ MSTI Port Settings

Instance 1 hd

W Instance 1

Port Port Cost @ Port Priority
1 0 128 v
2 0 128 v
3 0 128 v
4 0 128 v
5 0 128 v
6 0 128 v
7 0 128 v
8 0 128 v
s 0 128 v
10 0 128 v
11 0 128 v
12 0 128 v
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Fomor e informatinmonu,sehoovve@'rctohheein the system.

1 Instance Selector
{StSOG GUKS AyadlryOS G2 O2yFAIdzZNBE GKS LJ2 NI a

1 Port

t 2NI M BXSINSHIEb DI ASR 2y GKS G2aGFf LI2NI ydzYo
1 Path Cost

¢ KiSI G K/ 20208 B3y TKS OdzNNBy i y2RS G2 |y2idKSN

¢CKS NINWKSBSIRBFTFRBEY Aald2dwunnnnnnnn

¢KS RSTldzfip toIKKm /Azrddi A& GKIFIG GKS tlaGK [/ 2a
1 Port Priority

CKAa KAARBMSERTE (KS AY2 NIK i 2w A0yS3 ol 2L02 fS2RI & @

¢ KS NIWEHS2 @ Ft NIN2 NR in B yiREYHH iaR EJXds c

¢KS RSTlIdzf Gmwd@20 t NA2NRGE A&

T BRI (Apply Button)

After configuring above fields, clicRpply" button to makethe change®ffective.
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ERPS

Ethernet Ring Protection SwitchinERPY applies the protection switching mechanism for
Ethernet traffic in a ring topology. This mechanism is definedTidT G8032 You canhave a
protection switching anévoid the possible loops in a network by implementing the ERPS function.
This is done byplocking the flow of traffic to thé&king Protection LinKRPI. thereby protecting the
entire Ethernet ring.

When an ERPS is implemented in a ring topology, only one switch is allocatedoamtre
This switch is in charge of blocking the traffic ie RPL to avoid loops. The switch adjacent to the
RPL owner is called tHePL neighbonode and it is responsible for blocking the end of the RPL
during normal condition. The participating switches that are adjacent to the RPL owner or neighbor
in a ring ae called the members or RPL ne&eighbor nodes. The primary function of these
switches is to forward the received traffic.

Other

“Other “Neighbor

The benefit of the ERPS ring protection switching architecture are:

E
E
E

E
E
E

Protection switching on Ethernet layer
Preventing loop by blocking mechanism
VLAN based protection
b-50mserotection switching
Qupport administration command

250 switchesand links in singled ring tested

To make sure that a ring is up and leiope, Ring Automatic Protection Switchinmessage is

w{ze
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sent regularly as control messages by nodes on the ring. The RPL owner identifies a signal failure (SF
in a ring when the RPL owner misses the poll packets alsré@m the fault detection packets.

When the fault is identified, the RPL owner unblocks the ring protection link (RPL) and permits the
protected VLAN traffic through.

ERPS, similar to STP, providésop-free network by using polling packets to detdaults. If
a fault occurs, ERPS restores itself by sending traffic over a protected reverse path rather than
making a calculation to identify the forwarding path. The fault detection mechanism in the ERPS
enables the ERPS to joinless than 50 millisecoas and recovers quickly to forward traffitn a
real test case, the protection switching time is 15ms in 250 devices single ring topology.

The new ERPS versios.8032 v2supports multiple ring or ladder topologs. Rings can
conjoin by one or more interconnection nodes. The major gagtrols a full physical ringub ring
does not constitute a closed ring. It is connected to a major ring at the interconnection nodes.

Using major ring and sub ring, a sgtem architectcan designmultiple ring or ladder
topologes. With these topologies, ERPS d¢anappliedto applicatiors with different leves of ring
network. For example, core ring and branch ring architectinas application in campus
environments Laddertopologycan be used fotunnel and train applicatios The benefit of smadr
ringsisless effeatd nodeson ring failure and hence fasteecovery.
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2.4.2.1 ERPS Configuration

L} ERPS Configuration

Ring 1 A

W Basic Settings

ERPS Status Enable @ Disable
Ring Type @' Major-ring Sub-ring
Port O(West) Port 1 v None h
Port 1(East) Port 2 v None v
ERPS Ring ID 1

R-APS Channel 1000 e

Advanced Settings @ Enable

W Advanced Settings

Major-Ring Virtual Channel 0 2]

Sub-Ring Virtual Channel Enable Disable

Support enly when Ring Type s=t ta"Sub-ring

Revertive Mode @ Enable Disable

MEL Value 7 e

Apply

Fomore infor mat inoonus ehoovve@'r ctbhhee i n t he system.
1 ERPS Ring
There are three rings supported on a device. Using the dropdown select to change the ERPS
Rings.

1 Basic Settings

. 9wt { {daF Gdza
¢Enabl€ or dDisablé ERPS protocol running on the switdy default, theERPS
protocol isdisabled.

. WAY3I ¢e LS
Major-ring: controls a full physical ring.
b-ring: connected to another ring. It does not constitute a closed ring.

9wt { t2NI n
The ERPS Port 0 is also catlétbstt 2 NSekect one of the switch ports to be the
Port 0 of ERPS and decide the role of the port.

9wt { t2NI wm
The ERPS Port 1 is also caliédstt 2 NSetect one of the switch ports to be the
Port 1 of ERPS aul@cide the role of the port.
Note: Only One of the switch ports can be configured as ERPS Port O or ERPS Port 1.

Role Description

Owner There is only onéOwnek in the ERPS ring topology. The Owise
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responsible for blockinthe traffic in RPland protects one side o
the RPL.
There is only oa dNeighbok in the ERPS ring topology. T
Neighbor Neighbor is the port connected with the Owner port and prote
another side of the RPL.
The Interconnection port connects a majong and a suising. If
Interconnection one of the ports on the switch is set tinterconnectione role, the
other port will be set tadDisabled automatically.
ThedNonet impliesthat the port is other thanan Owneror a
Neighbor.
9wt { wAy3d L5
The ID is the identifier of the ring. The membarghe sameing mustbe set to the
same ERPS Ring ID
¢ KS NIWKSSt £ FukBNIMY B DA
The d®fwatuf{l twky 3 L5
w t{ [/ KIFIyySt
The RAPS Channel is used to forward ERR8mation and ismapped to the VLAN
IDs These VLAN IDs cannot be set as traffic VMDARhe members in the same ring
must be set to the same-RPS Channel.
¢ KS NIIWKBESSPS Efanndl B NI 2 n @ n
The d&RARIChannels 000

None

1 AdvancedSettings
The Advanced Settings fielé only displayedvhen the dAdvanced Settingscheckbox is
selectedin the Basic Settings.

w{ze

L

L

L

al 28Ny 3 +ANIdzZf / KFEyySt
This field is used to configure the specific virtual channel for transmitting the

management packetsf the subring through themajor-ring.

{da@Ay 3 +ANIdzZf / KIyySt

oEnabl& or dDisabl€ using virtual channel in the seing. When the SulRing
Virtual Channel is enabled, ERPS protocol will transmit management packets by the
configuredvirtual channel.

WSOSNIABS az2RS

OEnablé€ or éDisablé€ the ERPS Revertive Mode. If the Revertive Mode is enabled,
the blocked link will revert to the RPL link after the failed link is recovered.

By default, theERPS Revertive Modeeisabled

a9l f dzS

MEL field is for the compliance with other devices which rarening ITUT G8031
from third-party. The MEL impliethe MEG Levellt is a field in the RAPS PDUA
large MEL valumvolvesmore devices. For example, level 7 contains £0db 6.
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¢ KS NIWWEE VAl ENY 20
The deViER Valug 3.

After configuring above fields, clicRpply’ button to makethe changeffective.

Gl Major-ring

SRSl Disable

DL LESEICE Normal

Node State RGTSE]]

R-APS Channel il

Virtual Channel JudSElL

MEL Value [

Interface

Lanl

Lan2

Role

None

None

seconds @

1T BEULE (Apply Button)
2.4.2.2 ERPS Status
L¥ ERPS Status
Ring 1
W Basic Information
ERPS Ring ID |l
Revertive Mode [RES
¥ Port Status
Port 0(West)
Port 1(East)
Auto Refresh
Refresh Rate: 5
1 ERPS Ring

w{ze

There are three rings supported on a device. Usingdiflo@down select to change the ERPS

Rings.

Basic Information

. WAV 3

¢ & LIS

The type of the selected ERPS Ring shdwajor-ringe, dSubring with virtual
channek, or éSubring without virtual channek.

. 9wt { {darF Gdza
¢GKS Al Odaad ¢ FaPoREi § E/0yf SGKS aSt SOGSR 9wt {

. WAV 3

¢t KSNRB gRHNBGSa

b2RS
¢ KSNB

al yI 38R

{aras

{GF 4GS
- NB

{ 6A00K

i KNB S

' aSNJ al

T2 B2 BM RO Vi 2 K ¥

By Kol I 6 yF NG 3R {SPOiZARS/a Y

ydzl f yOmdH dmp PR2OE  t | IS
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State Description
Initial The ERPS protodsldisabled in the selected ring.
dle The ERPS protocol is enabled in the selected ring anBRMRS rin
Is under control by the RPL Owner.
The ERPS protocol is enabled in the selected ring. The ERPS
Pending recovery from Pragction state and is waiting for the wtr timg
expired.
The ERPS protocol is enabled in the selected ring but one ¢
Protection | links in the ring is broken. The RPL changes to forward to kee
ring working.
. 9wt IwlLS5

¢tKS LB RSyFIGKE F2NJ 0KS aSt SOGSR 9wt { wAiy
Cowlt{ / KIYyySt
This field shows the configuredAPS Channel

. = A NJ dzI f

| KIyy St

This field shows the virtual channel of subg. If the field showsdefault implies
the virtual channel follows the-RPS Channel.
. WSOSNIABS az2RS

Showthe Revertive Mode is enabled (Yes) or disabled (No).

. a9 #If dz8
¢tKS FASER A& GK O2y FAIAdzZNBR a9 QI fdsSad

1 Port Status

7 A

. LYGSNFI OS
The configured port presents the ERPS port OfAh&ERPS protocol.

. w2fS

Display the configured role for the configured port.
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243 MRP

Media Redundancy Protocol (MR an IEC standard protocol pyevent the ring topology
from loop,and it is defined atEC 62432. The recovery time of MRP is muéaster than STP and
even than RSTP, so it is suitable in most Industrial Ethernet applications.

In the ring topology with MRP, the manager is calMddia Redundancy Manager (MRIV)
and the clients are callebledia Redundancy Clients (MRQheMRM send tes$ packets from both
of its ring ports periodically to confirm the health of ring topology.

There are three states for MRP Ring PartBisabled Blocked and Forwarding When the
MRPring is under normal operation, the network works in tRengClosedstate. In the closed state,
one of theMRM Ring Ports is blocked and the other one is forwarding, while both of the ring ports
of MRG are forwardingDue to the blocked port, the topoliy is a logical stub and the loops are
avoided. If one of the forwarding links is failed, the ring topology goes to open state, and the
blocked port ofMRM will be forwarding state to insure the transmission in the ring.

MRM MRM

TMRC

MRC

Ring Topology Clo Ri nfropol ogy Open
If the MRCdetectsa link down at one ofhe ring ports it can notify this event to theMRM
initiatively. In Advanced Modethe MRM can activate the blocked ring port to spagul recovery
rather than wait till sufficient loss of test packets.
MRP standard guarantees the recovery time in the specifications. The recovery amme
500ms, 200ms, 30mswith maximum 50 switchesand 10mswith up to 14 switches in a ring
Currently, we support the recovery delay of 500ms and 200ms.
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MRP Configuration

£ MRP Configuration
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Ring 1 v
W Settings
MRP Status Enable @ Disable
MRP Role Manager (@ Client
MRP Recovery Delay @ 500 ms 200 ms
MRP Port 1(Primary) None
MRP Port 2(Second) None
MRP Domain Name
MRP Domain ID 255.255.255.255.255.255.255.255.255.255.255.25 L2
Advanced Mode Enable

Apply

Fomore infor mat inoonu s ehoovve@'r ctbhhee i n t he

1 MRP Status
¢Enablé& or dDisablé MRP protocol running on the switcBy default, theMRP protocol is
disabled.

1 MRP Role
Configure the role of the switch when running MRP protod@ble Managek item implies
MRM andthe ¢Client item implies MRC.

system.

1 MRP Recovery Delay
The MRP Recovery Delay implies to the amount of lost packets. The IEGB243%ard
defines 4 recovery delayg 500ms 200ms 30ms and 10ms Currently, weonly support
500ms and 200ms.

1 MRP Port 1 (Primary)
TheMRP Port 1 is thprimary portof MRP Select one of the switch ports to be tipgmary
port of MRP. The Primary port is default configured tofbevarding when the Ring is
closed

1 MRP Port 2 (Second)
The MRP Port2 is the secondaryport of MRP.Select one of the switch ports to be the
secondary port of MRP. The secondary port is default configured taldmking when the
Ring isclosed

T MRP Domain Name
¢ KS 52 YN Adzy ol NBSNR & K S

awt a Wit R SRV TASY 2 TR A v &

{26 alyl38R {6AGOK ! 4SSN alyddtydmonodomp®R20OE t I 3%



EDGE | NETWORKS

1 MRPDomain 1D
¢KS awt 5ZHKISAW SNA DA STASYD SINGS Ay GKS al YS &
¢tKS R&WH dBHYAS Y L5
¢uvuv8¢uuv8cguu8cgcuud8gcuvud8gcuvtu8gcuvuv8gcuuwuvud8cuvud8guvud8¢guu 38

1 Advanced Mode
The Advanced Mode is supported only when the MRP Role is configuddattagek. If
the Advanced Mode is checked, it implies the Advanced Mode is enabled. Under the
advanced mode, when the MRM received adddwn signal, the MRM actives the backup
port immediately rather than waiting for theufficient loss of test packets

2.4.3.2 MRP Status

£+ MRP Status
Ring 1 v

W Basic Information

Instance ID 1
BLnEIDRINE 255.255.255.255.255.255.255.255.255.255.255.255.255.255.255.255

W Configure Information

Advanced Mode (react on link
change)

Role of Switch (administrative
setting)

Role of Switch (real operating
state)

Enabled
Manager
Manager
Domain Name
Recovery delay REliRGE=]
Port Number, Secondary JEEESCI=HETFY
Port Number, Primary ISy

(o]l M Disabled

1 Basic Information

. LyaidlryoS L5
The Instance ID is the Ring ID. We @olgport one ring currently, so the Instance ID
displaysalwaysl.
52YIAYy L5
The Domain ID is the identity of current MRP ring. Only the membigihsthe same
Domain ID will be regarded as working in the same ring.

1 Configured Information
| RO YOSR a2RS
The field shows the status of Advanced Mode. Advanced Mode is only supported

L
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when the switch is configured advRM (Manager)
. w2fS 2F {gAGOK
There are 2 roles of switches in the MBRManagerand Client
Administrative Setting: the role that usecenfigured for the switch.
Real Operating State: the role that the switch is working as.
. 52YLAY bl YS
This field shows the configured name of this MRP Domain.
. WSO2gSNE 5Sfl @&
This field shows current operating Recovery Delay. It m&g0ber 200 (msec)
. t2NJi b dzYo SNFE { SO2y Rl NE
., I2ND b dzY6 SNE t NRA YI NE

These two fields shows two parts of information. The first one is the switch port
number configured as Primary / Secondary Port, and the other one is the state of this

port. There are 3 states for MRP porwhen the MRP is enabledforwarding
Blocked andDisabled If the MRP is disabled, the state shailgAE.

. hLISN} GAzZY
This field shows current Operation Stat&nabledor Disabled

W Operating States

CIGESEICE Open

Topology Change Interval EeliNiR{gl=ls)

Topology Change Repeat
Count

Short Test Interval EElReN{H=s)

3

BIEET S GGl 50.0 (msec)
Test Monitoring Count ]

Nonblocking Client Supported RSyENWE

Test Monitoring Extended
Count

Check Media Redundancy RiELEs

15

Auto Refresh

Refresh Rate: 5 seconds @

Operating StategMaster)

. WAY3I {dFGS
The Ring State displays tlaetual ring sate of MRP, and the state may be
Open some of the links in the MRP ring are down or MRC failure.
Closed the MRP ring is closed and under normal operation without error.
o ¢t212f238 [/ KIFIy3aS LyGaSNDI €
The interval is the period to seMdRP_Topologg€hangdrames
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¢21J2f23& [/ KIFYy3IS wSLISFG [/ 2dzyi

The count ighe repeat times to transmiMRP_TopologyChangeames.

{K2NIi ¢Sad LyaGaSNDI €

This interval is a timer used aftenk changedo sendMRP_Tesframes on the MRP
ring ports.

5ST¥lhdzE & ¢Sad LydaSNIDI §

Theinterval isthe default period to sendMRP_Tesframes on the MRP ring ports
¢Said a2y Ad2NAYy3 [ 2dz/i

Thisfield isthe interval count for monitoring the reception MRP_Tesframes.
b2gft 201 Ay3a /[ fASYyd { dzLJLJ2 NI SR

This field displayshe ability of the MRM to support MRCs withoBL OCKEPport
state support in the ring.

¢Sa0 az2yAlG2NAYy3I 9EGSYRSR [/ 2dzyi

This field is aroptional parameter. It is an extended interval count fanonitoring
the reception ofMRP_Tesframes.

| KSO] aSRAlI wSRdzyRIyOe&

Check the current state of MRM. The state may#aeabled or écDisabled.

W Operating States

Link Down Interval A=)
(ARG 20.0 (msec)
Link Change Count [

Blocked Support ESEBIE.

Auto Refresh

Refresh Rate: ¢ seconds @

1 Operating StategClient)

w{ze

L

[A¥26Y LYyG§SNDI

CKS -RAgY LYy GSHNKIES NIGHKAI2G aaR2 GV AFNF YSa aSy
NAY 3 LR2NIP® ¢KS-RREYI dzZydi/Smidfl dzS AAT [ Ay ]
[AV] ' LJ LYGSNDI €

CKS -qzlyly § SNIKISENKE KR R& a-det) FAYYSa aSyid 2y
¢ KS RSTI dzf zLD Ity deSnNgsF f [ AWa1

[AV] [ KFy3S [ 2dzyi

¢CKS -QRIYY[IS O2 Fdii@$ aNB LIS GSR GAYS& Kiz/yIBENI
FNI#SEKS [REKH desEdRy 0 MBS a

. £ 201 SR { dzLJLJ2 NJi

The Blocked Support is defadhabled The MRM with Blocked Support will block
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the secondary port when there is no Blocked Port in the MRM ring topology to avoid
loops.
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2.5 Management

251 SNMP

Simple Network Management Protocol (SNMB) a standard for collecting and structuring
information onthe managed devices of tH® network.Ilt can alsamodify some of the information
to change the behavior dhe devices. SNMP is usually used in monitoring the netwbhle. tsers
canremotelyquery the information providd by the devices running SNMP

Theswitches support SNMP v1, v2¢, and v3. SNMP v1 and v2c¢ autheswitiité community
a 0 N yfead-onlg NJ 2ebldwiiteé LIS NJY A SSEMPRvgubhertti¢atidnrequiresto select an
authentication level D5 or SHA and also suppostdata encryption to make the data safer.

For the SNMP version and authentication method relationship, refer to the table below:

Version Web Setting Authentication Encryption Method
vl & ReadOnly Community | Community String No String match for authentication
v2c ReadWrite Community| Community String No String match for authentication

Security Lev ,

y . o ) Access by an account (admin o
No Authentication, No | No No
. user)
Privacy

. Access by an account (admin or
Security Leved _
L user) andpassword withmore
Authentication, No MD5 / SHA No o
) than 8 characterswhich is based
Privacy
v3 on MD5 or SHA
Access by an account (admin or
user) andpasswordmore than 8
Security Leved MD5 / SHA Yes characterswhich is based on
Authentication, Privacy AES / DES| MD5 or SHA. The data encryptic
is based on AES or DES and th¢

key requires 8 to 32 characters.

w{286 alylFr3SR {6AGOK ! aSNJ alydzs fyydmdundup dR20OE t I I



2.5.1.1

SNMP Server

£ SNMP Server

W Basic Settings

EDGE | NETWORKS

SNMP Version

Read Only Community

Read-Write Community

vl, v2c and v3

public

private

¥ SNMPv3 Settings

2 Read/Write Account

Security Level
Authentication Type

Authentication Account
Authentication Password

Encryption Type

Encryption Password

L Read Only Account

Security Level
Authentication Type

Authentication Account

Authentication Password

Encryption Type

Encryption Password

Authentication, No Privacy

MD5 (@ SHA
admin

administrator

AES DES

administrator

Authentication, No Privacy

MD5 (@ SHA
user

administrator

AES DES

administrator

Apply

Fomore infor mat inoonus eh oovwwdi ctohheei n t.he system

1 Basic Settings

L

L

L

w{26 alylFr3ISR {6AGOK ! aSNJ alydzsfypydmdndmp dR2 OE

CKS 223l IRSBFVMESHDHO | ZRK FY G A OI¢ikAR Fdedb &
a SN W 2 WER2 bR GE SS F SRAA @t Ay
0K{Sbat aSNIISN®

wSIFR hyteé /2YYdzyAale

¢CKS O2YYRyaA (RO@ABa G KS { DB KELENIIBNI A K
Themax. lengthforthew S R h y f & isB2charadisgfs\ i &

Note: #,\, ', ", ?areinvalid characters.

wS RRING2SY Ydzy A G &

¢KS O2YYRyaA (RO@&ABa (KS { DBWWREBISHWSNI 8H6 K
Themax. lengthforthew S R RIA (1 S/ 2isBY dwfactérs

Note: #,\, ', ", ?areinvalid characters.
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1 SNMPv3 Settings
CKAA ASORAAYVI & &BRSBYt +3ME B0 62N adMB20H0
I 002 zNB & LINRIZRWRASYR | YR ! aSNJ (2 [|¢OkCSS adra Sig@ES 1
RAFTFSNEFRNI (GKBStH | OO2dzyiiaod
. {SOdzNR e [ SoSt
b2 ! dziKSYdAOIYiDd@gaabadt NYJHoQ@asdhEl dl RY A
l dzd KSY (A OF 0 M2QGS &3 a NAGF Q2002 dzyLil AGEIORYNIRY £
l dzd KSY A OFYI XODGHA at MRGH Q8 | O02dzy i al RYAYE
0KS RIFGF gAdf 0S SyONERLISR
| dZiKSYGAOFGA2Y ¢&LJS
CoRt 32 NANIK YLIANR Op WRRF2NJ | dzi KSYy G A GA2Yy LI
. L dziKSYGAOFGA2Y t1 aasg2NR
I A0NMYAEI kAR RF dzi KSY GAOF GS GGG I {AbyaQ @ K& NI
LISNXY¥A&daAz2yod LG gAff 0S KFEFaKSR o6& ab5p 2NJ
Themin. lengthforthew S R RN (1 S/ 2iS\8 ¥tdryckeis &
The max. lengtforthew S P RIRA (1S / 28X dmfactérs
Note: Only digits, letters and underlirere valid
OYONEBLIIAZY ¢e&LlS
CoRt 32 NANKK YLANE GRVWIOR 2 NJ RF G @ SYONRBLIGAZ2Y
OYONRLIIAZY tIaas2NR
I AONAVIBFRONBRINIEKS RE (B G AISNIACKNID
Themin. lengthforthew S R RN (1 S/ 2iS\8 ¥tdnyckeis &
The max. lengtforthew S R RIRA (1 S/ 2isBX dmfactérs
Note: Only digits, letters and underlirere valid

T RGN (Apply Button)

After configuring above fields, clicRpply" button to makethe changeffective.
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.2 SNMP Trap
L SNMP Trap
W Basic Settings
Trap Version v3 Trap v
Inform Retry 5 (2]
Inform Timeout 1 2}
Trap Receiver IP 1 (2]
Trap Receiver IP 2 2]
Community public (2]
W SNMPv3 Trap Settings
Username
Engine ID 0x80000000801962976e9b30261 o
Security Level Authentication, No Privacy v
Authentication Type @I MD5 SHA
Authentication Password (2]
Encryption Type AES DES
Encryption Password (2]
Fomore infor mat inoonus eh oovwwdi ctohheei n t.he system
Basic Settings

L

L

L

¢N}YLJ a2RS

CKS 2230 IR(SByVMESHDHO | zRKBIFIGAOF GAPDYYyoe
Sy 6ft{Sb aitk Sa S NIAE@N 2 WERSEMIMIRGESY RA OF (§ SGKRA a |
{bat &SNIISNI®

LYTF2NY wSi{NE

¢tKS {bat U(UNWNHEHRVEa aB8KRBY (@8 0 KFRENS
L Y T EYNWRDS

¢ KS NIIWKESS T 2 B BNl gdndn

¢ KS RISYWT 2200 @dv S i NB

LYT2NY ¢AYS2dzi

¢KS AY@SNERSIRSYR GNJ LI ¢ KSy LisZaINWIL EOF 24 BRI
Y2RS o

¢ KS NIWES T 2 BWM awdvlremnaS O&y R

¢ KS RISWT 22004 v S ORF R

CNF L) wSWSA G NI Lt
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¢CKS Lt | RRNSERRNANG KET SNGGSNI G2 NBOSA
¢CKS 42aiSY BUAWRINGBERNRIAKSE TFT2KSNEBSI NB
WSOSAGSNI Lt &dzZLI2NISR®

oL 2YYdzyAde
¢CKS AYNNKFE pBEKS ARBWIAGE 2F GKS RSOAOSO®
The maxlengthfor the/ 2 Y Y dz¢ 32 characters
Note: #,\, ', ", ?areinvalid characters.

O &
o W

;
1

1 SNMPv3 Trap/Inform Settings
CKAA ASORAZAYI & XARIY laRREASGTo ¢NI LXE 2N dDo |
. LASNYIFYS
{LISOATE (KT dazsKSNGOIAYOS GRA2N0 o AGK (GKS {bat
. 9y 3IAYS L5
¢CKS 9YIAVRSYBEARASNKT2NI KIS IAPSY {bat |
. {SOdzNAGe [ S@Sft
b2 ! dzil KSy A O Al 2QEASERREE  tdNISH/ O &y2S dize@NAIy SR
L dzd KSYy G A OF ( AY2 yI SOIESRIyERSNIZAISORY | ¥ S deRBMED K S R
LJ a4 ad® 2 NR
l dzd KSY (A OF ¥ A 2 YOREBEWISO I d2RS NI | T8 A SNEYS R
LI ad¢g2NR FyR GKS daRIFGI gAff 6S SyONRBLISR
. L dziKSYGAOFGA2Yy ¢&LJS
CoRt 32 NANIK YLANR Op WRRF2NJ | dzi KSYy G A GA2Yy LI
. L dziKSYGAOFGA2Y tl aag2NR
I AONAEIRMABRSRdzO KSy (i A ODNISINIDEH LS GFR Gt LISNIN A & &
LG sAff 06S KFEAKSR o0& ab5p 2N {I! 0SF¥F2NB |
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2.5.2 Industrial Protocols
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¢ Ethernet LinkObject
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2.5.2.3 Profinet
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2.5.2.4 Configure Industrial Protocols Information

£+ Industrial Protocols
¥ Modbus/TCP

Modbus Mode Enable (@ Disable

W Ethernet/IP

Ethernet/IP Mode Enable @ Disable

W Profinet

Profinet Mode Enable @ Disable

Apply

17 Modbus Mode
¢6Enable or dDisabl& the Modbus/TCP function.

1 Ethernet/IP Mode
¢Enable& or dDisabl& the Ethernet/IP function.

17 PROFINENMode
O6Enable or dDisabl€ the PROFINEUnction.

T BEYLA (Apply Button)

After configuring above fields, clicRpply’ button to makethe change®ffective.
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25.3 DHCP
$(#0 3AO0OO0OAOT#I1 EAT O

DHCP,Dynamic Host Configuration Protocolis a standardized protocol used the IP
networks. The DHCP Server holds B address poobnd when a DHCP Client requesin IP
address, the DHCP Server giak IP addresgom the pool and assigit to the client. TheDHCP
Server also manages other IP information suclDefault Gatewayand DNS Sermer. DHCP is very
useful to configure the IP information fonultiple devices.Only theadministratorcanenable the

DHCP Client for each device and setup the DHCP Sdineeclients willthen obtain a unique IP
address and other IP settings connect to the network.

$(#0 3AOOAO "EI AET C

Apart from dynamically allocatingn IP address to a DHCP Clighe DHCP Server also
provides a function tananuallyassign astatic IP addresso the device with a specific MAC Address.
This is called®HCP Seer Binding.

$( #DA1 AUT/ POEI T 00

In a large network, there might be several subnets and the DHCP Client is not ablsetovead
by a DHCP Server directlyIn this case, we need a relay agent to help to transmit the request
frames to the DHCBerversWhen a relay agenteceives the broadcast request frame from a DHCP
Client, the relay gent will transmit the frame téhe DHCP Serverghich are in the same subnby
unicast

Option 82 is an information option to identify the clients 8yrcuit ID and Remote ID The
Circuit IDis an identity containinghe interface name and/orVLANinformation, and theRemote ID
is to identify theremote host(the relay agent)The DHCP Server can distribute an IP address to the

DHCP Client according to Opti®a information and make the IP addressesre controllable.
The frame format fothe Circuit IDis as below:

Suboption Circuit ID
T T
Te Length Te Length
1 6 0 4 VLAN Module| Port

1 byte 1byte 1byte 1 byte 2 byte 1 byte 1 byte
1 VLAN
The VLAN field is for tmanagement VLAN IRQvhich is nativéy set to 1.

1 Module
The stackhumber for the devicesendingthe DHCP request is on. For industrial switches, this
byte isalwaysfilled asO.

w{26 alyl3a8SR {sAGOK ! &SNJ al ydz f yOmodH dmp PR2OE t | IS



EDGE | NETWORKS

T Port
The port numbeidentifies theincomingDHCP requestame/DHCP Client.

The frame format fothe Remote IDis as below:

Suboption Remote ID

T T

ype Length Te Length

2 8 0 6 MAC Address
1byte 1byte 1byte 1 byte 6 byte

1 MAC Address
By default, theMAC address is set to the MAC address of DHCP relay agent.

2.5.3.1 Configure DHCP Client
L |Pv4

TRl @ Static DHCP Client

IP Address 192.168.1.22

Subnet Mask 255.255.255.0

Default Gateway 192.168.1.1

DNS Server 1 8.8.8.8

DNS Server 2 168.95.1.1

Apply

1 IPv4 Mode
Sé the IPv4 Modeli 2DHGP Cliest (2 e DHCP £lient. The system serad
discovery frameto the network andires to obtainan IP address frortihe DHCP Server.
After enabling the DHCP Client, userayneed toconnect to theConsole Porto get the IP
address bysingéshow ip address 2y GKS /[ L@

T BGEUE (Apply Button)

After configuring above fields, clicRpply" button to makethe change®ffective.
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2.5.3.2 DHCP Server

£+ DHCP Server

Server Status DHCP Server Down

Server Mode Enable (@ Disable

Start IP Address

End IP Address

Default Gateway

DNS Server

Lease Time 86400 (2]

Apply

Fomore infohonaernminhee ov@icohein the system.

1 Server Status
Shows the status dhe DHCP serveDBownor Up.

1 Server Mode
GOyl of S¢ theDHERSeddr furictdrE

1 Start IP Address
SettherangedatheL t L2 2f ® ¢ KS igtfedtartiy Lt ! RRNB & aé
G{GF NI Lt ! RRNsBresdbnersdnatdf the Svitch ivselfii K S

1 End IP Address
{SG GKS NIy3aS 2F Ltisthi&ed ® ¢KS G9yR Lt ! RRNJ
G9YR Lt ! RRNXB &amé subhdssthat af the switgh itseiK S

1 Default Gateway
Set the Default Gateway féhe DHCP Clients to make them connect to the WAN.
G5STFIl dzt G DI (S ¢ satmeé subhiekatliat obtise sviitgh itselk S

1 DNS Server
Sd the DNS Server fahe DHCP Clients to make them connect to another devase on
the URLinstead of IP address.

w{26 alyl3aISR {sAGOK ! &SNJ al ydzl f yOmodn dmp PR2OE t | IH
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1 Lease Time
DHCP Server leasan IP address to a device farperiod of time When the lease time
expires, the DHCP serveayassign a different IP address in the pool to the device.

1 (Apply Button)

After configuring above fields, clicRpply’ button to makethe changeffective.

2.5.3.3 DHCP Leased Table

£ DHCP Leased Table

Show | 10 ~  entries Search:

IP Address MAC Address Expired Time

No data available in table

Showing 0 to 0 of 0 entries First Previous Next Last

Auto Refresh

Refresh Rate: 5 seconds. @

1 1P Address
This fieldmplies he IP Address that this device acquired from DHCP Server.

1 MAC Address
The MAC Address of the devitteat acquired mapped IP Addres8dministrators can use

MAC Address to map to the devigdP Address.

1 Expired Time
The Expired Time implies the atlline of designatedIP Address that leased from DHCP

Server. After Expired Time, the DHCP Client has to communicate with DHCP Server and ask
for the IP Address again.

2.5.3.4 DHCP Server Binding
£+ DHCP Server Binding

Binding ID @ MAC Address Binding IP Address +

Apply

Fomore infor mat inoonus eh oovwedi ctohhee isty stt.leen

1 Binding ID
An ID usd to identify the binding.

w{26 alyl3a8SR {sAGOK ! &SNJ al ydz f yOmodHdmp PR2OE t I I



EDGE | NETWORKS

¢CKS NIWSSYRXWFWMNRIYS A &2 o0H

1 MAC Address
The device with th specified MAC Address will be assigtethe static Binding IP Address.

1 Binding IP Address
A static IP Address will lzessigned to the specified MAC Address.

1 g £ A O deKiS2 OB tl . N/ RaA y 3
7 RY / f NBY 2 ORRA RXY53H¥S (. B RR y 3

1T BELLE (Apply Button)

After configuring above fields, clicRpply’ button to makethe changeffective.
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DHCP Relay

L+ DHCP Relay

W Basic Settings

Relay Mode Enable @ Disable

Relay Option82 Enable @ Disable

Helper Address 1
Helper Address 2

Helper Address 3

 © © ©

Helper Address 4

W Relay Untrust

-l
[=]
=1

Untrust Status @
Enable @ Disable
Enable @ Disable
Enable @) Disable
Enable @ Disable
Enable @ Disable
Enable @ Disable
Enable @ Disable

Enable @ Disable

1
2
3
4
5
6
7
8
9

Enable @) Disable

[
o

Enable @ Disable

[y
[

Enable @ Disable

[y
M

Enable @) Disable

Apply

Fomore infor mat inoonus eh oovwwdi ctohheei n t.he system

1 RelayBasic Settings

f

w{ze

L

wS fal2éR S

GOyl of Sé¢ @KBIWStA awHDIEIRE Fdzy Ol A2y d

wSflFe& hLIA2YyH

GOyl of S¢ @ KBIWSIA aWwSHDftrSeE gAGK hLIGA2yyw GF 3¢
| St LISNJ LiRRNBaa wm

CKISt | RRNEBKBSE 648 { NBSNES LtIHKSRRNB A HE IS yiiaA ¢
0l Ol @dANF | St LISNJ ! RRNBaasSa IoNB g AflofS

RelayUntrust

L

L

t 2 NI
t 2NIm biRPK SP2BMIE o6 aSR 2y (GKS G201t LER2NI Yy
' VENYzA G { G Gdza

al yFr3SR {6AGOK ! A4SNJ al ydz f yOmoduodmp dPR20E t I IH
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GoOylFoftSéeé 2NJ a5AalofSé¢ G2 dER Nbaddea 6K &yl
2y I L2 NI RNGOKS emIG/StY WA IEISYSY G TN YSA

1T BEULE (Apply Button)

After configuring above fields, clicRpply’ button to makethe changeffective.
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254 UPNP
Lt Yyt YRODSNEBFE I fHAGSYR2E IYRGO2N]IAYyT LINRPG202¢F
G2 aSlkyftSaate RAAORIISKS B4 20| a2di KLISINI A & ZoLdRP Y2 AIS®R
Hamcx €t !'tyt STFF2NLa FNB YIFylr3dISR o6& GKS hL)S
Lt yt SHIBIPRIGIR 102y SOG G2 || ySig2N] KRSAAWYS
't Yyt RSOAOS ad@AK !'Itd BINKRY2SNE S2 RSOBOEf O vnigd ol a
SA0 I ORGRANG Ay3 02y FIAYIAiNSIN DB a ¢g A (i K

2.5.4.1 Configure UPnP Information
£ UPnP
UPnP Mode Enable @ Disable
Advertisement Interval 1800 (2]
Fomore informat inoonus eh oovwwedi ctohheei n t he syst em.
1 UPnP Mode

¢Enable or dDisabl€ the UPnP function.

1 Advertisementinterval
A time period usd to sendthe UPnP advertisement frame.
¢ KS NIWKERGE ML A & S YASRNB YLingicSNdBIORpY R &
The ddfRAGINIAESYiSBD0I FAYSRNID |- §

T BGELLE (Apply Button)

After configuring above fields, clicRpply’ button to makethe change®ffective.

255 PoE (PoE Model Only)

t 259 t22Nd S NI 2 FSINJ [9f(ifKBMNG/ S&ig A 1 OKSa G2 LINPOARS St ¢
G6AEA0GSR LI ANT R KSAHF SN RBSFRIASEEHIK S NYINBR DA IRB & dzLJ (
' YR999 yLANRWOAIRISE dzLJ (2 Hpdp2d LG NBI dzA NBAEI KO
LJ2 6 SNJI tt DSBS fraSK LIF dzft o KSYy (GKS AKAA LIPHEHENEK aRBEIR AGD :
dzid dzl f { & daBPSRE Xy yOS Lt OF YSNI &asx Lkh aSyaz2NAI ¢

2.5.5.1 Power De -rating Protection

{ A YUGKSS LJ2 6 S NO 2aCAGySiRe RAG ABIKBIS LJ2 6 SWI & daRI SE FFS O
2BINF GAY3 GSYLISNI dzgzRB o2 F2 & 8% AHzNS Y lIBRHENS ( KS 0o
A2 T 0@k NBS YILIS NI G dzNS | B Al SEBENFRSONI NB2 | (HKBNI a K@ dzIRES G | A
NEflFdA2yaKALl 2F LI26SNI 60dzRISEG FyR GSYLISNI (dzNBE @
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2 PoE Debug Code
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2

T day OB A B T dzy Ol KBy S\NOTOIyy2 Nded § K S 02 YY I vy R
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nEnn

nEnm ;

- t 22 NID A& 2y
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nEno |t 22 NI A%OI2deafS 2F Of I aa SNNBND
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2.5.5.3 Power over Ethernet (PoE)

£+ PoE Configuration

Port Mode Status Class Voltage Power

@ Enable Disable Force Off
@ Enable Disable Force Off
@ Enable Disable Force Off
@ Enable Disable Force Off
@ Enable Disable Force Off
@ Enable Disable Force Off

@ Enable Disable Force Off

(== L
o © © o o o o o

@ Enable Disable Force Off

Apply

1 Port
t 2 NI m  BX SINSHIEb D & SR 28 NIl K § day 8 $ NIp
1 Mode

CEnable, dDisable, or dForce PoE function on the specific poif.the mode is configured
to &Force, the system will provide power forcedly on the specific port even there is no
device connected to this port.

1 Status
The field shows the PoE status of the spepific.
On PoE ignableal or configured to forceon the port and power is delivered on the port.
Off: PoE is enabled on the port bob Powered DevicéPD) is connected.
Disabled PoE is disabled on the port.

1 Class
The field shows the classllowed by thePD The acceptable power of the class is defined in
the IEEE 802.3af/at.

1 Voltage
This field shows the output voltage that PSE providdak power output of the boost switch

will be boosted to 53V.

1 Power
The Consumption field contains provided power in watiBhe PSE can provide up to
30Watts and the Bs can receive up to 25.5Watts.

1T BELLE (Apply Button)

After configuring above fields, clicRpply’ button to makethe change®ffective.
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4 PoOE Keep Alive
£+ PoE Keep Alive

Port Detect IP Address @ Ping Interval @ Hold Time @
1 Enable 20 50
2 Enable 20 50
3 Enable 130 60
4 Enable 20 50
5 Enable 20 60
6 Enable 130 60
7 Enable 20 50
8 Enable 20 60
Fomore informat inoonus eh oovwwdi ctohheei n t he syst em.

Port

t 2 NI m  BX SINSHIEb D & SR 28 NIl K § day 8 & NIp
Detect

OYylIHAXMB A aEDT SREKSHDASNBEROBESPAOY (GKS &LISOATFAC
RSiIASXE Syl of SR GKS ae

IP_Address

¢tKS FTASEtR Aa (KS Lt DbDRRMN®aAaa 2F GKS t26SNBR

i

alSY 208\FSENE Gt KASYy 30 2LyYFIAS

Ping Interval

¢CKS tAy3a LYOGSNBFHE A& (GKS ORANI®AZ2Y G2 LIAY3I |
¢ KS NIWESSY @ FSMBBM 2 pp
The ddfiayud t li ¥ BSNI2IYVIR &
Hold Time

¢KS 12t R ¢AYS A&FIdeX QIRPABEPBY K S 194 Wik TSENIA INE
YR GKSy GNB (2 LAYy3a GKS t5 3L AYyD

¢ KS NIWESt RAGBNIFT 2 ppdPO2Yy RA

The ddf2afulRti 88YS02 Yy Ra

(Apply Button)

After configuring above fields, clickpply' button to makethe change®ffective.

8(
-@)
O«
g
P
QX

al yFr3SR {6AGOK ! A&SNJ al ydzl f ymodudmp dR20O0E t I IS



EDGE | NETWORKS

2.5.5.5 PoE Schedule

£+ PoE Schedule

Port 1 hd

Schedule Mode Enable (@ Disable
Sun Mon Tue Wed Thu Fri Sat
Apply

1 Port Selector
{StSOG GKS LBRNI VdRYOESRE2Z S@2y TAIdzNBE (KS
t 2 NI m  BX SINSHIEb D 4 SR 28 NIl K § day 8 $ NIp
1 Schedule Mode
Oyl RBA 3 EDENE JARS LB ORNRYESKESALISOATFAO L2 NI
1 Enable(for each day)
¢KS 4SS dyRIENBE {I G§dNRI & o
1 Week(Thex-ray of the table)
¢tKS 6SS1T A& FTNBY {dzyRIF& G2 {I ddz2NRI&
1 Hour(They-ray of the table)
¢KS K2dzNJ A& FTNBY nn o6nnYnno G2 Ho OHOYNANOLO®
I 3 SOUEY St SO0 GKS OKSO1062E 6AGK GKS 2881 | yF
KSRdzf S 2y G(KS &LISOATAO (AYSid2 32N BH ey LS
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a2zyRlIe FTNBEYIANARHNAY (2 a @ IFTNKS WeYaRoh g I

SRy SaRl
Yzl 488 Sc@al BR S 21 R SWMER SRE IRy pb
1T BEULE (Apply Button)

After configuring above fields, clicRpply’ button to makethe changeffective.

2.5.5.6 POE Priority

Fromv1.1.48 we removedPriority Modet and dPower Limit for each port configurations in
the PoE Priority Pageecauseof the support of the PoE chipset.

Fromyv1.1.77 all POE Models (including MP/MT/MH/MQ/CP/CT/CH/CQ) support PoE
Priority function including 60W/95W 802.3bt switches.

L} PoE Priority

W Basic Settings

W Power Settings

Port Priority

1 Low v
2 Low v
3 Low v
4 Low v
E Low v
6 Low v
7 Low v
3 Low v

Fomore infor mat inoonus eh oovwwedi ctohheei n t he syst em.

1 Basic Setting
. Power Budget
¢CKAA TASEWR RSWHRY S82 diKNEI v I (KB RS GliHFR
¢ KS NIt VHS NI R HMREEGH n2nl &
¢ KS RESFH HAIGA dlzid S
1 Power Settings
Port
t 2 NI M (XK StNBRIEDb D 4 SR 28¢ NI K § dz¥ 8 & NIp
. Priority
laaAdy (KS KAZOR RRKPNER NE 1 KE aLISOAFTAO LI2 NI

L
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1 (Apply Button)

After configuring above fields, clicRpply’ button to makethe changeffective.
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2.6 L2 Switching

2.6.1 Port Management

t 2Nl al yOABIHIY FE ONMWWBKRYG A RSAZDSR 0 8B | KEENGI2 NI
G AAEDLBA2YGdNY 2K & NB OHARY O 2 BF NBRERIORZYE AB0MNBG KK
Ct2¢ [/ 2yiUNRBf 2y GKS Lk KB ® @b F ok MKSY 2t NYNLG A{20/1 (addaC
{01 Gdzas {LISSRI 5 dzMIREEA yCt 24 SAZTY & NIRt 3 2®E &% NI dza

0KISRYAYAGRZ NYII@2INES (GKS AYOGSNFIFOSa 2y (KS agaioK

2.6.1.1 Configure Port Information

£ Port Settings

Port Description @ Link Status Admin Status Speed Flow Control
1 Down Enable v | Auto v off v
2 Down Enable v | Auto v off v
3 Down Enable v| | Auto v off v
4 Down Enable v Auto v Off v
5 Down Enable v | Auto v off v
6 Down Enable v| | Auto v off v
7 Down Enable v| | Auto v off v
8 Up Enable v Auto v off v
9 Down Enable v| | Auto v off v
10 Down Enable v| | Auto v off v
11 Down Enable v | Auto v off v
12 Down Enable v | Auto v off v
Fomore infor mat inoonus eh oovwddi ctohheei n t.he system

1 Port
t 2NIm BXSINSNIEb DI SR 2y GKS G2aGFf LI2NI ydzyo
1 Description
The description for the port is helpful for the administrator to identify the difference
betweenthe ports.
Themax. lengthforthe 5 S & O Ni& 32igharaciers

w{26 alylF3SR {6AGO0OK ! aSNJ alydzZ fydmodunodmp dR20OE t I F&
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Note: #,\, ', ", ?areinvalid characters.

f Link Status
Link Status showd@Jpe, dDowrg, or dDisablé to reflect the link status of the port.

1 Admin Status
OEnablé or cDisablé the Admin Status of the potb restrict the transmission on the port.
Note: Administrator carturn off the un-used portto securethe network with unexpected
device.

1 Speed
The usersare able to manually fix the speed and duplex omutomatically run

auto-negotiation to determine the speed and dupl®x copper ports
A u t Tine port follows IEEE 802.3 protocol to auto-negotiate with connected device.

L

100M-Full: The port transmits frames with 100Mbits per second speed and full duplex .

L

100M-Half: The port transmits frames with 100Mbits per second speed and half duplex .

L

10M-Full: The port transmits frames with 10Mbits per second speed and full duplex .

L

. 10M-Half: The port transmits frames with 10Mbits per second speed and half duplex .
The users have to manually configure SFP ports to fix the speed and .dlipkexiefault
setting is he highest speed for the SFP slot.

Auto: The port follows IEEE 802.3 protocol to auto-negotiate with connected device.
10GFull (Only supported on 10G models )

The port transmits frames with 10Gbits per second speed and full duplex .

L

L

1G-Full: The port transmits frames with 1Gbits per second speed and full duplex .
100M-Full (Only supported on dual speed SFP ports )
The port transmits frames with 100Mbits per second speed and full duplex .
. Copper-Full: Select Copper-Full when using copper SFP module.
Note: Configure the port sped to"1GFull" if users need th& DSL2 SFRupported.
| 2y FAIdzZNE ( KAButoE 2 N AKISSQ2W¥FSOUISR RSGAOS
For Copper SFP_Module , please refer to the following instructions to configure the correct speed:

/ 2 LILISNI { Ct % {LISSR [/ :

SGMII (10/100/1000M) CopperFull Only support transmitting on 1000M
Multi-Speed (1G/10G) 10GFull Depends on the connected speed
10G 10GHFull

1G /VDSL2 1GFull

1 Elow Control
OEnablé or dDisablé€ the Flow Control when the speed is setdutos. Enablingthe Flow
Control helps to prevent the traffic frohesingwhen the network isn congestion.

T BGELUE (Apply Button)

@{28 alyl38R {#AGOK ! &SNJ al ydz t y@Omodundmp dR2OE  t I I
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After configuring above fields, cliclkpply’ button to makethe changeffective.
2.6.1.2 SFP DDM Status

£+ SFP DDM

SFP Port9 A

W Transceiver Info

Vendor Name 8
Part number 8
Transceiver Type [RILEGEIYH]

Laser wavelength [Ehin]

Link length

1 SFP Port Selector
{StSOG GKS {Ct LI2NI ydzYoSNJ 2 RA&aLI} Ll & {Ct

1 Transceiver Info

LT GKSNB Aa y2 {Ct Y2 RQkySy SiyNESINES R RIDTIAKSE F
Vendor Name
CKAAa FTASORIFR2 2 WHSH RRPKNI y{IOtS Y2 RdzZf S o
Part Number
¢tKAa FTASIKRRSK 200k NOBK ®dz8FSNIKS { Ct Y2 RdzZ So
TransceiveType
CKAA FASHRAI yRHSBBPEMEK S { Ct Y2Rdz Sa WYOR dzR
'y R GleKLSS 20F LFAOGISKNSNBE A& y2 {Ct Y2RdzZ S A
OFygS8GUNBIRE (K& yFIAVSERY 6Aff AK26
Laser Wavelength
CKAA TFASHR 2E05NG MFASSFIGKS { Ct Y2RdzZ So
. Link Length

¢ KA& TASIKYREARKANA] ERSYHEKIK { Ct Y2RdzZ So

L

w{26 alylF3SR {6AGO0OK ! aSNJ alydzZ fydmodnodmp dR20E t I F&
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Q DDM Module

Real-Time Value

Temperature 57.000deg
Voltage 0.0mv
Current  0.000mA

Tx Power 0.0000mW

Rx Power 0.0000mW

Alarm Warning

HI ALARM HI WARNNING LOW WARNNING LOW ALARM
TEMP 57.000deg 0.000deg 0.000deg 0.000deg
VOLT 1459.2mv 0.0mv 0.0mvV 0.0mv
CURR 20,184mA 0.000mA 0.000mA 0.000mA
TX PW 1.4592mwW 0.0000mMW 0.0000mW 0.0000mMW
RX PW 1.4592mwW 0.0000mW 0.0000mW 0.0000mW

DDM Module

CKAA aSOGA2Y 2{/Ct BEXK2FMINVKBYSRKSBY (KS Ay
Real Time Value

The current operating information includinglemperature, voltage, current, Tx
power, andRx power

Alarm Warning

The default configurethresholdfor triggering the alarm and system warning. There
are 5 types ofnformation (temperature, voltage, current, Tx power, andRx powej
and 4 levels of alarm and warningdh alarm/warning low alarm/warning).

L
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2.6.1.3 Port Status

£+ Port Status

Clear Selected = Clear All

Port  Link Status Speed Duplex Flow Control Tx Byte Clear
1 Down - - Off 0 0
2 Down - - Off 0 0
3 Down - - Off 0 0
4 Down - - Off 0 0
5 Down - - Off 0 0
6 Down - - Off 0 0
7 Down - - Off 47562 1969
8 Up 100 Full Off 1536894966 127036599
9 Down - - Off 0 0
10 Down - - Off 0 0
11 Down - - Off 0 0
12 Down - - Off 0 0
Auto Refresh
Refresh Rate: ¢ seconds @

1 Port
t 2MI 08 KBWMBA &

(@]
QX
(0p))
P

2y GUKS G241t LB2NI ydzyo SN
1 Link Status
[ Ay 1 RAA Ide® af A f (ERAEA aiypsé DT GKS LRNIP® LF (K
RAalLBrArE80f SR

1 Speed
{ LISBRA LK aF 003 ¥ya 0ALIS P NIXKSO2PRI ® LF GKS L
RA & Lddt & &

1 Duplex
5dzLIRS B LUK SB-AfeAyS] oCdzE £ 2NI I FEF0 2F (REALERNE®
GG

1 Flow Control
LG Aa (KS aWkegS2 @ hiy2 2INNhTTHF O 2F

1 RxByte
¢ KA&a AANBOSHMISRSIAE F2NYIFGOGSR Ay oeiSo

1 TxByte
CKAA A&NIKS FINIIMSR T2NXI GGSR Ay o0eéidSo

w{28 alyl38R {6AGOK ! &SNJ al ydz t yOmonodmp dR20E  t | I



2.6.1.4

1 PoE(PoE Model Only)
t 2RA A LIKSE a 29
a dzLJLJ2 NJi
b 2 (1¢SKYA &
1 Clear Rx/Tx

{StSOu UUKS

Detailed Port Status
¢CKSNBE IINB (62

2 0 KSNJ (WNKEENB NBI YLD § &NE © |

aidlas
t 2RA FlAyZOWE 2y > Al
AYF2NXEGA2Y A&

05
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St AGSNEZ b2

RA&ALIX @SR 2V

i@de NB g BhiyiR A {Id3FRNE YK S
a O y RANBLOH ¢
2

tRZSBAYL O

GdKS

& LIS OA Ton OA A2 NLoEI(SIGPINS RO A GO St NS G
AYTF2NYLE G ¥2tyn @NEIGE2AYO1i 2 DWESWNI | 86 SLIRNHANYLE (A

0KS LI 3S gAatf NBRANBOI 0 KS RIS AviaShRo LA2aNJil
aldlryRINR {AYLX S bSlig2N] al ydzZASTERYIX & 2NBD (I 2yESE Y oy
AyO2YAYy3 |yR 2dzi3d2Ay3a GNIFFAOOD

£+ Detailed Port Status

Port3

=» Received Packets

Rx Octets
Rx Unicast

Rx Multicast

Rx Broadcast
Rx Pause

RX 64 Bytes
Rx 65-127 Bytes

Rx 128-255 Bytes

Rx 256-511 Bytes
Rx 512-1023 Bytes

Rx 1024-1518 Bytes

Rx Collision
Rx CRC/Alignment
Rx Drop

Rx Fragment

Rx Jabber

Rx Oversize

Rx Undersize

360612423
7270
1773700
885120

0

=» Received Size Counter

952816
1017972
507818
106889
103127
7575

=» Received Error Counter

0
0

o o o o

O VR

4= Transmitted Packets

lEgeladoil 10115707
Tx Unicast i

Tx Multicast EEEEhR:]

Tx Broadcast [l

Tx Pause [

4= Transmitted Error Counter

Tx Discard [l
Tx Error [l

{ 6A00K

w{286 alyl3aSR ' ASNJ al ydzl f ygmoudmp dR20E  t | &b
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Port Selector
{ St SO0 GKS YRWXGFNIYDKEHNI widhb AYyF2NXNIGAZ2Y
t 2MIGBKBWBAE oFaSR 2y GKS G2d4Ff LR2NIL ydzyo SN

Received Packets

L

L

L

L

L

Rx Octetsii KiS2 WIEOSA PSR GNI FFAO Ay oeéiGSa

Rx Unicastthe number of received unicast packets

RxMulticast (i KySdzY 6 SNJ 2 F NBOSAGSR YdzZ GAOIFa&G LI O
Rx Broadcasti KySdzY 2SINJINBE OSA SR o NR I ROF aid LJ O1Sia
RxPause(i KS y @¥0 8NJ LOI20/|INB@R6 A GRR ANVIBOINKIOOS
Iy 2LJO2RS AYRAOFG®RY3I GKS t! ! {9 2LISNI {GA2)

Received Size Counter

L

S -

Rx 64 Bytedi KySdzYo SNJ 2 F NBOSAQGSROLB ®3 Sia GKIFG ¢
Rx 65127 Bytesti KySdzY 6 SNJ 2 F NB O ASAFR FINRO2 &ps (i@K Imi
Rx 128255 Bytesii KySdzYy 6 SNJ 2 ¥ N SASAIFR FLINIR Y 29@iap (ARl
Rx 256511 Bytesii KySdzYy 6 SNJ 2 ¥ N SASAIFR FINIRY230058 (AR
Rx 5121023 Bytesii K\5dzZY6 SN 2F NBOS&a S8R ENBDYSpamnu G|
2030S0a

Rx 10241518 Bytesii Ky5dzY 6 SNJ 2 F NB OSANER THMROY SniaAn rii |
2030S0a

A 2, oAn v

5O
5O

1 Received Error Counter

L

L

L

L

Rx Collisiond KiS2 G I f y dzY o S2\Y 2(FfK O 2% (it ASN2S/a 4 S3AYSy
Rx CRC/Alignmenti K2 G f y WBOSNIPER LI O3 SiimS NI KH (¢
CN} YS {/{XKjSI5ly OS o6C/ {0 gAGK |y AyaGSaNIt y
C/{ oSABKGISINW2ZY ydzYoSNI 2F 2004Sda o6!tAayy
Rx Drop(i KiS2 G I f yRIN®ISINS R FLJF O1 SiGa RdzS G2 1 O}
Rx Fragmentil KiS2 (i | f yNFOSNO2R LINDB| $§&& al KikiR/ ¢ n
KFR SAGKSNI I ©0FR CN}YYS /KSO1l {SljdzSy0S o

ONNEND 2NJ I &AlyYRI SGI/NISTNI AAAGKY 2 0Olyiyad 0! £ A Ay Y S
Rx Jabberi KiS2 G f yNBGOSMNGSRF LJ O01Sida GKI { yIRNE f

~

KFR SAGKSNI I ©FR CN}YYS /KSO1l {SljdzSyO0S o
9NNBNDL 2NJ | e)\lymsczvr@psmxmzétyﬁzlyéqn 6! ft A3y YS
Rx Oversizdl KiS2 G f yMNMBEOSIWIFRS G a GKI I NE f2y3S|

Rx Undersizdl KiS2 (i | f yNBEGSNDG 2RF LI O éij a GKFd I NB

1 Transmitted Packets

w{ze

TxOctetsli KiS2 G f OGHNINYVEZFYADGENY o0e2iGSa
Tx Unicastthe number ofii NJ vy & Whicadstip&cRets
TxMulticast (i KySdzY & SNJ 2 F YidkE} GyAaOvt A&Gll S8

> oA M 4

Tx Broadcasii KySdzY 625FNJ G N> ¢ 8 K ROSR G LI

al yFr3SR {6AGOK ! AaSNJ al ydzl f yOmodudmp dPR2OE t | HH
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Tx Pausell KS y @&¥o0 &N LI2QMGNRa & ¥ MIKISS Ra AP DS IR 100 .
GAUK |y 2LJO2RS AYRAOFGAY3T GKS t! ! {9 2LISI

1 Transmitted Error Counter

2.6.1

L

.5

Tx DiscardiK Sy dzYo SNJ 2 F 2 dzi 6 A@KYRa S O S @S sRAD
0K2dzZaAK y2 SNNEBNE KIFIR 0SSy RSGSOGSR® hy
LI O1 Si6 SOt FRNBES dzLJ 6dzFFSNJ 4LJ OS o

Tx Errorthe number of outbound packets that could not be transmitted because of
errors.

EEE Status

Oy SBH&AOASYO9 MAKKNFSHGdZNE (2 al @S LI2oSN 6KS

GdKS
R

w{ze

% - A £ A o 9 = r A
LI2ZNI ASKENP|I SR ¢z adei FFAO 2y GKS fAYyl1® ¢K
©JZ2 NI
L} EEE Status
Apply Selected = Eanble All | Disable All
1 Disable 60 30 -1 -1 -1 -1
2 Disable 60 30 -1 -1 1 -1
3 Disable 60 30 -1 -1 1 -1
4 Disable 60 30 -1 -1 1 -1
5 Disable 60 30 -1 -1 1 -1
& Disable 60 30 -1 -1 1 -1
7 Disable 60 30 -1 -1 1 -1
8 Disable 60 30 -1 -1 1 -1
Autc Refresh
Refresh Rate: &5 seconds @
Port
t2MUU2 bX KSNB b Aa oFasSR 2y UKS uz2ul f LJZ |

State

Display the state, Enable or Disable, of EEE function.

TxIdeTime
The TxIdleTime is the required tineenter theEEE lowpower mode.

TxWakeupTime

The TxWakeupTime is tihequiredtime to exit the EEE lowpower mode.

TxEventCount

The TxEventCount is tieEE Low Power Idle (LPI) event counfeFx This counteimplies
the number of timesthat the LPI mode has been enforced by Higkction on the
transmiting side.

al yl3SR {gAGOK ! A&SNJ al ydzl f yOmodun dmp dR2OE t | X
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TxDuration
The TxDuration ian LPI event duration on the transrtiitg path whichisupdated if the port
is inthe EEEPI mode.

RxEventCount
The RxEventCount is the EEE LPI esemtter of Rx This counteimpliesthe number of
timesthat the LPI mode has been enforced by Hltetion on the receivng side.

RxDuration
TheRxDurations an LPI event duration on the redelypath whichis updated if the port is
in the EEEEPI mode.

Enable

{ St SO0 G(KS2BILIBRSARTA S ONLI2 NMIKARKEY A (LSIRK B IS S R
0dzi G283 B S 2N RFANDIE 2y &S SFRBESE B2f OF WMIO09 f &
Fdzy OGlA2y 2§A&F &f BIZNIRB a2 NIES 999 Fdzy OlAzy 2V
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2.6.2 IGMP Snooping

LYGSNYSG DNRdAzZL al yI I8 SgzaSR NRV2 02y Ydzy DAk b Ay
Sadlofh NYARAKDI &0 INP daL KISt S0 SNSRI KA 2 EAINEGd 0 LINE OA RS ¢
FoAf AleYdr20 ALOND&BS GKRPAFSAOK2 YySSR GKAA | YRYRFIZT
OGN FFAO 2y 26ISOSNT B @ BRI BK EaKEE SN 6 NBEISND S 00 & yR
LDat AYyTFRDNXt (QAPEHRLAGE (KS GHRKAEOKDar O2¥V&YyA O
K2ada I JIRYyRNRYRISWEF Aya + GFo6fS 27F LYDdaft i ApOAER2HLI L t
LINSBASKRR ada 2y GKS [!'b FTNRY-2REBYSRIAA AR &0 &
oFYRSGARGK 2@ GKS ySig2N]

2.6.2.1 Configure IGMP Snooping Information

£+ IGMP Snooping Settings
W Basic Settings

Mode @ Enable Disable

Last-Member Count 2 (2]

Last-Member Interval 1 2}

W Fast-Leave Settings

o
[=]
=1

Fast-Leave Mode
Enable (@ Disable
Enable (@ Disable
Enable (@ Disable
Enable (@ Disable
Enable (@ Disable
Enable (@ Disable
Enable (@ Disable

Enable (@ Disable

1
2
3
a
5
6
7
8
]

Enable (@ Disable

[
o

Enable (@ Disable

[
-

Enable (@ Disable

[
]

Enable (@ Disable

Apply

Fomore infor mat inoonus eh oovwdi ctohheei n t.he system

1 Basic Setting
. Mode
OylRMBA atbMSPDat {y22LAY3A TFdzyOliA2y d
LastMember Count
¢KS O2dzyi A& GKS ydzyoSNJ 2F¥ (GAYSa GKI
NEOSAG®S G(GKS fSI @S YSaal 3So
¢ KS NIWKEBSa g ¥o S NIAANBE® P
The ddflaauf Yo SNIL/YyAid3ysis | f
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LastMember Interval

L

¢CKS AYyGSNIDIt AlAD &tk Slj dzSSNNER 2YRS 12l HSBy R

¢ KS NJiyKEStMenber Intervak BNIY & @ S O2by R &
The ddastMemberIntervali ¢second

1 FastLeave Setting

Port

t 2MIGBKBEWMBAE oFaSR 2y GKS G20l €
FastLeave Mode

OYylIHANB A aEOIFREE S TFdzy OliAz2y 2y

L

Y2RS A& SylroftSR 2y (GKS LERNI> (GKS
S @S YSaal3asS 2y GKAA LI NI

NBEOSA@GAY3I | f
T RGN (Apply Button)

After configuring above fields, cli€Rpply" button to makethe changeffective.

2.6.2.2 IGMP Snooping Table

£+ IGMP Snooping Table

Show 10 ~ | entries Search:
VLAN ID Multicast IP Group
Showing 1 to 1 of 1 entries First = Previous | Next  Last
Auto Refresh
Refresh Rate: 5 seconds @
1 Multicast IP

¢KS adzZ GAOFald Lt Aa G(GKS Lt I RRNB a a
1 Group

LJ2 NIy dzY

IS WSO
ao A

2F (KS

¢KS 3INRdAzZL) 3aK2 g KRAIOK 22N SRdz2YIEKSNIT NP dzLId

w{26 alylFr3ISR {6AGOK ! aSNJ alydzsfypydmdndmp dR2 OE
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2.6.2.3 Configure IGMP Snooping Querier Information

L+ IGMP Snooping Querier

W Basic Settings

Mode Enable (@ Disable

Query Interval 125 2]

Max Response Time 10 2]

¥ Query Version Settings

VLAN ID @ Version +

1 Enable v v2 v

Apply

Fomore informat inoonus eh oovwwdi ctohheei n t he syst em.

1 BasicSettings
. Mode

OYyloIMBAatdKISDat {y22LIAY 3 vdzZSNASNI Fdzy Ol
a2aiSY a4SYyRaJEDNAR 2 §jyd@dNIYSRAM

. Querierinterval

CKAA LISNA2R AaldKI0RtA aySNRIBIAtYy 30 ) dZCINAFS & @

¢ KS NIiyKeBRriellfervah B NIY ® ¢ &t O2by Ra

The d&uerierinterval $8285eco.nds

Query Max Response Time

CKAA Ad | GARSNYSEO INIANE BINY AN IAIE PK S G

NEBY2@KWBIAYT2NNIDEA 2 PANRPEHATRKENI LB F RS | dzS NE d

1 Query VersiorSettings
TheQuery Version Settings is configured for{drAN query.

. VLANID
¢t& FTASER A& G2 FAEE Ay GKS x[!Db L5 G2 O
. State
Oyl AaEDKS LDat {y22LAyYy3 |jdzSNE 2y (KS
Version

L

{SG GUKS LDat {y22LAYy3 OSNEAZ2Y O0OmMI Q@HOZ

1 (Apply Button)

After configuring above fields, clicRpply’ button to makethe change®ffective.

@{28 alyl38R {#AGOK ! &SNJ al ydz t y@Omodndmp dR2OE t | X
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Configure Unknown Mulicast Information

£ Unknown Multicast
¥ Action Setting

Unknown-Multicast Flooding h

W Router Port Settings

g
=

Router Port Status

W N ;o B W N e

1 Action Settings

L

UnknownMulticast

[ 2y FAIdINE GKS | OGA2Yy 6 KSYY dif KIUBREREASIISYY NI (
Ct 22YRARHIR 2 R GYKIHE (dkyQlya20s yLJF O1 S G2 Fff 20K!
5A&O0INIRAVDI NR-YidK Si Adayf ayi2 aF O1 St @

w2 d¥i STN2 NBdeyN[Ry éfSi A OF ad LI 01 S0 (2 GKS N dz

1 Router Port Settings

L

No.

t2MO0BKBWMBAA ol ASR 2y GKS G201t LR2NI ydzy
Router Port

{SG GKS aLISOATFTAO LIE2NI G2 NRdAzGSNI L2 NI 2 NJ
Status

¢CKS adl ddza FTASE RO laKew ¥4 KRS LIY BI  ba GNERIdR(0S
AYLIX ASa aSd (2 NRdzGSNI L2 NI

{26 alyl38R {6AGOK ! 4SNJ alyddtydmonomp®R20OE t | I
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2.6.3 802.1Q VLAN

+ANIdzZl £ [20Ff ' ANSIHF bBHNBHH S hEHmIGER N] LI I Yy A
Ay | £[!'b OFy 0SS f2O0ONBSRBRNARICHENMN SOL & B NAizi © Az
GKSe@ NP 2y GKS alFyYS LKeaAoOrt asSavySyio

L999 ynu &MV bRIDNADY D KBYKFRINEG FNFIYSaod +[!b
TN YSa Ay (GKS RAFFSNBYy(G [ ! b+[ANRdANHzH NS y XYV E &
YdzZYOSNI 2F [ ! ba 2y (K& OFHXE NIRE O b yISNERANIAAZSE A iF /A
YR KSyz6060K8S+$ NibA §rdzY o

+[ ! bAWE Lt aX (OIOfSRR&[HY SEGSyarzy TF2Nlynuod
YFEEARIEY N pcFnande +[ ! b-AFNXR GLIBIOE + [ILANRPWIR REANE Odza i
Gdzyy St FT2NJ RATFRSB KRG REKN PPS RKAKDPR @ 0 I FTANF A& Sl ¢ 2
| SF RSNA 6AGK RAFTFSNByaEY K NTIRIIS? dzit§ NISDIPT ¢KES F
MEy&@ndan GKS AYyYSN @A GEZYNIT $RH & W BMIABFND O INRIOSR S
I NE & dAZERNISWN Y2 NE q2RIOA TRAES t NB DA RS NJ

2.6.3.1 Configure 802.1Q VLAN Information
£+ VLAN Settings

¥ Management VLAN

VLAN ID 1 -]

W VLAN Member Settings

VLAN ID @ Name @ Untagged Ports Tagged Ports 4+

1 - 12 items selected - Nothing selected - x

Fomore infor mat inoonus eh oovwwdi ctohheei n t.he system

1 Management VLAN
VLAN ID
CKS [ ! bl KD GADSFREHRI DKS LIR2NIE& Ay GKS &l Y
+[ ! bl OBDPYaa (ORS TAAAMIND K AOA1YK SHJVSEI2E S AL
¢ KS NIIWKSE! BATRINGMY 2 1 @ n
¢tKS R&EFYIWHASYSyhgex[ ! b L5

7 VLAN Member Settings
VLAN ID

v v

| 3adkdyAljdzS [ !'b L5 ®i2 GKAA *=[! b 3INEPdzLJ
¢ KS NIWKSE! BATAINGME 2 1 @ n
Name

v v

laaax3aylryYsS (2 GKAA H[KRATISRBANIIG2] ABSPIAT

L

L
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Themax. lengthfor the b | Yi&§32 characters

Note: #,\, ', ", ?areinvalid characters.

Untagged Ports

{ G KS dzydF 33SR LIRNIA FT2NNBKADKS[ +ph ! BNE

0STF2NB (NI YaYAUGUKIYES FNN I | ESREDKNTR A 8J2 NI
O2yySOGSR (2 (GKS aSYiIRARSFL O ®iKI G o0St2y13
TaggedPorts

{ QG KS G 33SR LIRNIA FT2N D&EBKS [+ [bh KSNERIdAI

A 2 s oA

Fy20KSN &@h RS b yiRF 3za2 GNI yaFSNI GKS £ !
+q f A Ot dzKiS2 ORHIR bl a SIF @ SNJ
XY / f NBY 2 ORISA RS+ Ul D (1akSEE @ ©&NJ

#1 1 FECOOA 6te¢e8uvl 6,!. 06)$ O ! AAAD

¥ VLAN PVID W Accept Type

Port PVID @ Port Filter

1 1 1 All v

2 1 2 Al v

3 1 3 All v

4 1 4 All v

5 1 5 All v

6 1 6 All v

7 1 7 All v

8 1 8 All v

9 1 9 All v

10 1 10 All v

11 1 11 All v

12 1 12 All v
Fomore infor mat inoonus eh oovwddi ctohhee isty stt leen.

1 VLAN PVID

Port

w{ze

L

L

t 2NIm WBXSINBRIEb D aSR 2y (GKS G201t LER2NI Yy
PVD
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ladaAdy F 0KPNIbY IS [dph wZde®AYS Ayi2 GKS & LS
Accept Type
. No.
t 2NIm BXSINSNIEb D &SR 2y GKS G2a4Ff LR2NI y
Filter
¢ KNB&SLISa PREFTAINDBRRSR ¢ 33ISR hytex | yil 33
Lt ! OOSLII 620K G 3IAKOAYSR AdhiRlF KSR LI NNL YD
¢l 3ISKR hQPOB LI 2y iieKO@EYHI S\R IRNIIKSa L2 NI @

51 OACCAA! ARADO
S (Apply Button)

After configuringhe above fields, clickApply* button to make it effective.

2.6.3.2 802.1Q VLAN Table
Lk VLAN Table
Show 10 v entries Search:
VLAN ID VLAN Name Untag Member Tag Member
1 1,2,3,4,5,6,7,8,9,10,11,12
100 VLAN_100 9,11 10,12
200 VLAN_200 9,10,11,12
Showing 1 to 3 of 3 entries First  Previous = Next @ Last
Autc Refresh
Refresh Rate: &5 seconds @
1 VLANID
CKAZ Aad GKS+F & aRANDSRK My Adj[d28b 3 NP dzLIo
1 VLAN Name
CKAA Aad &KSbOI FRXNBYIERA +[ ! b 3INRdzLID
1 Untag Member
¢ KSAS h2aNIA33ISE ' b dzy G F 33SR LRNIAD
1 Tag Member
¢ KSAaS h2aNIA33ISES ' b GF 33ISR LIRNIAD
w{26 alylFr3ISR {6AGOK ! aSNJ alydzsfypydmdndmp dR2 OE
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2.6.3.3 Configuration Example for Management VLAN
VLAN 777, For Management

VLAN 123, For IP Camera

YS®R2AYy(a
1. YL SYSyd #[!'b tvT171T FYR FLWX & 2yteée [FyT G2 =+
2.LYLX SYSYyd [ !b MHO YR LILJXe& GKS LERNIa sKAC
3.1aaArdy alyFr3asSySyd #[!'b G2 [!'b 717TT

(0SB ISLY) /2y FAIdzNY GAZY

1. [23AYy 2S00 [ 2yaxMi { FRODEMOHvEBEYdDb {STaGAyTa
2. ' RR NRga F2NI £[!b MHO YR 7T1T7T® ! LJJe& | &aaAil
2 Keg dzy il 33SRK ¢KS O2yySOUGUSR RS@OAOSa | NB €t
GFr3aSaglr @S (2 NBY2@0S GKS +#[!b GFr3 6KSy (KS
W VLAN Member Settings
VLANID @ Name @ Untagged Ports Tagged Ports +
1 - 12 items selected = Nothing selected = x
123 IP Camera Nothing selected  ~ Nothing selected  ~ x
777 v Management Nothing selected  ~ Nothing selected = x
3. / 2y FAIdzNBR (KS t+®5 F2NJ GKS | LILIX ASR L2 NI a
¢CKS t+L5 2F t2NI ™ (2 p Aa mMHo |YyR GKS t +L!

w{286 alylFr3ISR {6AGOK ! aSNJ alydzsfypydmdundmp PR2OE t | IS n
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¥ VLAN PVID
Port PVID @
1 123
2 123
3 123
4 123
E 123
6 1
7 777
8 1
9 1
10 1
11 1
12 1

4, [ 2y FAIdzNBE al yF3IASYSyd [ !'b G2 £[!Db 717TT

L 2 Management VLAN

5. / f A0 LIBRBziG2y G2 FLIWX @& GKS |1 0620S O2y FAIdzNT |
b2 WSFYGSNI FLILX éAy3d (GKS O2yFTAIdzNF GAz2yas (GKS dza S
ALISOAFTFAO AYUSNFI OS oAy GKA& OFasSYy [FyTO0O®

2.6.3.4 Configure VLAN Q -in-Q
£ Q-in-Q Settings

W Specific Provider Ethertype

Fomore infor mat inoonus eh oovwdi ctohheei n t.he system

1 SpecificProvider Ethertype
CKAA A& | JTR2YRI L O NMIAS IHEANDYIZRK A IOKNIE NE O2y
I & LISOATAGE K MNRRBARSNI 201 SR { GR AA RySR 0LI2d0yi( AAfa
0 KB LISOA TAEN Vi BRKIA RISNNT ¢3 SOGATAR
¢ KS NIWKEBSR X RS NABNKE NI @ BEDAMEyY My O f A R
The ddfNPu@i RS NJ ©xisk8ANI & LIS

w{26 alyll3aSR {sAGOK ! aSNJ al ydzl f yOImodnH dmp PR2OE t I M m
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¥ Q-in-Q Port Settings

Port Mode
1 Customer v
2 Customer v
3 Customer v
4 Customer v
5 Customer v
6 Customer b
7 Customer v
8 Customer v
£ Customer v
10 Customer v
11 Customer v
12 Customer v

1  O-in-Q Port Settings

L M
t 2NIm BXSINSNIEb DI &SR 2y GKS G2aGFt LR2NI vy
. Mode

{SG GKS L2 NIAW 2Y2R/S® 2F (GKS v
¢KS 9REAIBHRISE 1 KS 02y ¥ FRI FFEKyRSTANEBA A | Ol A
a1 AWLISR
azRS$s
VAY ¢dzyy! yil TNERSAY
¢ 3ITIR YSAyY
4.¢t L5YnEymannY ! RR ¢t L5YnE
56t L5YnEyy!yY C2N¥INR (KS

a2RS$ Ly3aNBaa

[ dzaG2Y 9! L2 NI¢ dzBieNGHBNad G & LA OF £ f &
Py il TNERSAaY ' RR ¢t L5YNEy My
¢ ITIR YSAyY
1.¢t L5YnEymnny

a {l A ILbsY C2NBINR G§KS 7TI

w{26 alyll3aSR {sAGOK ! aSNJ al ydzl f yOmodH dmp PR2OE t I M H
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iKS
iKS

b. 5A FTFENBKIN 5AiAa0FNR
22¢tL5YnEyy!yY 542480l NR

t N2 AR

'yialr TNERSayY ! RR

¢Cr3ITBURYSAyY

1.¢t L5 Y nSEiyavudnl nNR

22¢t L5YnEyy!lyY
a {IYS [ ! b L5Y C2NFI NR
b. 5AFFSNBYG =[!b L5Y 5Aia

¢t L5YnEyy!
GKS TN} YSa

*

{ LISOATFAQ

' ASNE RSTAYS (GKS 90 KSNI & LIS
'y TNERSAY ! -RBTFEKSRAzE BN
F2NB I NRO®
¢Cr3ITBURYSAyY
1.¢t L5YnEymnnanyY 54
22¢t L5YnEyy!lyY 5A
3.0t LLEd¥RSNIA Y SRB Y
a {FrYS x[!'b L5Y C2N¥I NR
b. 5AFFSNByYy(d +[!Db L5Y 5Aia

Qx

T (Apply Button)

After configuring above fields, clicRpply’ button to makethe change®ffective.
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2.6.4 Quality of Service

vdirA e 2& 2{LSNBAIAAGRSS &a | aidl ot S FyR LINBRAOUGIOGT €
YIylI3S G§KS o0FYyRARGK Y2NB STFFAOASYy(fe Ob¥&BR =
RATFSNBYF2NNR2ZEFSENSHF G GNIFFAOE (2 ayRAEAREK (K
KF3S Y2NB aSyaaidrds Wy RISINDAOERE HMIV BRG A RKE& NBa
YR O2y GUNRBf (GKS yBO&BaAM] GNIFTFAO 2F GKS &gA

/[ ftraa 2F pPEANBAGCR AR2RAFFSNBYGAFIGS GKS RATFTS
LI O1SGa 6SAy3a NXyaYAGISR® ¢KS agAiOK &dzLJLi2 N

CeLIS 2F {SHVAPRI&KEAN] G4 SOSEt 2F Of I aaAFAOFGA2Yy
/| 2RS a&@iA§Goc oAGay ff2eAy3a n (elLlSa G2 06S RSTA

2.6.4.1 Configure QoS Information

£+ QoS Settings
¥ Queue Scheduling

¥ Queue Weight
Queue Weight Queue Weight
0 1 (2] 4 5 2]
1 2 =4 5 6 2]
2 3 =4 6 7 =]
3 a (2] 7 2] (2]
Fomore infor mat inoonus eh oovwwdi ctohheei n t.he system

1 Queue Scheduling

Scheduling Mode

{ St SO0 GKS aokmiRdzAt My VHFR Y SMENIOS @

2 w SAIKGISR2WHE geyeR 4 daNB &l SOSNE  |j dzSdzS G 1S
GKS N> FFAO o0& Ala ¢SAIKIOD

{ G NGROONIR O Gt NI 2¢NRASiARE NAFSFISO YA GG SR ol ASR 2y
FTNRY KAIKSad G2 t2gSado

L

T Queue Weight

. Queue
9 A IKG FIjNERSYdzSjad4p diS deSNBx 23 dzpJLJ2 NI S R

. Weight
9yl o0fSad 22dAWBOPEYDAABNBKE F2NJ GKS L2 NI«
¢ KS NIWSSAABUME M ndh KSNE Aad y2 ySSR G2 a&adz
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¢tKS RI3IFxAK M T2 WAEOOKAUAKERS,ES OEA OAAI A

v dzS d: M H o) n p C T
2 SA 3 H 0 n P c T y

#1 1 FECOOA 113 40000 -1 AA AT A $AEAO
¥ Trust Mode W Default CoS

Port Mode Port Class

1 CoS v 1 0 v
- CoS v 2 0 v
3 Cos v 3 0 v
4 CoS v 4 0 v
5 CoS v 5 0 v
6 cos v 6 0 v
7 CoS v 7 0 v
8 CoS v 8 0 v
E CoS v 9 0 v
10 CoS v 10 0 v
11 CoS v 11 0 v
12 CoS v 12 0 v

1 Trust Mode

L

Port

t 2NIm BXSINBRNIEb DI &SR 2y GKS G2GFft LR2NI Yy
Mode

I 2¥ [/t aa!&ad PIEEBEOSOR Ay (XS af[§& &2AdE P
FadAady OGN FFAOFTHNRYYD RAFFENBY G Ofl d3aSa
5{/tY-ORASHFHAKMYR 1KS ¢2LIS 2FSYISNDEDSe DRIy
OGN FFAO (2 FNPRAPTFERBYD GeLSa

1 Default CoS

L

L

Port

t 2 NI M BXK SINSHIEDb D | & SRR /KA 6 BNGDI |

Class

L 2dz DAaYIRSTFI dzf § G 1EKS B2 FISS BN RS R/ 7
G2 GNJ yaxvyR i g8KRFSRE (KBS FNIFYS KSI RSN

{26 alyl38R {6AGOK ! 4SSN alyddtydmonodmp ®R20OE t I 3 p
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¢t KS RAGfFIFdzA (F2NdS 1 OK LJ2 NI
1T BEULE (Apply Button)

After configuring abovéelds, click Apply" button to makethe changeffective.

2.6.4.2 Configure CoS Mapping

£ CoS Mapping

Class / Priority Queue

0 0(Lowest) v

1 1 v

2 2 v
3 3 v
4 4 v
5 5 v
5] 6 v

7 7(Highest) v

1 Class / Priority
There are3 bits for the 6Class of Serviedield calleddPRE in the VLAN tagand there are8
classegrom 0 to 7P

1 Queue

Thechipset support8 queuesfrom queue 0 to queue 7The queue 0 is the lowest priority
queue and the queue 7 is the highest priority queue.
¢ KS RGE®@BdA (F2 NIAEIOOKA WHAAXA ¢ OEA

[ £ 1 a n M H 0 n p C T
v dzS dz{{y n H 0 n p c T
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EDGE | NETWORKS

2.6.4.3 Configure ToS Mapping

£+ DSCP Mapping

DSCP Queue DSCP Queue DSCP Queue DSCP Queue
0 O{Lowe: ~ 16 2 v 32 4 v 48 3 v
1 O(Lowe: ~ 17 2 v 33 4 v 49 6 v
2 O{Lowe v 18 2 v 34 4 v 50 6 v
3 O(Lowe: v 19 2 v 35 4 v 51 3 v
4 O(Lowe: ~ 20 2 v 36 4 v 52 6 v
5 0(Lowe: v 21 2 v 37 4 v 53 6 v
6 O{Lowe: ~ 22 2 v 38 4 v 54 3 v
7 O(Lowe: ~ 23 2 v 39 4 v 53 5 v
3 1 - 24 3 v 40 5 v 56 7(Highe v
9 1 v 25 3 v 41 5 v 57 7(Highe ~
10 1 v 26 3 ~ 42 5 ~ 58 7(Highe ~
11 1 v 27 3 v 43 5 v 59 7(Highe ~
12 1 v 28 3 v 44 5 v 60 7(Highe ~
13 1 v 29 3 ~ 45 5 ~ 61 7(Highe ~
14 1 v 30 3 v 46 5 v 62 7(Highe ~
15 1 v 31 3 v 47 5 v 63 7(Highe ~

Apply

1 DSCP
There areb bits for the dDSCPin ToS tagnd hence there aré4 classefrom 0 to 63
T Queue

Thechipset supports88 queuesfrom queue 0 to queue 7The queue 0 is thieastpriority
queue and the queue 7 is the highgstority queue.

¢KS RGE®@BdA (1F2 NUARIODKAUWUBAIANER ¢ OE A

T y-MP MEeHO HMM OH@M NMT NYYPP pPe&ECoO
n M H 0 n p c T

T BGELLE (Apply Button)

After configuring above fields, clicRpply’ button to makethe change®ffective.
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2.6.5 Port Trunk

t 2N MaANHyfaz2[ AYRPoyYIBRNBEARGAZY Aa | LINRG202t G
G206 NBEZF] NS deldBR ARG  322R YSUOK2R (02 NBIF OK
SEIF YBIKSIZ2 NI ™ IiRB LRANE2 nyi8Bzy 1 wm yR ffaf@Nha
FTAR LI SEX GKS oFYyRGARGK 2F GKS (G(Nd¥zy|1 o6Atft 0685
RAGGONRAROdzESR (2 2y Sa!2/f HRFENIENER {OKo & KBK § 28 RdzNaID § |
Y2RS Aa AR XKW /HKS Ayl Aa (oNSRYRESWAIGY R KK SINNIE -
0 KS 3I NP dzLJo
2.6.5.1 Trunk ing Settings

£ Trunking Settings

Group Trunking Mode Member Ports

Trunk 1 LACP v Nothing selected e
Trunk 2 LACP v Nothing selected e
Trunk 3 LACP v Nothing selected e
Trunk 4 LACP v Nothing selected e
Trunk 5 LACP v Nothing selected e
Trunk & LACP v Nothing selected e
Trunk 7 LACP v Nothing selected v
Trunk 8 LACP v Nothing selected v

1 Group
Eighttrunk groups fromrrunk 1to Trunk 8are supported

f Trunking Mode
Twotrunking modesare availabledLACPE and oStatic.
Static The traffic is transmitted on one of the links in the group. The link is determined by
the MAC Address in the frame header. If the link is broken, the traffic cannot transmit on
the other links in the group.
LACPIt is alscknown as dDynamié trunking. If the current transmitting link is broken, the
traffic canbe transmitted on another link in the group.

1 Member Ports
Select member ports to be joined in the specified Trunk gréuport can onlype in one of
the Trunk group.EachTrunk groupsupports maximum 8 membegyer ports.

=

2 (Apply Button)

{26 alyl38R {6AGOK ! 4SNJ alyddf ydmonompdR20E t I Sy
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After configuring above fields, clicRpply’ button to makethe change®ffective.

2.6.5.2 Trunk ing Status

£+ Trunking Status

Group Type Ports Link Status
Trunk 1
Trunk 2
9 DOWN
10 DOWN
Trunk 3 Static 11 DOWN
12 DOWN
Trunk 4
7 DOWM
Trunk 5 LACP 8 up
Trunk &
Trunk 7
Trunk 8

Auto Refresh

Refresh Rate: & seconds @

1 Group
The supported trunk groups are fromrunk 1to Trunk 8

1 Type
Thetrunk modeset for this groupmay be ALACE or éStaticc. This fielddisplaysed if no
membeisarein the group.

1 Ports
The selected member ports in the group Wil displayed inhis column.

1 Link Status
This fielddisplayshe link state (Up or Down) for thepecific port.

{26 alyl3I8SR {6AGOK ! 4SNJ alydd f yOmonodmp dR2OE t | 2
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2.7 Security

2.7.1 Storm Control

I GNIFFAO aB8SNN I KBEQABBHANS 20RO EE a3 DNBIHyEARS & |
LIS NF 2 N&VK{FUCRSNDY Fazy ONRR2Y Ada dzaSR (8 NBINE ® O RKEBS
NBIFROFAGY Ydzf GAOFaAGS 2N dzy{yi28 de@y NRiDt BEWR R
LISOATAO UGN FFAO GeLIST (KS @&TIKIISS Yi NG AF{FIA OY AyaA (Y;
O2y FAIdzNBR f S@St sz (KRARNINKEBA G i@MNYid 6 S RNER LILISR

#1 1 FECOOA 301 Of #1 10011 )1 &l Of AOET

Q¢ O

£+ Storm Control

Traffic Type Mode Level
Broadcast Enable (:.) Disable High (2500fps) ~
Multicast Enable @ Disable High (2500fps) -
Unknown Unicast Enable (:.) Disable High (2500fps) v

Apply

1 Traffic Type
Three types oftraffics are supportedin the Storm Control:Broadcast Multicast, and

Unknown Unicast

1 Mode
OEnablé or éDisablé€ Storm Control functiorn the specific traffic type.

1 Level
Three frame levels are availabldigh Middle, andLow. If the frames of specific traffic type
are more than the set level, the system will drop the type of frames to prevent the system
from breaking down
(EGQE-T OA CrOMD ROwOAAT T A8
-EA - T OA OEAT vttt ZAZOAI A PAO OAAITTAS
, T -TOA OEAT wtt AOAI A PAO OAATT A8

T BGEUE (Apply Button)

After configuring above fields, clicRpply’ button to makethe change®ffective.
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2.7.2 802.1X

ynHOM-LOAGHE YRl NR 2RSIASEGER2N] ! O0Sid ANE REBIRS a
ASOmNBIRKSYGAOFGA2Y Y S OKK MM RT XN BRI PR PEMYINI |
¢ KS2BX ARG 62N ! OOSE aR {2 OB B ARKERINE 06 SOl dza
I dzG KSy G A OHLEANGY VR IIYNDGFAGKES | 108 KIBYiG AAGE GK2§ = NB|j
I dzi KSyYy G A OF GGK I 'yTANYYT aik2SHT K 0B RS NIgR & @R &HE B 5 MAEYRA

I~ AL A &

iKS RSOAOS ¢ A U0KKHKSK AAK/IIN-REMESHEISA O | RIBASZRYK O HYWS U 4

¢tKSAaS (62 YSGK2RA I NB/ RZABKISIFISE SOy BV SRAZFTESINEGS
LJ2 NI a ®

2.7.2.1 802.1X  Settings

£+ 802.1X Settings
W Basic Settings

802.1X Mode Enable @ Disable
Server Type Local Database @ RADIUS Server

Fomore infor mat inoonus eh oovwwdi ctohheei n t.he system

1 Basic Settings
. 802.1X Mode

Oyl RBA aEYWEirSOMm-: Fdzy OGA2y 2y GKS agAiOK®
. Server Type

{ St SO0 GKS ynWamOl fa SeMSING 122 &{ § 815 S NJ
[20Ff YI@KSI REGFIolFal ABotrSORE2MEBREK O A
KFra G2 aSYyR GKS dzZaSNYIYS | yR 1@ aRilai2NaR &S
w! 5I{!SING&S) RIF(dFolFlaS A& YIAYUllIAYySR Ay 20K
¢CKS |dziKSYyGdAOFdAz2y F2ff2ga (GKS w!5L!{
SYONRBLIWIAZY D
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#1 1 FECOOA o6t1¢98u8 01 00 )1 &£ O ACET 1

W Port Settings

Port Enable Mode Re-Auth Re-Auth Period @
1 No v| | MAC-based v| | Yes v| | 3600
2 No v| | MAC-based v| | Yes v| | 3600
3 No v| | MAC-based v| | Yes v| | 3600
4 No v| | MAC-based v| | Yes v| | 3600
5 No v| | MAC-based v| | Yes v| | 3600
6 No v| | MAC-based v | Yes v| | 3600
7 No v| | MAC-based v | Yes v| | 3600
8 No v| | MAC-based v | Yes v| | 3600
E No v| | MAC-based v | Yes v| | 3600
10 No v| | MAC-based v | Yes v| | 3600
1 No v| | MAC-based v | Yes v| | 3600
12 No v| | MAC-based v | Yes v| | 3600

Apply

Fomor e informatim)onu,sehoovveg'rctbhheein t.he system
1 Port Settings
. Port
t 2NIm BXSINBNIEb DI &SR 2y GKS G2GFft LR2NI Yy
. Enable

OYI&RMBA e ISdm- Fdzy Ol W S2 W Al K& HISLNG £ SR

0KS LR2NI FYyR GKS LI2NI Aa f201SR dzy At Al
. Mode

{ St SO0 GKS gartodwel RI2-BB 6 R

alOF aySFyfeée (KSI&KA/OK! RIRNIESGES yiday O/ yW S O

GKS ySGg2N] ad

t 280 &YSR T KKB LB&ANISR (GKS FdziKSYyGAOF A2y =X

L2 NI Oly O02yySOil (2 GKS ySGg2N]aod

w{26 alyl3aISR {sAGOK ! aSNJ al ydzl f yOmodn dmp PR2OE t I MwuH
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ReAuth

Oy aRiREA At &iKSyGAO (0295 2Uyy-HidaSR $.32 INXI @ {7
rotSR 2y (KS L2 NINBId3iR S &S OILBNI 6 K
NB dzi K LISNA 2 R®

ReAuth Period

CKAA Ad I0&ADK Al @RBRY ANVOINBAY I (GKS aSNJI

L

1T BELLE (Apply Button)

After configuring above fields, clicRpply’ button to makethe changeffective.

2.7.2.2 Configure Local Database Information

£+ [ ocal Database

User Name @ Password @ Confirm Password @ +

Apply

Fomore infor mat inoonus eh oovwwdi ctohheei n t.he system
1 User Name

The User Name is used in authentication.
Themax. lengthfor the UserNameis 32 characters
Note: #,\, ', ", ?areinvalid characters.

1 Password

The Password is used in authentication.
Themax. lengthfor the Passwords 20 characters
Note: #,\, ', ", ?areinvalid characters.

1 Confirm Password

The Confirm Password field must be the sam@assword field.
7 =g £ A Ot dzKiS2 OR MRS N/ | Y S kKNP éda 6 2 NR
7 XY [/t NBY 2 @RIS2A GRSy SHUSSNY/UFKYSS KNE @idd ¢ 2 NR

T B (Apply Button)

After configuring above fields, clickpply' button to makethe change®ffective.

w{286 alylFr3ISR {6AGOK ! aSNJ alydzsfypydmdundmp PR2OE t | ISvo
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2.7.2.3 Configure RADIUS Server Information

£+ RADIUS Server

W RADIUS Server 1

server IP

Service Port 1812

Shared Key

W RADIUS Server 2

Server IP

Service Port 1812

Shared Key

Apply

Fomore infor mat inoonus eh oovwwdi ctohheei n t.he system
1 ServerlP
The Server IP is the IP address of the server.
1 Service Port
The Service Port is thistening port on the RADIUS server
1 Shared Key
The key is used in establishing the connection between the server and the authenticator

before authentication.

T RGN (Apply Button)

After configuring above fields, clicRpply’ button to makethe change®ffective.
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2.7.3 Service Control

Q¢ Q¢ N

#1 1 FECOOA 3 AOOEAA #11 OOT 1

LINPPBERSAE 2F AYyISHEEOSH (K ESOX SHyBE a2 &

Ve

£¥ Service Control

Fail @ Enable Disable
[Tl @ cnable Disable
[l @ Enable Disable
el @ Enable Disable

[l @ Enable Disable

(ANl @ Enable Disable

Apply

HTTP

Enable or Disable to access management interfacelBy/Pwhich is the foundation of data
communication for thaVorld Wide Web(WWW).

HTTPS

Enable or Disable to access management interfacd BySwhichis an adaptatiorof HTTP
for security The communication will bencryptedin HTTPS.

SSH

Enable or Disable to access management interfac83tgwhich is ecryptographic network
protocol. SSH provides aecure channebver an unsecured network in the cliesgrver
architecture. The switch playke role of SSH server and hegtlays the roleof SSH client.
Telnet

Enable or Disable to access management interfacédiyetwhich is aext-oriented virtual
terminal connection It@ less secure than SSH becausdoisr® encrypt any dataeven
password when the data is transmitting.

Console

Enable or Disable to access management interfaceSeyal Console PortDisable the
Console Port can avoid the misconfiguration by someone who can access the desit® on

Reset Button

{26 alyl38R {6AGOK ! 4SSN alyddtydmonodmp ®R20OE t F Mvp
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Enable or Disable to react when users pressReset Button The Reset Button provide
different functions including reboot and reset factory defaultisable Reset Button is a
protection from mistaking the button to reboot the system or restore the syste default
state.

1T BELLE (Apply Button)

After configuring above fields, clicRpply’ button to makethe changeffective.
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2.7.4 SSH

To reduce the steps for login the system Si&Hconnection, thepublic/private key pair is a
good choice for usergd.hepair of keys is created on the local device and users have to provide the
public key to the target device, for example, the Ethernet switch. When users connect to the target
device, the system creates a safe connectigrSSH. The localhost and target deauathenticates
each other with the public and private keys to make sure the security.
2.7.4.1 Backup Host Key File

£+ Host Key Backup

W Backup to Localhost

¥ Backup to USB

Save

Backup Host Key File

1 Backup to Localhost
CAftS Dbt YS
Speciéthe File Name for th&SH Host Kefjle, which will be saved tthe localhost.

L

1 Backup to USB
O dzZNBE UGKENBAUBRMIG2 (GKS | {. LER2NI®
. O] @G C NS S
{ LJI2OKE CAt S bl YSSHHo8tKGy BEKISA @Kk OSRE I KSS. &l O
Note: The file system of USB mustBAT32

1 m (Save Button)

It &P | OSh odziti2y (G2 al OHSRIOKRKNERITAIdzNF GA2Y

L
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2.7.4.2 Restore Host Key File
L Host Key Restore

W Restore from Localhost

¥ Restore from USB

File Name in USB 2] Restore

1 Restore from Localhost
. CAEtS bl YS
{ St SCGB8HHDK Bey Xd ISA OK A& &l OSR Ay GKS [ 20 f K
1 Restore from USB
t f SEEAENS KENBATBRMWIG2 GKS | {. LR2NI®
. CAES blYS Ay ! {.
¢KS CAfS bl YSSHHMHSEst KeKEBH BAF GKS RA Al KAS{ PR LF2
O2y FAIdzNI A2y FAES AaLBOKIBR (DYLIGTKS RA NS
Note: The file system of USB mustBAT32

] (Restore Button)

/I t N&PwSad2NBEb 0 dzi 8SHyHost Ky NNEb Y 8220N12 @S]

2.7.4.3 Host Key  Information

The currentSSH Host Kag displayed in théSSH Host Kéypage. The system only accept one
SSH Host Key, once users restore another Host Key, the cuosinkely will be replaced.

L+ SSH Host Key

AAAAB3NzaClyc2EAAAADAQABAAABAQCGINLLQMBzd +BcavrgDWypnd3
1h5/IwimsRWAneEMFuLwdP3LOPIIKOSHLNouprQjyWiljYZmQ9wgucZ 1dXUtpne
1yfgxTi8CQayACHMj3gTVzZWAAPNhS80uUq7LRMThucySBQouiQHKPIbi2KZm6E +IX
DHAMAG1cOM9vnRuiymDkmWBIL/xVk4i0Vx+q2rAUcUOKBNmM2Ydr/rz4MxoAeQRCI
UhjeHOyIBhCtM8+stM1/3k54Kn4Ivt90gDCnLGjC3hwKxLDn1UXPDp46+0KbTls
80LACa285mTTKMj8g9XTIGsRD259bsajajeéSe7GAIGovnInWgew4f4jGO000Vdh
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2.8 Diagnostics

2.8.1 Port Mirroring
t 2 NI aMAMNBENIMST G dzNE G KH YV R®2 RAAEAE20KS ALY O3 BA =
L32 NIlay 200 KSSEINIA Yy F G A2y LR NE oY 2 i ViERANIIRANE (0 tgh SHAD |
O2LIA SRt NI Fa KSORBRAFEANY I ISYSyd G2 1SSLI I Of 2aS
RS60dz3 6KSy NS A aadzSa
#1 1 FECOOA 0)I 108 OIEA®E IOET C
L Port Mirroring

Mirroring Mode Enable @ Disable

Source Port Nothing selected -
Sniffer Mode Both Tx and Rx ~

Destination Port Mone A

Apply

1 Mirroring Mode
¢Enablé or oDisabl€ the Port Mirroring function. Ifthe user enable Port Mirroring
function, the system will transmit the traffic dhe specificéSniffer Modé& from &Source
Porte to dDestination Por.

1 Source Port
Thetraffic on the Source Ports will be sniffed to the Destination Port.

1 Sniffer Mode
Both Tx and RX&nif both transmitting and receiving traffics.
Tx Only Snifs only the transmitting traffic.
Rx Only Snifs only the receiving traffic.

1 Destination Port
Thetraffic will sniff to the Destination Port. This port is usually connected to a host running
the software to observe the packets.

T (Apply Button)

After configuring above fields, clickpply' button to makethe change®ffective.
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2.8.2 Remote SPAN (RSPAN)
{6 A0 Q&K LIt hBRIGS RE RIOK BA-HIE NF 2 NWNIYTOBA O W2y A
R dzLJt 3yGliieS NJF NB NI F F AO0QyWITSUINFAeNIBER 1 K S NJ R S & AdXKySI (&SR (AC
{t!Abd dza SR F2NJ 02y y S OfFRBIIRINANE telly(l AGTENG 212002 YID |y
ly SEGSyaArzy weWz (S 120w Gt tSaRa 8iNB Y2 y A G2 NI G NI
a2dz2NDOS LIR2NIa RAAaGNRodzir SR (KGSNIDY ¢&R DB kBB A N0 K
Ol LJG dzNBw RSPRISOS&EES EA NNE NA v I ARKdENOBND LIRHAAY { RANPY a S
I+ ! | bO2Ayay SIOANIFS NI a@GAINQEFERS | { t 26 NV ATARS2 Y
w{t!b aSaairzy (2 o06S (UNIYyaL2NISR I ONRraa Ydz i)
RSaGAY!Il GA2yw{l2aNgia aMRRNDGTKISA O + FNBW2tHIKS aSaarzy
YANNE NBERS 2R080a GA Yy GA2y L32NIo®
RSPAN Source

RKS

RSPAN Destination

=

A: Source Port C: Destination Port
B: Reflector Port D: Remote VLAN

#1 1 FECOOA 2A1T 1T OA 30!. )1 &I Of AGET 1
¢ KW{tb A& RSTKSzfals ARIAOKI OLONPRIA RIS& { 2 dzZNDOS a2 RS
Oy aStSoOoit GKS Y2RS | O0O2NRAyYy3a G2 GKSANI I LILIX A Ol
L+ Remote SPAN

Remote SPAN Mode Source Enable Destination Enable (@ Disable

Apply

7 Remote SPAN Mode
¢Enablé RSPAN on the Source Mode or Destination Mod@isabl& RSPAN function.
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#1171 FECOOA 2A1T 1T OA 30!. 31T O0O0AA -1AA

£+ Remote SPAN

T Vel '@ Source Enable Destination Enable Disable

Source Port Pl -

Sniffer Mode Tx Only e

Reflector Port None A

Remote VLAN 1D =]

Apply

Fomore informat inoonus eh oovwwdi ctohheei n t he syst em.

1 Source Port
The traffic through theSource Porwill be mirrored to remote devices.

1 Sniffer Mode
Select the traffic typeTxor Rx to mirror.

1 Reflector Port
To optimize the utilization of switch interfaces, tteflector Porton our switches is
designed to copy packets from the RSPAN Source Port and forward the copied packets out
like an uplink port.

1 Remote VLAN ID
The configuredRemote VLAN IWvill be the RSPAN session and used to transmit RSPAN
traffic. TheRemote VLAN IPonfigured on the RSPAN Source and Destination has to be the
same one.
¢CKS NIYK#BSY2HS #EDID 500 Alndmpep,nime OBY/LANM band
VLAN 1002 tod05 are reserved VLANS.

w{26 alyll3aISR {sAGOK ! 8SNJ al ydzl f yOmodH dmp PR2OE t I MH ™



EDGE | NETWORKS
#1 1 FECOOA 2A1T 1T OA 30!. $AOCOET AOEIT I

£+ Remote SPAN

Remote SPAN Mode Source Enable IQ Destination Enable Disable

Destination Port MNone e

Remote VLAN ID [2]

Apply

Fomore infor mat inoonus eh oovwwdi ctohheei n t he syst em.

1 Destination Port
The copied traffic will be forwarded to thidestination Port

1 Remote VLAN ID
The configure®Remote VLAN IWill be the RSPAN session and used to transmit RSPAN
traffic. TheRemote VLAN IBonfigured on the RSPAN Source and Destination has to be the
same one.
¢KS NIKBSY2HS x/EdID 16500 Aindn pép, ittt OBYLAN 1 and
VLAN 1002 to 1005 are reserved VLANS.

#1 1 FECOOAOQOET 1T %@Ai PI A £ O 230!

YT OEA AEiI111 8RIEQ OEACQRIOH . GBAEOCREA ATHA OERBAIxRBET 1 8
37! AT A 37#h xOEEAGA BEEQ A 131701 A1l OxEOAE8 7A AOA CiETC
IT OEA 1 AEO OEAA OI OEA 3A00OAO 11 OEA OECEO OEAAS

RSPAN RSPAN
Source Destination

P9

__- Lin A
RSPAN Session: VLAN3000

(G BWGSL) /2y FAITdzNI GA2Y
1. [ 23AYy 2SS0 [/ 2yazxb8 /S I R 2A1SE (I dz
2./ 2y FAHdINE F2NJ
i/ f {CdzNDOSEIQYYR 0ifKSSNBE gAff akKz2g 20KSNJ NBf I
i. {StSO00 (K& 2{NHdzZleRE Gt 8NTIif 006S Y2YyAG2NBRO®
ii. {StSQYAFRSNIya22y3 ffe& OFffSR GNIXFFAO (&LIS
Y2YAG2N) GKS GNI FFAOKIFTAR YO GvEBSS (LSO | YSNI X
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Vii.
viii.
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{SESUBTEECOIRNOK2BHEIT T FT2NBFNR GKS O2LIA SR
GKS (2NBa piKS ' LIXAY]l YR wST{SOU2NI t 2N P
5S OA RBS YIKISS #F PaNDbt {1854 FARS/S O2LIASR GNIFFAO 4.
GKNRdzZAK GKAa& +H[!'bb ®NHmTK® &2 $ Edza&r3Jxt S o

[t MAPED dzi G2y G2 STFFSOG w{t!b O2YyFAIdzNI (A 7z

£+ Remote SPAN

RSV e @ Source Enable Destination Enable Disable

Source Port P3 -

Sniffer Mode Rx Only v

Reflector Port P7 v

Remote VLAN ID 3000| v l (2]

Apply

/[ 2y FAIdzNS t @&INi A3 NSKRNMIS NG 2 do nnn
[ f MAIED dzi G2y 2y (G KS 0 mdkétteYLAReFectiveK S LIF IS ¢
£+ VLAN Settings

L 2 Management VLAN

VLAN 1D 1 ]

W VLAN Member Settings

VLAN ID @ Name @ Untagged Ports Tagged Ports
1 - 12 items selected - MNothing selected - x
3000 RSPAN Nothing selected - P - x

3./ 2y FAFHdENE F2NJ

w{ze

A w4 A @~

[ 2y FOEKENBIZ2 NEFROND @ayySOGSR gAGK {21! | YyR
YSYOSNH !2byd nnn
[ f MAIED dzi G2y 2y (G KS 0 dkétteYLAReFectiveK S LIF IS 1§ ¢
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£+ VLAN Settings
L 2 Management VLAN

EDGE | NETWORKS

VLAN ID 1

¥ VLAN Member Settings

VLAN ID @ Name @
1

3000 RSPAN

Untagged Ports
12 items selected

Nothing selected

-

4. | 2y FAHdNB T2 NJ
i. / f BeCBla i A ¢l 6B eyR
i. {Sft SO

0 KSNB

0KS S2NDAPYKEA2YKE2QBLIHSR

Tagged Ports +
Nothing selected x
P9, P10 o
gAtf aKz2g 20KSNI NBf

N} FFAO

ii. /2y TFTAIWDNB2 GEKSEHER[D bLDWMIL [ BADHAZ2Y

/ t MO dzi G2y
£+ Remote SPAN

iv.

02

STFFSOi

w{t!b

O2Yy TAIdzNI (A 2

Remote SPAN Mode

Destination Port

Remote VLAN ID

Source Enable (@) Destination Enable

P5

3000

Disable

v. [ 2y TAIdzNB t &MiA§IRI X8
vii [ f EQUEDazil2y 2V S

£+ VLAN Settings

¥ Management VLAN

~

i K

&

0

Apply

W] YW dnnn

akétiee YLAREFectivek S

LJ 38 1z

— & e
¥ VLAN Member Settings
VLAN ID @ Name @ Untagged Ports Tagged Ports +
1 12 items selected - Nothing selected - x
3000 RSPAN Nothing selected - P10 - x
2.8.3 Ping
t AXBE (22f dzaSR G2 (Sad GKS NBI OKLIAGEA f Siybleo f25TR
a Sy RAVUS/INYWSENRE aSadl/HWS NBNWRdzRHOR {2 GKS GF NBS
NEaLRIWOBBBY GKS GIFNBSG RSOAOS G2 OKSO1l GKS O2)
OET C 'T1 OEAO $AOEAA xEOE )0oOuyr) 0O0i
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£ Ping
Start | Stop | Clear | Reset
@ 1Ipv4 IPV6
IP Address l 192.168.1.1 v
Count l 3 v 2]
Result eSSt Start Ping 192.168.1.1 ----------
64 bytes from 192.168.1.1: seq=0 ttI=64 time=3.645 ms
64 bytes from 192.168.1.1: seq=1 ttl=64 time=2.854 ms
64 bytes from 192.168.1.1: seq=2 ttl=64 time=10.399 ms
---------- Ping Statistics ----------
Transmitted: 3 packets,
Received: 3 packets,
Loss: 0.00%
7777777777 End (Count=3) -
Fomore informat inoonus eh oovwwdi ctohheei n t he syst em.
T Type
Ping a connected device wittPv& or dPVvE& protocol.
1 1P Address

The IP address of the connected device is verified based on the type.

1 Count
Sesthe count times. The system will sead@ount number ICMP packets to the specific IP
address and wait for the response.
¢ KS NIIWKES dAFEND ¥ pnd
¢ KS RAEF daab G

1 Result
The result othe ping shows the response from the specific IP address. If the specific IP
addresgdoes notrespond, itdisplaysNo Response.
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f OStarte Button
Click thedStar€ Button to startthe pingto the IP address.

f OStopg Button
Click thedStopE Button to stopthe pingto the IP address before the couistcompleted.

1 oCleag Button
Click thedCleak Button to clear thedResul§.

1 dResef Button
Click thedResef Button to clear thedResul and resetthe dP Addressand 6cCoung
number.
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2.9 Monitoring

29.1 LLDP

[ [ @AY {1 S5hABO3KENE yIRNR d Z2O0C2 S dAISNIR2 NI I @ /5 INE S17 BINPR)
0& 999 vyifip&@M! .dza SR ANYRSROBING A AXIyLEHIKSA (RS ES alzy R
GKS [!'bd ¢KS &K/SSANMIOBNSKSS Np#¥0aA0dK] £ @€ ARSY (A TE |
AYOSNRLISNI GS 6AGK SIFOK 20KSENSYNEB I gnemd Sl & |
AYTF2NXEGAZ2Y | 0 AGKRE (i KBE2 REBWS OS2 NKP (i¢ KS TRBY ©OK§
RSOAOS (KL (L fKEaBMNPYEIS (22 AR (0 KS (k@82 2@zt (250
A YNl (FANRYY (GKS RSOAOS YR Fylfteara GKS ySAIAKoO 2|
2.9.1.1 LLDP Settings

L+ LLDP Settings

LLDP Mode @ Enable Disable

LLDP Timer 30 (2]

LLDP Hold Times 4 (2]

Apply

Fomore informat inoonus eh oovwwedi ctohheei n t he syst em.

7 LLDP Mode
¢Enable or dDisabl& the LLDP function.

1 LLDP Timer
The LLDP Timer is a time interval to send lrthB$3ages.

¢ KS NIWKEBES 2 TXBRNESINB H TESO02Y Ra D
¢ KS REHEFSH Uz Ay SO2Yy Ra P

T BGELLE (Apply Button)

After configuring above fields, clicRpply’ button to makethe change®ffective.
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2.9.1.2 LLDP Neighbor

£+ LLDP Neighbor

Show | 10 ~v | entries Search:

Local Port Remote System Mame Chassis ID Remote Port Port ID Address

Mo data available in table

Showing 0 to 0 of 0 entries First | Previous @ MNext Last
Auto Refresh
Refresh Rate: 5 seconds @

1 Local Port
The portconnected to the LLDP neighbor on the local switch.

1 Remote System Name
This is the system name of the LLDP neighbor. This value is set and provided by the remote
device.

1 Chassis ID
The Chassis l@efinesthe MAC Addres®f the LLDP neighbor.

1 Remote Port
This fielddisplays theport information received from the LLDP neighbor.

1 PortID
The Port IDdisplaysthe port identity of the connected port on the LLDP neighbor.

1 Address
The Addresslisplays thdP addres®f the LLDP neighbor.
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2.9.2 System Warning

{eadSY VER2NMKEHRILSY WSyt [PSRITHBIY I {£F28DGA
RAFTFSNBY (G (e&LlSac2d BRNDR SRy Ge K Rbat & NF KSaS
f23a FINBE OSNEB dzaSTdzZ F2NJ 0§KS I R Y2AKSYEKISNI Fi2aNd Sivz
LJ2 6 SNEBRJ BEKBYWS2y S (GNASaE @R HAXBANF YT 4 YR NYwKSY > 2
a2yYS 2F (KS AYGSNFIOSa IRB VEYROERBRSR2 adfasSyNEBIK § T &
NEO2NR (GKS S@gSyita 2y (KS aSNBSNYSQL I BEABYBSRY L)
NEf & [|d KSFKSINVFAB iz RESIGSIYNDG F NBE GNAIISNBRI (K
02 yPKdRBENE
2.9.2.1 System Log Settings

£¥ System Log Settings

System Log Mode Local Remote Use

Remote Server IP Address [=]

Service Port 514 (2]

Apply

Fomore informat inoonus eh oovwwedi ctohheei n t he syst em.

System Log Mode
Select the checkbox to send system lod.tzal(Switch) Remote or USB~hen evens
happened.

1 Remote Server IP_Address
The field containsthe IP Address of the remote server. If thitRemote mode is enabled,
users have to assign this IP Address to receive the systentldgS a8 a4 G SY & dzLJLI2 N
Lt PDyIRt PRRNB & a B YRA D GEENIIS NJ

1 Service Port
The port is usetb listento the system log packets on the remote server.
¢ KS NIWEBSNPXOBENER ¥ bl pso p
¢t KS REINGZA v 2 NI

T BGEUE (Apply Button)

After configuring above fields, clicRpply’ button to makethe change®ffective.
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2.9.2.2 System Event Log

£ Sysem Event Log

Jan 1 18:36:15 Switch user.info emonitor: [EVENT] Port 3: LINK-UP
Jan 1 18:36:15 Switch user.info emonitor: [EVENT] Port &: LINK-UP
Jan 1 18:36:22 Switch user.warn emonitor: [EVENT] Port 3: LINK-DOWN
Jan 1 18:36:22 Switch user warn emonitor: [EVENT] Port 8 LINK-DOWN
Jan 1 18:36:32 Switch user.info emonitor: [EVENT] Port 1: LINK-UP
Jan 1 18:36:32 Switch user.info emonitor: [EVENT] Port 7: LINK-UP
Jan 1 18:36:37 Switch user.warn emonitor: [EVENT] Port 1: LINK-DOWN
Jan 1 18:36:37 Switch user.warn emonitor: [EVENT] Port 7: LINK-DOWN

1 Log Text Area

The system event informatiotisplaysf the dLoca€ system log mode is enabled and the
configured events are triggered.

1 Clear = (Clear Button)

Click thedCleakg button to clear the system event lag the text area.

] m (Refresh Button)

Click thedRefresld button to refresh the system event lag the text area.
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2.9.2.3
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SMTP Settings

£ SMTP Settings

W Server Settings

SMTP Status Enable @ Disable

Server Address

Server Port 25 =]
Sender E-mail

Mail Subject Switch Notification 2]

SMTP Authentication Enable @I Disable

W Recipient Settings

E-mail Address 1

E-mail Address 2

E-mail Address 3

E-mail Address 4

Apply

Fomore informat inoonus eh oovwwedi ctohheei n t he syst em.

1 ServerSettings

w{ze

L

SMTP Status

Oyl SRMBA & EDKSB ¢Rdzy G A2Y

Server Address

¢KAA LAta MHAFSNBRE (KS {ac¢t {SNISN®P C2NI SE
FRRNBAa LINE OARBRLIOBYViDRR2ADSBY A &

Server Port

CKAA FASER A& (GKS LIRNI ftAAGSYyAy3a 2y (K
ddz33Sad dzaASNE O2y ik PHAND N KBNIE SNIIS NI L2 NI
¢ KS NIWEBSNPXOENER ¥ bl psd P

CKS RESNIA @E@t22NNI np Aada (K8 RSTHSANIDIS NI NI
Sender HEnail

¢ KS { SWIRASINI A At K$ RRNBaa dzas
Mail Subject

¢CKS alAf {dzoBEOOAANREHBIARBRGR (G S

Note: #,\, ', ", ?areinvalid characters.

SMTP Authentication

Oyl &RMEAaEDX S dZOKSYGAOFrGS GKS {ac¢t &SNS
YR LI aa62NRD

User Name

¢CKS dzASNYIYS Ad dza SR{SA¢t I AAKIBYNR O GA2Yy

P

G2 aSYyR (K¢

alyF38SR {6AGOK ! A4SNJ al ydzl f ymodu dmp dPR20OE t | o™



Themax. lengthfor the User Nameas 32 characters
Note: #,\, ', ", ?areinvalid characters.

Password

¢KS LI &aag2NR Aa
Themax. lengthfor the Passwords 32 characters

Note: #,\, ', ", ?areinvalid characters.

1 Recipient Settings

L

Email Address 4

tKS O2y A Ad2NBRRINB & a

1T B (Apply Button)

After configuring above fields, clicRpply" button to makethe change®ffective.

2.9.2.4

£+ System Event Selections

System Event Selection S

dza 8 R{Sah oyt

oAt t

EDGE | NETWORKS

I JBINIBYNBA OF GA2Y

1

NBE OS A &Sy IGoKESS Ry
YR (GKS S®PSya HEBRNBDMNRFISNERO

Event

Authentication
Failure

ERPS Change
Power 1
Power 2
Power 3
Power 4

Cold Start
Warm Start

Digital Input

Fault Alarm
Disable
Disable
Disable v Disable
Disable v Disable
Disable v Disable
Disable v Disable
Disable
Disable
Disable v Disable

System Log

v

<

SMTP

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

SNMP

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable
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1 Event
There are 5 events on the System Events.
Authentication FailureLogin failed on the web console or Atlmay be causeddue to
incorrect username or password.
ERPS Changehe ERPS function is working and the topology is changed.
Power 1- 4: The power 1 to 4 is powered off.
Cold StartThe system rebootdue tointerruption of power supply.
Warm Start The system reboots by issuitiggbooté command on CLI or clicking tteeboot
icone on the web console.
Digital Input The signal from the digital input is changed from high to low or low to high.

1T B (Apply Button)

After configuring above fields, clicRpply" button to makethe change®ffective.

2.9.2.5 Interface Event Selection S

£+ |nterface Event Selections

Event Fault Alarm System Log SMTP SNMP
All Ports Link Down Up Down Up Down Up Down
Port 1 Link Down Up Down Up Down Up Down
Port 2 Link Down Up Down up Down Up Down
Port 3 Link Down Up Down Up Down Up Down
Port 4 Link Down Up Down Up Down Up Down
Port 5 Link Down Up Down Up Down Up Down
Port & Link Down Up Down up Down Up Down
Port 7 Link Down Up Down Up Down Up Down
Port 8 Link Down Up Down Up Down Up Down
Port 9 Link Down Up Down Up Down Up Down
Port 10 Link Down Up Down up Down Up Down
Port 11 Link Down Up Down Up Down Up Down
Port 12 Link Down Up Down Up Down Up Down

Apply

1 Event
The events on théinterface Eventsdisplay thelink status for each port. Fault Alarns
triggered only during link down and other system log types support both link up and link
down.

1 Fault Alarm
TheFault LEDwill turn onred and relay will turn ONif the configured events are triggered.
By default, the~ault LED igreenand relayisturned OFFRn the normal guation,.

1 System Log
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When the configured events are triggered, the logs béldisplayed inthe dSystem Event
Log page, remote server, or saved to a USB file namredssagé. This is based on the
settings ofii K Systém Log Modgin the 6System Logettings page.
Note: The file system of USB mustBAT32

T SMTP
If the SMTP is enabled and the configured events are triggered, the system will send an
e-mail notification to the email addresseof the assigned ecipient set in the 6SNMP
Settingg page.

1 SNMP
If the SNMP Trap is enabled and the configured events are triggered, the system will send
event information to the assignedlrap Receiver P Wwhich is setn the 6SNMP Trappage.

T (Apply Button)

After configuring above fields, clickpply' button to makethe change®ffective.

2.9.2.6 SFP DDM Event Selection S

£+ SFP DDM Event Selections

Port 9 A
Event Fault Alarm System Log SMTP SNMP
Current Disable v Disable v Disable v Disable v
Rx Power Disable v Disable v Disable v Disable v
Tx Power Disable v Disable v Disable v Disable v
Temperature Disable v Disable v Disable v Disable v
Voltage Disable v Disable v Disable v Disable v

Apply

T Event
There are 5 events on thé&SFP DDM EverstsCurrent Rx Powey Tx Rwer, Temperature
and Voltage Enable or Disable the event fault alarm or system warning when the value is
higher than the high alarm/warning threshold or the value is lower than the low
alarm/warning threshold.
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2.9.3 Data Collection

¢CKS KSIf(iKe 2D O86DK A YILA2 NI WAIG 2FNIILX yASOEZENE V'
Ao A TOHKNE A RS -UOAIYASA G NNGFIFEA O A2/ 6 RB W 6B RdzE 2 ¢ dlzi )
Iy I fa@1ad SY LISNIF 2 NMIGYy GB adiziN® Ek &K SINdzNLI2 8 Ss Ok S 5
0S dAaSB2ff SOU GNIFFAO YR tPH2f 6a6PDI&R RBENA2R2O0
I RRA (0 JOKy Nitifse IINPROARRSIRI | @ (KS O2ftft SOGSR RIGI & !
KAAOFRRETFTAYR dzydzadzl £ LIR2Ayida FNRY (GKS OKIFNIao

¢2 SyadaNBE (KS FHMGOENIadE KBIa bick S o355 NIdANG'SS Rizée8/( (i K
5FaGF /2tfS0O0 FdzyOlA2y s a2 (KIFIG 6KSYy dzaSNAR TFTAY!
GAYSPRAGK RIFEGF o0SAy3 aGBRSBR L& oRRA g AKNEE R NIRAH
O2tft SOGSR IyR #OSKIBNIRINy3 SBISFSNIIRIF 0SS Y2@0S G2
dza SNE OFly dzaS GKS O02tf SOGSR NI¥g RIGE G2 R2 20l
2.9.3.1 Data Collection Settings

USBand NTPare essentialbefore users enable the Data Collection functions. Please check if
there is an USB inserted and the NTP service is also endbledile system of USB must BAT32

L+ Collection Settings

Detect USB ... Fail
Check NTP Service ... Disabled

Please insert USB device and config NTP service to enable data collection function.

Please enable Collection function before enabling Traffic Data Collection.
The system will collect data only when the Collection function is enabled.

Collection Enable @ Disable
Traffic Data Collection Enable Disable

Apply

1 Collection

Oyl RMBAaEDIES /2t SOGA2Y Cdzy OQliAz2y 2y (KS a;
/| 2t t SOGA2y OFy 06S SylofSR 2yfeé ¢gKSy GKS [/ 2
1 PoE Data CollectioPoE Models Only)

Oyl RBA &aEtoXS 51 0F [/ 2ffSOGA2Y FdzyQlAz2zy 2y

1 Traffic DataCollection
OYIRBAAEBNISFFAO 5101 /2Tt SOGA2Y Fdzy OUuAz2y

2.9.3.2 Collected Data Reset
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£+ Collected Data Reset

Port Traffic PoE
Sel. all - Desel. all Sel. all  Desel. all
1
2
3
4
5
=]
7
8
9
10
11
12

1 Port

t 2MIO02b% 2INJIAA o6F ASR 2y GKS (2GFf LR2NI ydzyo S
1 Traffic

| KSO1 GKS OKSO1o62E (G2 NBaSi GkKS gatiflS FeSR (R
gAtt 0S NBY2OSR FTNRBY G4KS | {.

b2¥SLG OFyy20 dzyR2 | FGSNI NBa S LJX SIasS YI (!

1 PoE(PoE Models Only)
t 2MIO02b% 2INIA A o6F ASR 2y GKS (2GFt LR2NI ydzyo S
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.3 PoE Status Charts (PoE Models Only)
L¥ PoE Status Charts
Port 1 v
Total Data Interval: 2019/9/26 13:40 ~ 2019/10/4 10:44
Current Data Interval: 2019/10/3 17:24 ~ 2019/10/4 10:44
Data Interval: 2019/10/3 17 v 24 v~ 20159/10/4 10 -« 44 v
0.42 4 48.064
35 chart by amcCharts Q Show all
0.40 48.062
0.38 48.060
0.36 T T T 48.058
0.34 48.056
0.32 H T 1 T 1 48.054
0.30 + T T T 48.052
0.28 T T T 48.050
0.26 - 48.048
09:30 09:40 08:50 10:00 10:10 10:20 10:30 10:40
—8— Watt Voltage
Refresh Chart
Data Collect Rate: 13  seconds @ e
Fomore informat inoonus eh oovwwedi ctohheei n t he syst em.
Port (Dropdown Selector)

t 2Nl M (2K SIDERNEID 30 & SRt 2802 NIIK Sy ®iRZiStN®»9  { G| G dz&
RAAL I @SR o0& LIRZNIOD

Total Data Interval

¢CKS AYGSNYIT ABANKSE RIEGIS daA YIS FNBRI G GKI G

Current Data Interval
CKS AYGSNBIHE A&a GKS RIFEGS GAYS FTNRBY FTANBRO RI

Data Interval (Dropdown Selector)

{StSAY BRI ESE NOK RIF 0 @ AKS O0NSS GRIZNG/LIR eRBIRI | 2
ydzYo SN 2F RIFGlF A& fAYAGSR o0& GKS aeaidsSysz A
0KS aeadasSy gAatft NBOdzNYy Fy | O0OSLIiltofS AydSNI

Max Search Interval from 2019/09/26 17:52 is to 2019/9/30 05:21

Total Data Interval: 2019/9/26 13:41 ~ 2019/10/4 10:44
Current Data Interval:

Search Interval: | 2019/05/26 17 v 52 v ~ 2019/10/4 10 v 44 v

Search Range Error |

Note: After configuringdData Intervad, click 'SearcH button to get data inthe interval
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1 Chart

¢KS OKIFNI RAALIITE&A 020K glaGda o60ftdzS tAYySO |
1 Refresh Chart (Button)

t NBaa GKS wSTNBAK / KF NI 0 ddelidRly( SIR RIBFING & K

1 Data Collect Rate
¢tKS FASER A& GKS LISNA2R G2 -0ORYS SROIGG IR LIS NR 20F
F O0O2NRAY3I (2 (GKS O2yFAIdzNBR 5F04F /2ttSO0 wl
Note: PoE Status Charts ahdterface Traffic Charts are shared the same Data Gdfate.
¢KS NIWKBSGR T/ 2 At EBDM 2awiaSO 20y R &
¢KS RSF6IdzA i2 AABDIOIWY RS
Note: After configuringédData Collect Rage click ‘Apply" button to makethe changes
effective.

2.9.3.4 Interface Traffic Charts

£ Interface Traffic Charts

Port 1

Total Data Interval: 2019/9/26 13:41 ~ 2019/10/4 10:44
Current Data Interval: 2019/10/3 17:52 ~ 2019/10/4 10:44

Search Interval:  2019/10/3 17 v 52 v ~ 2015/10/4 0 - 44 -
70,000
15 chart by amCharts (2) show all

60,000

50,000 4

40,000 H

30,000

20,000

10,000 4

-10,000 -
09:00 0%:30 10:00 10:30

Refresh Chart

Data Collect Rate: 1sc seconds @ N

Fomore informat inoonus eh oovdi ctohheei n t he system.
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Port (Dropdown Selector)
t 2 NI M (62K SINSMIAD D | &4 S R 62WUDKK S YR ISENDG SNF I OS¢
Ad RAALIX ISR o0& LERNIO®

Total Data Interval

¢tKS AYGSNBIE Aa (GKS RIFIGS GAYS FTNRBY FTANRIO RI
Current Data Interval
¢KS AYGSNWIE Aa GKS RIFGS GAYS (KR YO EBMNRYIG RA

Data Interval (Dropdown Selector)

{StSAy i8I ESH NOK RFEGF® ¢KS NBOdzZNYSR RI G

ydzYo SN 2F RIFIGIF A& fAYAOGSR o6& GKS aeaidsSysz A

0KS aeé aNBIIYzNgAflfy I OOSLIitoftS AYyuSNBIE o0{K2gy
Max Search Interval from 2019/09/26 17:52 is to 2019/9/30 05:21

Total Data Interval: 2019/9/26 13:41 ~ 2019/10/4 10:44
Current Data Interval:

Search Interval: | 2015/09/26 17 v:.| 52 v ~ 2015/10/4 10 v(:| 44 v

Search Range Error |

Note: After configuringdData Intervad, click 'SearcH button to get data inthe interval

Chart

¢KS OKIFINI RAALI @A OGNXYyaAaYAGUGSR oRUSE®DOOT dzS
Refresh Chart (Button)

t NBaa 0KS wWSTFNBaK [/ KINI odzid2y G2 NBFNBaAK |

Data Collect Rate

¢tKS FASEtR A& GKS LISNA2R (2 -ORYS SROIG IR I LIS MR 2t H
I O0O2NRAY3I (2 GKSOUW2wWITIAS®RZNBER 5F G /2t €S

Note: Interface Traffic Charts and PoE Status Charts are shared the same Data Collect Rate.
CKS NIWKBSGR T/ 2 AESH W awiaSO 20y R &

¢KS RSFfIdzf £12 AfapdSO WY RS

Note: After configuringdData Collect Rage click "Apply" button to makethe changes
effective.
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2.10 MAC Table

2.10.1 MAC Address Table

a!/ | RRNSRAlI AA0O0SARRNBREOHBEASR Ay 2801 M &g
| RRNBaAAXURFgUBAYSR 08 GKS agABGRHADA SYNF FRYRKS
NEOSA@Sa | FTNIYSs: GKS adaeaidSy gAftt OKSO]l AWRS a

L2NIP® ¢KS a!/ ! RRNSaa GlroftS A& odaAaftid ReylFYAO
NEOSIA BNl YS 6AGK FRRNB/HEy2MRE afINI IS (2 |t [!b
+[ WKSYKS RSaGAYyFIiAZ2Y RIBSYSE KEB @GN Sa RRNES ade &y
L32 NI @
¢KS a!/ ! RRNBaa 7TF2N (-KS-NBaHER GO Ke KAO KR SAWLIYASRa
Aoy a!/ ICRRNBa&aaP F2NJ a! / &Sy aA diANESS LINNRRI(R2022f f AP
|l RRNFaa RAaLIXLIE 2y GKS NAIKG aARS 2F 29. D!'L
|l RRNBaasSa FANIONGSSaS/ NEHINE M NNB2 NI m (2 fFad LR2NId
C2NJ SEI YL ST GKS a!/ ! RRNBaa 2F (K92 M2 azi W Yi
AaoA00K® ¢KS a!/ ! RRNBaa F2NJ SIOK LIR2NI gAatft o0S°
t 2 NI a!/ | RRNB t 2NJI a!/ | RRNB
t 2 NI cyYnuYopYC t 2N cyYnuYopYC
t 2 NI cyYnuYopYC t 2N cyYnuYopYC
t 2 NI cyYnuYopYC t 2N cyYnuYopYC
t 2 NI cyYnuYopYC t 2N cyYnuYopYC
b2GtSKYS a!/ | RRNB&a&a Aa KSEm$ead (X a2 G(KS ydzyo$S

2.10.2 Static Mac Address

£+ Static MAC Address

viD @ MAC Address Group Member 4+
Mothing selected -~ %
Fomore infor mat inoonus eh oovwwedi ctohheei n t he syst em.

1 VID
The VID is the VLAN group \hich containghe configured MAC Address .
¢ KS NINWKBSHEENR Y nmoi 2
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MAC Address
This field is the static MAC Address of toafigured member ports in the VLAN group.

Group Member
The Group Member is the port(s) in the VLAN grdopwvhichthe configured MAC Address
belongs.

+q f A O deKiS2 ORSRIR (A O a NP g®RRNBK a4 a
RY / f NBY 2 PRI2A RBy a0 S AK A NR g PRRNB a &

LU (Apply Button)

After configuring above fields, clicRpply’ button to makethe changeffective.

2.10.3 MAC Address Table

w{ze

£ MAC Address Table

Show | 10 v entries Search:
VID 1: MAC Address Type Source
WLAN 1 EC:08:6B:06:96:53 Learning 2
WLAN 1 1C:49:7B.6AF3:41 Learning 5
WLAM 1 1C:1B:0D:6E TS EB Learning 5]
VLAN 1 01:00:5E:7TF:FF:FA Static 2
WLAM 1 40:80:5CEAD2:02 Learning 5]
WLAN 1 9C.EB:EB3A54ET Learning 5
WLAM 1 40:8D:5CEABD:C3 Learning 5]
WLAN 1 1C1B:0D66FTF& Learning 5
VLAN 1 FCI3FDB:53:19:8E Learning 5
WLAM 1 A4:02:B9:80:7TD:66 Learning 3

Showing 1 to 10 of 10 entries First = Previous Mext | Last

Auto Refresh =

Refresh Rate: 5 seconds @
VID
The VID is the VLAN group Whichcontains the configuretMAC Address.

MACAddress
The MAC Address colundiisplaysthe learrt or configured MAC Addresses.

Type
The Type columdisplayshe type (Learning or Static) of the MAC Address.
Learning The MAC address is leafrom the transmitting frames.
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Static The MAC Address isrdaggured bythe users or the system.

1 Source
The Source columdisplayshe port(s)to which theMAC Addresbelong
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2.11 Maintenance

2.11.1 Authorization

¢CKS ABNIHF YHFIRA D2 NRE GSNE A YLENIK yWie XYRFE RN [ & ¥
LYOSHNF2RER Yy Hat § aSNE KI @S (2 f23Ay Ayd2 GKS a
2SS A0NRPYyIKRBASHAISRI OKI YIS T ANt 58 GENINIKESS LI ANy 2
dzaS (GKAa RSOAOSO®

2SS fa2 LINPOARS w! ik SA/NAOHIDS M2 FHEBENE A 26 ™MD
PASNE OFyYy YIFAYOGFAY GKS f23Ay AYTF2NXIGA2Y Ay
dza SNY I YSak LI dag2NRa G2 f23a3Ay GKS aegadaSvyo
2.11.1.1 Configure Login Infor mation

£+ Update Authorization

W Basic Settings

Local v
2 Admin
Username admin
.............. (2]
Password
Great
Confirm Password (2]
2 Read-only
Username userol (2}
pascworc | It
Confirm Password (2]
Fomore infor mat inoonus eh oovei ctohhee isty stt leen.

1 Mode
¢CKSNBE NS GKNBS Y2RSa F2NJ f23Ay | dziKSYyGAOlF
Loca¥ ¢KS dzaSNYylFYS FyR LI &dag2NR NS RSTAYyS
0o6R2SOStc! RAYINERSI2ZRFUHA SNP ¢KS | RYAY OlOg yFQAQSAE
GKS deaitSvyz2¢ézidacs) BRBYyR2yfte | OO0Saa aidl Gdza |
Radiuy ¢ KS dzaSNYIFYS yR LWBEADL R NRYRNBXRBY T dza SR
0KS &aeaidtsSys GKS &adeaidsSy ¢gAiAftf FdzZiKSydAoOlFriS g,
¢CKS LI aag2NR gAff 0S SYONRBLIISR RdzZNAYy3I GKS
Tacack ¥ KS dzASNYIFYS |yR LI 2662 NREMBKMBRIRER I W S &R
23Ay GKS aeadasSys GKS aeadSy oAttt FdziKSyida

A

LISNXY¥A&daA2yd ¢KS gK2fS LI eft2FrR YR LI dag2NR
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1 Username
¢tKS | O02dzy il S Ra&2G S 2@AY
¢ KS YI EAYdarK $aSS5Na/IKOR FANG O S NA&
hyt 8 LIKO &0 yFdfRoOSHB I NB | ff256SRO
¢tKS RSTlLdA 6 RYAENY I YS Aa
1 Password
¢ KS LJ 4ag2NR Z2d6aSS Ra 20820 SINEAZAYR B 2 N/ IANIKF 2 NJ NBFS
¢ KSNB I NB& SdzhteES aBMERDE (# S aNBN@yAYdS/SNAE O2y TA 3dz
LI a4 & ¢ BNRB0ROSt FT2N) aSOdzNRA G e
¢KS YI EAYdarK § Sty ScHG RN OG SNA @
hyt & LK6 &S5 dzYy 6 S48  IchaRk(,@,%"*,()f NB It f 26 SR®
¢ KS RSTlIdAKIRY#hAaBs2NR A&
1 Confirm Password
LG A& dzaASR G & LB FMOERS MBS KESE d8 NISH OF X S84SR @ T

~ 7

FASER Ydzad o6S GKS &alFYS a4 btlaasgz2zNRbO

T BEYLA (Apply Button)

After configuring abovéelds, click Apply" button to makethe change®ffective.
2.11.1.2 Configure RADIUS Server Infor mation
This section only display when the mode in the Basic Settings is @Rathus.

W RADIUS Server

Server IP
Server Port 1812 e
Shared Key (2]
Retransmit Times 30 (=]
Timeout 5 e
Fomore informat inoonus eh oovdi ctbhheei n t he system.

1 Server IP
¢KS Lt FRRNBaa 2F (KSAMWYS Lo VaRSIIE NI ¥V &R NS & v
1 Server Port
¢CKS LIB2NI Aa tAadSyAy3a G2 GKS w!5L!{ &SNIWAO:
¢ KS NIIWKES NP $N&N22Wdip pdd P
¢ KS RESNIFHNMEHyY P H
1 Shared Key
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2.11.

EDGE | NETWORKS

¢tKS {KFNBR YSeé Aa | adNAy3d GKFG dzaSR (2 o d:
0S UKS alryYS lFa GKS aiNAy3IkaSONBG aSi Ay (K.
¢ KS YI EAYdayK{EKS yNFiHE 1935 NI O SNE @

Retransmit Times

¢KS L) &aag2NR 8dk3SS R einal StYapa A y

¢ KS NJIGWKEES (| BRIFG/ RYAFEINE Y Mm il 2

Timeout
¢KS GAYS AYyOGSNBIt A& dzaSR G2 é6FAGAY3a F2NI 0
¢ KS NIGWKES Y SRR Y mm Ais20 2by R &

¢ KS RGEXY Si2gdw® O20y R A

QX

S (Apply Button)

After configuring above fields, clickpply’ button to makethe change®ffective.
1.3 Configure  TACACS+ Server Infor mation

This section only display when the mode in the Basic Settings is Batacss

w{ze

W TACACS+ Server

Server IP (2]
Server Port 49 e
Shared Key (2]
Timeout 30 (=]
Fomore infor mat inoonus eh oovddi ctbhheei n t he system.
Server IP
¢CKS Lt I RRNBaa 27F GKS @!Y$/él"dﬂ3ﬁi§@%§w.ﬂ YidZ& R NJ
AoAGR@KDPACAGSY lAMBIMRNABER NARaGEKSa F2NJ G KS ¢!/ 1/

Server Port

¢CKS LIER2NI Aa tAadSyAy3a G2 GKS ¢!/ {/{b &aSNIA
¢ KS NIIWKES NP $N&N22Wdip pdd P

¢ KS RESNIBANE D 2 NI

Shared Key

¢KS {KFNBR YSe& A& | adNAxy3 (KIFG dza SRydadgi o dz
0S GUKS alryYS lFa GKS adiNAy3IkaSONBG aSi Ay (K.
¢ KS YI EAYdaYyK{EKS yNFi#® i93&e NI O SNE @

Timeout

¢KS GAYS AYyUOSNBFHt A& dzaSR G2 6l AGAY3I F2NI O

¢ KS NIOWKES Y SR Y mm Ais20 2by R &
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T BGELUE (Apply Button)

After configuring above fields, clicRpply’ button to makethe changeffective.
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2.11.2 Firmware Upgrade

C2NJ I o0SGUSNI LISNF2NXIFYyOS YR 6ARSNI AYyRdza G NR I
YR NBGJA&S K& 3 NEASASKERBRNRS 302 dzLJANF RS (G KS a
FTANYSI NB OSNEAZ2Y (2 KIF@S | 06SGGSNI dzda SNI SE LIS NA ¢

2SS LINPQaARSOR dzlJANI RS (IKRSS 0 F A BW28/RNISAZHF NBIYOA Yy I G|
FAES Ay GKS ! {. adAaAO]l YR Iy20KSNJ 2yS Aa al @S
t /KA SONEE £ R @ASt $DG | ¥ R SIOBAGOK F2yNES a@2z003M)F RS A
I dzi2YFGAOFff &

2.11.2.1 Upgrade Firmware Version - Upload Firmware File

£+ Firmware Upgrade
W Upload Firmware File

Firmware Image + Select File
Please Upload the Firmware File(Image).
Selected File &

1 Firmware Image
/| tAO0] StiRHliwaATEGy G2 aSt SO0 ( KISKSSF X 8o 12 NB & &z
¢ KEGANXY S| NBAEOONBARAR AIOSHEA OGS Odza G FXKISE SR/ ICE S1J
SEI YLX Sz (h\RBSa\d#ide 2@0 §1iiabBRH dox &2dz 2yfé ySSR (2
02 DOmMmdéi-do- A& GKS 2NAIAYIE FAES yIEYSOO®

Upload

1 Selected File

- s A

GKA&D FTASER

1 (Upload Button)

After selecting the firmware image, click "Upload" button to upload it.
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2.11.2.2 Upgrade Firmware Process - Uploading Firmware File
¢CKS F2ff 2 glAS/NIF 2NN B sAddiSSy/ Y (1aKISH NI & KeSe LidatJa BIar 8z b F
Of AV SR

1. ) LI 2 FORASY FFANNXN G NB A Yl 3S
¢ KS LINP BRNEB BI8KIS BAXLIE 2 F RAY 3 LISNOSy Gl 3So
Q Upload Firmware File

Uploading... Please Wait.

Firmware Image =+ Select File
Please Upload the Firmware File(Image).

Selected File WEBFULL-v0.0.14.1214

2. +tSNAFRSyéaL) 21 RSR FTAf S
2 KSy (Kwn/mzhd 81 RERY (0 K SO SINEKRES YIzLA 21 RIBR FA € S
A AR RSTlLdzE G GKS TFANXYGI NRESWIEISI df 8
Y I K9 KSA R RILE & 24 T EBAENEL SR RAYRRE 213téa 20 LINR2 A RSR

Q Upload Firmware File

Uploading Finished, Verifying Uploading File...

Firmware Image + Select File

Please Upload the Firmware File{Image).

Selected File WEBFULL-v0.0.14.1214

3. LyaduKB8AgzBE 2 RSR FANXNGIFNB AYLF3S
¢tKS yS6 FANNGINBE oADKt MBHIALSE (A G FTOAGSNI (K

(p)
x
‘D/
Q)

Q Upload Firmware File

Verifying Finished, Installing Firmware...

Firmware Image + Select File
Please Upload the Firmware File(Image).

Selected File  WEBFULL-v0.0.14.1214

4. wS 0 2 200KASy e al Sy
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CKS aeaidsSy gAftf NBO 22 A diENG RISRA GIEIEKES dATT | VR S
¢KS LINPBNBEBKISBENSSO022GAY 3 LINRPINBaaod

Device Rebooting... Please Wait...

The Web Page Will Refresh Automatically.
A" ST YT """ " " """ "v"v .

2.11.2.3 Upgrade Firmware Version - Copy Firmware File from USB

W Copy Firmware File from USB

Image File Name
Please Enter the File(Image) Name Saved in the USB.

1 Image File Name
OYISHNI ¥EBSFANKFKE NS AYIFIAS Ay (KS RISHLKIST BKASE S &«
ALISOATASR TAAGBUNEB Y e d@Syya) 2 R
Note: The file system of USB mustBAT32

T Ji[W=/l (Upload Button)

After entering the firmware image name, click "Upload" button to copy it fitbe USB to
the system.

5DCOAAA &EOI-#* ADA @BDAAAOA &EI A £EOI
1./ 2 LIRAKYSS FANNXNGEFNB AYF3AS FNRBY ! {. (2 &ag¢AiidoK
tKS ad2aisSy ¥R HABYaAaINDKBOMYIRE FAL S
Q@ Copy Firmware File from USB
Copying Image to System...

Image File Name WEBFULL-v0.0.14.1214 v ‘

Please Enter the File(Image) Name Which is Saved in the USB.

Upload

w{26 alylFr3ISR {6AGOK ! aSNJ alydzsfyydmdundmp PR2OE t I 1 b
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2. +tSNAGFRS Y&l 21 RSR FTALS

' FGSNI O2LR Ay 3

GKS FANNGI NBSRAKFESE dil2f 26RO KTZA

adzNBE SR BHAS GRS T I A NIES [ INKGSA A Bly MBEE LIISIRIS{F 01 2
Y I K9 KSA R RILEI & 24 I EBAENEVL SR RAYRRE 213téa 20 LINR2 A RSR
Q@ Copy Firmware File from USB

Copying File Finished, Verifying Uploading File...

Image File Name

WEBFULL-v0.0.14.1214

‘|

Please Enter the File(lmage) Name Which is Saved in the USB.

3. LyaduKB8AgzBE 2 RSR FANXNGIFNB AYLlF3S
CKS ySg FTANNGINBE oAt asidyNRi FAEGE AFEF GBIND ADRKAS & @ &

@ Copy Firmware File from USB

Verifying Finished, Installing Firmware...

Upload

Image File Name

WEBFULL-vD.0.14.1214

v |

Please Enter the File{lmage) Name Which is Saved in the USB.

4. wS 0 2 200KASy ;e ald Sy

¢CKS adaedadasSy ogAafft
¢ KS LINE BNEB HI6KISS BNNS6 2 2 G A y 3

Device Rebooting... Please Walt...

Upload

NB 6 2 2 (A deLiziNg RISIRA @GIAIEKES AT | VR S
LINE INBaaod

The Web Page Will Refresh Automatically.
A" ST """ " """ "v"v."\nv 2w

{26 alyl3I8R {6Ai(OK
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2.11.3 Config Backup

Ly GKS y2NX¥If | LIIRX O (aAe2AyisO KBRS MBS NGBS 8bSS G 6
O2y FAIdzNBR G2 K ST [AadAYISA (T Sid &1 AN IOTF A il KBS d28 A iRB R F2
al @S GKS O2y FAAdzNI A2y FAES (2 20FftK2a0G o6F2N
O2y FARA®RNI&A 2V | Y 2 (RKSINU IEboiFadyOni@ Ry IntzN GRSy, TOX ty'S
Ffaz2 KIFEI@S | gl& (2 7FIA&ALI YN OS (KS RSOAO0S 4K
"AAEOD #11 ZFECOOAOQOEI T &EI A

£+ Config Backup
W Backup to Localhost

W Backup to USB

Backup Running-config File Save

Save

Backup Startup-config File

1 Backup to Localhost
CAftS Dbt YS
Speciéthe File Name for th&tartup-configfile, which will be saved tthe localhost.

1 Backup to USB
9YdzNBE UKENBAWBRMIG2 GKS !'{. LR2NIO
. . I Owdady-@ 3 \AF M IS

{ LI2GKBE CAES bl Y"GdzyFARIFRES ROKISRAf {0 KOS &l
N

.. O delINIRAAAIM IS
{ LIRAGKB CAfS bl YSI ITHRYHEERBS AZOKSSHA £ { (1 0SS al
N

Note: The file system of USB mustBAT32
Thedspacé is not allowed in thd-ile Name

1 m (Save Button)

It &P I OSh odzitiz2y (G2 al OHSRRIOER KNERITAIdzNT GA2Y

| @AGLihlee Namedp,it yt he syssttehmre assdiagro b ff idgames:t i me] . ¢cf g

w{26 alylFr3ISR {6AGOK ! aSNJ alydzsfPydmduHdmp PR2OE t | P ™
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2.11.4 Config Restore
2

S &adz33asSad dzaA SNIO2F AAMMNG KA IR Rz FHKNI I ASNR S
ySSRa& (KS alyYS 02y FAKISENIT O A 2hki@0diaaENEI 20 NS dda2 NS
2A001 OA #1711 EECOOAOQEIT 1T &EI A

L+ Config Restore

W Restore from Localhost

W Restore from USB
File Name in USB

0

1 Restore from Localhost

CAfS bl YS
{ St SO

0KS ORKMAK NG GAIRFS R AXYS GKS
1 Restore from USB

tf SEFEHNE (KENBAUBRMWIG2 (KS ! {.
. CAtS blLYS Ay !'{.
¢tKS CAfS blYS 27

[ 201 f K

L2 NI &
0 K55 KA IOES R a0 &@{BEAIBRAZNGF AT Al
O2y FAIdzNI A2y FAES AaLBOKIBR DYLIGTKS RA NS
Note: The file system of USB mustBAT32

Thedspacé is not allowed in thd-ile Name

] (Restore Button)
| ft NRPwS a0 2NBbh 0dzi 02y T A& A dzNB K52 B2 MRS Y

w{26 alylFr3SR {6AGOK ! aSNJ alydzs fPpydmdHdmp PR2OE t | P H
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2.11.5 USB Auto -Load & Auto  -Backup
#1 1 AECOOA T5A3R" ATOW A E@®DI

1

w{ze

£+ Auto Load & Backup

PRl @ Enzble Disable
USB Auto-Backup Enable @ Disable

Apply

USB Auteload

GOYlFoftSé¢ 2INSGSAJIBMNMIRS EFdzy OUA2Y @ REy [EadT{ S(RK § dzi
aeaisSy gAfORy&FIIINMDE (ARG MIRIAD AR UISKS & {. | YR
NBo22GAy 3o

Note: The file system of USB mustBAT32

USB AuteBackup

GOyl ofSé& 2NJ &5.Ara010dzLS ¢ T dzy{ Qi detR @707 dzB0¢ | G SIRK S
aeaitsSy ¢gAff ARBTAIKE OHFHWOBERAYSBRKE ! {. oI
Y2REKE O2y FAIdzNI A2y ad

Note: The file system of USB mustBAT32

S (Apply Button)

After configuring above fields, clicRpply’ button to makethe changesffective.

al yI3SR {6AGOK ! &SNJ al ydzl f yOmodndmp dPR2OE t I+ MPpo
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2.11.6 Command and  Control Node (CCN)

I 2YYF YR g9 | By/INPLINPHZRARS & FTANB S U QE  @zEI30NIcERRIGEE:
| dZNNBy (iteézx GKS / /b FdzyOiliAaz2y OFy dzLJANI RS Yl EAY
I RYAYAAUN) ¥2NB OFYFYROARBIES GIA YISx) 2

¢ KIS/ Bdzy OUA2yY Aa adzZlIR2NISR 2y Fyeée (1AYRSEZDO(2
¢tKS F2fft26Ay3 RAFIANIY A& Iy SEFYLES 6A0GK NRAyS3

B8 5368 CFHEHEE a
CCN Firmware Upgrade Diagram \

Forward Firmware Image
to Other Selected Nodes

PC
‘.“ Upload Firmware Image—}
d ‘— Return Upgrade Status

Gigabit Ethernet

CKSY 6AGOK Aa GKS / /b YIFadSNI O2yySOGSR G2 t/
szyéiszyz 4dzOK | a aStSOlAz2zy 2F 22AySR agAiAidoOKS
Ydzid 0SS Al PREOAPYWSOPKS TUGSNI Of AOTAY 3 | LPFIBY RAI & d
dzLJANJ RA Y 3 J{uiaa FANNVSIONBR AIFTY R F2NBI NRa (0 KS{ B AN

A v s A x

{8 {2NJGKI & &aSt SOGSR (G2 22Ay [/ /bd hyESel w3 t& g
a0 NI dzLJANY RAY3I GKSANG TAMX oo BIB A dzi2b G DOYE KED
GKSANI GAYS YR 62N] Y2NB STFFAOASYlo®

Linear Tology Star Topology

w{26 alylF3SR {6AGOK ! aSNJ alydzs fydmduodmp PR2OE t | P n
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#1 1 FECOOA #1111 AT A QO #11001T1 .TAA j

&

CCN Configuration

Please insert USB stick and click here to enable CCN features.

W Discovered Nodes

Show | 10 ~ | entries Search:

Al @ MAC Address IP Address @ = Firmware Stage %

68:02:35:FF:02:2B

68:02:35:FF:90:CF 1562.168.1.22 B1.2.30
68:02:35:FF:03:42 152.168.1.225 1.1.90temperature
68:02:35:FF:03:57 192.168.1.227 1.1.90temperature
Showing 1 to 4 of 4 entries First Previous Next Last

W Upgrade Selected Hosts

Image File Name ‘ |

1 Discoered Nodes

L

lff k {SftSOi 2 E

[ £ Otz &St &Gk SO RSt 2F 0 KSG RASAE 8. SNBSF
aSt SOl a2vySsS 2F GKS RA&aAO20OSNBR y2RSa (G2
b2itv8 f SI a3 (a 1S3 GG 22 YR Y2 RS dzLJANI RS
b2t SI ag (aSfEdie®xr R2 // b dzLJANI RSO

¢ KeS! /| RRNBBIESA IR ZIGRISNBER y2RS

¢ KISt | RRINGGRSESA IRFA EIGRASNBR Yy 2RS

CANXGI NB

¢ KS OGANNEYIHNB #+ SINES\ 2RFSaA3IYyF SR RAa020SNEB

{ar3s

' FGSNI Of AO LAYy 3 ! LJANY RSg Aofdil GR NV Z LIGIKES 2dyl I3

Fft26Ay3 GlrofS RAALI I @&a (GKS |ff adl 3Sac
5SAONRLIGAZY

IDLE The initial stage of CGiperation
DATA_RECV Thehost is receiving the firmware image
UPDATING | The firmware image is received and start upgrading
FINISHED | Firmware upgrading is finished
ERROR | Firmware upgrading is failed
DISCONN | The host disconnects with CCN master

s ~

w{26 al

¢ KELISNILBNPIYy GF3IAS 2F OdzNNByd adal 3s

YyFE3ISR {6AGOK ! aSNJ al ydzt f y@Gmdudmp PR2OE t | D p



1 Upgrade Selected Hosts

t f SEd &NS

LYIF3S CAftS bl YS

L

0 KENBA | BRMWIG 2

EDGE | NETWORKS

7 A

0K P{ . LR2NIo

CKS CAfS DANNGIZND KIAKSK 358 KB GERA NO2g I NB A Y

a! {¢CaAPBSRNRZ I 2RBEGK .

Note: The file system of USB mustBAT32

T (UpgradeButton)

After entering the firmware imagpath, click 'Upgradé button to start upgrading

#1 1

{G0®
5.
6.
7.

w{ze

AECOOAOQEIT I

SC

BGSL) / 2y FAIdzNY GA2Y
[ 23AYy 2S0
¢tKS 5A38020SNBR b2RSa
I £ A0
b2 UtSKYSNBE A& |
2y OYRYy (GKS

al yF38R {6AlOK

| 2y & 2d ISA f YRBIDRNITT YRS dz/ 2 v (i NP f
0KS {OXK &0 olgy@eaN) 2iKS RSOAOSa oKL

EAYAGIGAZY
AWRS WLet &S Of A O

' ASNJ al ydzZl t ygmodudmp dR2 OFE

WAl DI A £ O ##.

YT OEA 1 AAQENEAERAT I OF
OERAR3IH3I & MWI'AOA OEA 11T AA
OPCOAAAS

&EOOOh xA EAOA O A1 GC
OAOA K 3E] MOBABEA 53" OO0
OEA 53" PI OO 1T £ 3! 8

'TA OEAT R 1T PAT OEA ABI
AT A A4TOAIGAT A O #1 DAOOAS
AT RRAROGAA 11T AAO x$EHIOAT @A
I EOO8

b 2
a $ @aYAF 23yl SRNa LAt [y 80 21yTyES ¢
61y
dza SNE I €1 FS
odziG2y |

0K G
dzLJANJ RS

t I M
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@ Discovered Nodes

Show 10 v entries Search:
Al® MAC Address 1t IP Address © Firmware Stage %o
n 68:02:35:00:04:8B 192.168.10.18 1.1.63
n 68:02:35:01:EF:70 192.168.10.68 1.1.63
n 68:02:35:2F:4C:16 192.168.10.28 1.1.63
n 68:02:35:39:80:61 192.168.10.58 1.1.63
68:02:35:55:22:65 1592.168.10.108 1.1.65
68:02:35:B7:89:05 192.168.10.33 1.1.70
68:02:35:CF:FE:73 192.168.10.1 1.1.71
68:02:35:EF:2B:3F 192.168.10.88 1.1.65
Showing 1 to 8 of 8 entries First = Previous | MNext Last

8./ KSOT {lKARYDINWMIRERIKS FANXGINBE AYIF3IS Aa al @
9. 9y USNI) GKS LI GK 2F (GKS FANXYGINB AYIF3ASO

@ Upgrade Selected Hosts

Image File Name WEBFULL_v1.1.71 Upgrade

10./ t AOQJENI®BG2y G2 adl NI dzLJANYI RAy 3
i. #1171 AECOOA &EOIi xAOA &EI A . Al A

Configure firmware file name completed.
i. #1 DUET ¢ &EOIi xAOAR OEAOA xEIl AA A xAOTEITC 1AC
DACAS
WARNING: DO NOT leave or close this web page during upgrading !!!

Copying firmware ...

ii. 6 AOEAUET C &EOI x AOA
WARNING: DO NOT leave or close this web page during upgrading !!!

Verifying firmware ...

iv. $AAT T DPOAOGOET ¢ AT A %BOOAAQEIT C &EOI x AOA

WARNING: DO NOT leave or close this web page during upgrading !!!

Decompressing and extracting ...
V. 30A00 ##. 5DCOAAEI Ch OEA 30ACA AT A PAOAADOACA
Vi. 30AQM! ;B wEBOOO AOA OAAAEOET ¢ OEA AEOI xAOA EI /

w{26 alylFr3SR {6AGOK ! aSNJ alydzsfypydmduHdmp PR2OE t | T



Vii.

viii.

£+ CCN Configuration

WARNING: DO NOT leave or close this web page during upgrading !!!

@ Discovered Nodes

EDGE | NETWORKS

Show 10 v entries
Al O MAC Address I 1P Address @
n 68:02:35:00:04:8B 192.168.10.18
n 68:02:35:01:EF:70 192.168.10.68
n 68:02:35:2F:4C:16 192.168.10.28
n 68:02:35:39:80:61 192.168.10.58
68:02:35:55:22:65 192.168.10.108
68:02:35:B7:89:05 192.168.10.33
68:02:35:CF:FE:73 1592.168.10.1
68:02:35:EF:2B.3F 192.168.10.88
Showing 1 to 8 of 8 entries

Firmware

1
1
1
1
1
1
1
1

.1.63
.1.63
.1.63
.1.63
.1.69
.1.70
171

.1.69

Search:

First

Stage %

DATA_RECv 0%

DATA_RECY 0%
DATA_RECV 0%
DATA_RECV 0%

Previous Next Last

30! 4F) OEA AEOI x AOA
£+ CCN Configuration

EO ODPCOAAET C

WARNING: DO NOT leave or close this web page during upgrading !!!

Q Discovered Nodes

Show | 10 v entries
AlO MAC Address L 1P Address @
n 68:02:35:00:04:8B8 192.168.10.18
n 68:02:35:01:EF:70 192.168.10.68
n 658:02:35:2F:4C:16 192.168.10.28
n 68:02:35:35:80:61 152.168.10.58
£8:02:35:55:22:65 192.168.10.108
68:02:35:B7:89:05 152.168.10.33
68:02:35:CF:FE:73 152.168.10.1
68:02:35:EF:2B:3F 152.168.10.88
Showing 1 to 8 of 8 entries

Firmware

1
1
1
1
1
1
1
1

1.63
.1.63
1.63
.1.63
.1.69
.1.70
171
.1.65

Search:

First

Stage %
UPDATING 11%
UPDATING 29%
UPDATING 27%
UPDATING 17%
Previous Next Last

30ACA &) .)3(%$h
£+ CCN Configuration

OEA EEOIi xAOA OPCOAAEIT C E

WARNING: DO NOT leave or close this web page during upgrading !!!

Rebooting all participant hosts

Q@ Discovered Nodes

O FEEI

Show | 10 v entries
Al MAC Address e IP Address @
n 68:02:35:00:04:8B 192.168.10.18
n 68:02:35:01:EF:70 192.168.10.68
n 68:02:35:2F:4C:16 152.168.10.28
n 68:02:35:39:80:61 152.168.10.58

68:02:35:55:22:65 192.168.10.108

68:02:35:B7:89:05 152.168.10.33
68:02:35:CF:FE:73 192.168.10.1

©68:02:35:EF:2B:3F 152.168.10.88

Showing 1 to 8 of 8 entries

Firmware

1

1.
1.

1.63
1.63
1.63
.1.63
.1.69
.1.70
171

.1.69

Search

First

Stage %
FINISHED 100%
FINISHED 100%
FINISHED 100%
FINISHED 100%

Previous Next Last

OK ' a48NJ al ydz

- f YyOMDPH dPmp PR2 OE
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3 Command Line Interface

I 2YYlF YR YUASWIFOLO S 2 o%a SINE2 Y FA I dzNBSX Y2y AG2NE | YR
08 SESOdziAy3a GNBWl ¥ REISNAVREEEK e Y2NB OdzYo SNA2YS
56S0aSNDSANRYNMINB RS ®2IoAf SR O2y FAIdzNI A2y 2LINiAz2ya
0KNRdzAK GKS D! L®

3.1 Connecting to the CLI

¢KS dzaASNJ Y@ O02yySOil (2 (KG2Ya2f SyLI2NIES @&FAYis2l
2NJ 0 KNRdzZAK 'y SOKSNYySG O2yySOGA2y dzaay3a (StySi

3.1.1 Connect via Console Port

¢tKS /2yaz2tS LRNI 2y (KS &a6AG0OK Aa w{HoHu RIGI
LK@ aAOFf AYGSNFI OSo 2 dZNIOENA D Olf BS KA DK 12 2 W
G2 I aASNRFE LIRNI 2y @2dz2NJ GSNYAYFf ® LT &2dz R2
ASNRFE I RFELGSNI oy2i AyOfdzZRSRUO (2 O2yySOod G2 4l
ONBI GS /th a@AWRINdE fF2NJ 82dz (2 dzaS G2 O02YYdzyAOl GS

. ST2NB (KB MRNWB 08 §agtB2y BAKEN dz K ONSYARG/A A G 8

0 & dzOK dz&&ES NI &d SNIS NI SNIGOEINIS / 0B ¢ D dir {@ERSSRE S BE R Y BIf S
2 LIS RIAYRR B RS drack§igd 02y y SOG @

>
ax

1./ 2y yiSKRl / 2ya2tS t2NI G2 @2dzNJt/ 2N EMPAIDGLI |y
al yIEYNIGKS t/ o
4.'% Ports(COM & LPT)
----- L ? Prolific USB-to-Serial Comm PD
2./ 2YFRNEENBE SNRALFE LYF2NNIGAZ2Y 6AGK (KGSmp dhad L2 NJ
RSTFlLdBHAl G&BGa yrHymtd¢ N3G BBYNBD2yySOG (2 GKS
b2¥S¢KS O2 YL} S/Sh dJ WNth wWBSdi/SMN&Ey k& WS

w{26 alylFr3ISR {6AGOK ! aSNJ alydzsfyydmdndmp dPR20OE t I P b
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Category:

= Sgssion

.~ Logging
=) Teminal
- Keyboard
- Bell
- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
-Connection

Options controliing local seral lines

Select a senal line

Sernial line to connect ta Com3

Configure the serial line
Speed (baud)
Data bits 8

Stop bits 1
- Cra—
Flow cortrol XONXOFF -

&SNJ al ydzt f y@Omodn dmp PR2 OE

t I ™ n
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3.9YGSNI 0KS dza SNY I YT 8RR &8 35308SeYv2aNR KIS RSSFAAdyt O dz
AARYR R YA y

ser Access Uerification

Username: admin
Password:

Switch>

4.2 KSy @& #{da AASOKISTF SNB2 da KK ST # RS IS RA W POBDY &G NI
O2y FAIdzNBE (KS adaeadSy 2y GKS /[ L Y2RSo

3.1.2 Connectvia Telnet
PaAy3a GStySiasx &2dz Oy O2yySOG G2 GKS /[ L @Al
L2 NI 2y GKS agAiOKo® CANRGY @2dz Ydzad OSNR T
GKAAY Gel)S dStySa i §KSo X22vevs yeRe deINRdyaldi Sy | &
LIN2 OSSR ®

¢CKB2ff SERYBRIE S A&d2 2YIRAWB AT I RS a3y FERNWIBKAKS (KS
LIA QU dzNBE oSy Rat® SN RS s T Ay GdzaAy3a (St ySia Fdzy Od A
C:srtelnet

*telnet’ iz not recognized as an internal or external command.
operable program or batch file.

2.1 £ A O& N& @& 8&a vy o

w{26 alyll3aISR {sAGOK ! 8SNJ al ydzl f yOmodnH dmp PR2OE t I M ™
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EEE__ I v Fo)

cﬂﬁ\
e § &

E—% Programs
F‘J Uninstall a program

3./ t AOH dadNK S2 AYyR2ga EBGSWAMBAE 2y 2N 27F°F

@j Programs a
e 4

-

EI Turn Windows features an or off

4.{ St SOG UK 3¢ DKYSDAIoy2REN RiFRVEGTI O BPL ot S (St ySi

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on,

Y
= Ou

Tal::llet PC Components

- Telnet C ||Enl|

. Telnet Server
|:| , TFTP Client

-

5./t A0 6 yEoREaEl 2y @ RERYY GISKNS A St NDK GoREY Iiy2R 2

t N2 YLE (Sad GKS GStySi FdzyOliAazyo

w{26 alyll3aISR {sAGOK ! aSNJ al ydzl f yOmodu dmp PR2OE t I ML H
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r-

Windows\system32\crmd.ex

Microsoft Windows
Copyright <c> Z0H0? Microsoft Corporation. A1l rights reserved.

C:slzers™ >telnet ~7

telnet [-all-e escape charl[-f log filel[-1 userll-t termllhost [portl]

—a Attempt automatic logon. Same as —1 option except uses
the currently logged on user’s name.
—e Escape character to enter telnet client prompt.
- File name for client side logging
-1 Specifies the user name to log in with on the remote system.
Regquirez that the remote system support the TELNMET ENUIRON option.
e Specifies terminal type.
Supported term types are vtiBB, vth2, ansi and vtnt only.
Specifies the hostname or IP address of the remote computer
to connect to.
Specifiez a port number or service name.

#1 11 AADI DEA #1 EAT O 11T 7EAI xO

1./ t A0l HAWEREm E 2y IKYR $YiIRE) &SI NOK DEEF iR 2 LIS
t NP ¥ Ji

2.9y S8 ySi owlry! BIKBI {{a®d 6 Ay RKDBD LA 2 NI RRENBYAELIE S5F
M dH DM c VXD Man2pAIDE lySSNT ™ p &alduR y (bkvS1yaRayINeTs Blé © ( K S

Microsoft Windows
Copyright <c)> 2809 Microsoft Corporation. All rights reserved.

C:slzers™ Jtelnet 192_168_18.166

3.9V USN) GKS dzZaASNYIFYS FyR LI aagz2NR G2 f23A¥ GK

I RYKA RYd y
e Teine: 102262 10100 NN
User Access Uerification

Username: admin
Paszword:

SwitchX>
|| [ ]

{26 alyl38R {6AGOK ! 4SSN alyddf{ydmonodmp ®R20E tF Ik o
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3.2 CLI Modes

3.2.1 Defaut mode
I FOSINIAMYBKS[ALKES dzaSNI A&da Ay RSTFlLdzZ G Y2RS |

Ly GKAA Y2RS: 2yteé | FS¢ O2YYlFIyYyRa INB @At

SYGSNAy3a WYKQ

BN Telnet 152.168.10.1 — | e

Switch:

Turn on privileged commands
Exit from cu mode
how a list of previously run commands

3.2.2 Privileged Mode

¢2 @PASH adaidusSyY LI NI MSNASNEZRBRIAZ YOraWi SY IBNY S

GSylFof Sé¢o 0 6KAOK LRAYG GKS LINRBYLII o6Aff
I At ofSY aK2¢g | yR O2y FAIdzNB

BN Telnet 152.168.10.1 — | e

Switch® enable

Switch#
i Enter configuration mode
Turn off pr commands
Exit from curr mode

Show a list of previously run commands
Disconnect
oot Reboot the switch
show Display en status or configure

Switch#
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3.2.2.1 Show command

¢CKS aK2g O2YYlIyYyR |ff2¢a LIKN YWHRISINNEIER Y2y AG2N |

BN Telnet 192.168.10.1

Switch# show

acl
boot
clock

environment
ethernet-ip
event
exec-timeout
hostname
igmp
interface

ip

ipvé

agement-vlan

r
modbus
ntp
profinet
ptp
qos
rspan
running-config
service
smtp
snmp
spanning-tree
startup-config

upnp
usb

Switch# show

alyg 02YYl Yy
C2NJ SEI YL §

w{?6 alyl 3R

Display ACL filter
Display DHCP client state
Show time configuration

Display Dynamic Host Configuration Protocol (DHCP)

2.1X protocol state
play environment
Show ethernet/ip status
y event registration state
idle timeout
system host name
ay IGMP snooping configuration
inter e configuration
I protocol
IPve protocol state
r LLDP
AC table
agement vlan ID

a5

mi ~ enable/disable state

Show modbus configuration
Show NTP configuration
Show profinet status
Display PTP
Display Quality service (QoS)
Show remote SPAN i fdisable state
Display running configuration
Display Serwvice
Display Simple Mail Transfer Protocol
Display Simple Network Management Protoc
Show nning Tree Protocol configuration

startup configuration

the storm control configuration

syslog

tem information

Show port aggregation VE status
Universal Plug and Pla UPnP)
Source

Ra Kl @S adz FTAStRa 6KA
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EE Telnet 192.168.10.1

Switch# show syslog

local
log
remote
usb

 local loggin
syslog mes
remote 1

y USB logging

Switch# show syslog local

w{ze
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3.2.3 Configuration Mode

L¥ dzaSNE 4l yid (2 O2y WANAMNEISNIRKS JAAERESSYYOAL /[ [ L:
hy O3 NRYWA £ S3S RO ARRAST deNéG @arSSSNIINSING HaAR & ® 8 vy LINE Y LG
AoAIMATDOKEDYRFIND | OFy adl NI ®O2y FAIdzNAY I (GKS

EX Telnet 192.168.10.1 — O X

Switch# configure terminal

ACL filter
DHCP client

d time zone
o files or dev

d
download
enable
erase
ethernet
ethernet-ip
nt Set event n
c-timeout Set idle timeout [MINUTE] [SECOND]
t from curr
history
hostname
igmp
interface

oM oW

/ run commands

LY

o

{ Protocol (LLDP)

Ow g

gure m

set port

modbus Modbus t

no Remowve

ntp Network

power Set PoE on de
inet Profinet set

Setup Ether in 5-TAG for pr der port
Precision Time Pr [ )
Set Qual .
Set RADI
Reboot the s
remote

nmp
spannin B Set Spanning Tree Pr
the storm control

oL
o M M M
Srtrtrt

=+
[

O

gure trunk

Upload and update firm
upnp rersal Plug and Pla
usb ( gure USB d ce
username Co ame and password
username-ro ( gure r only wusername and password
vlan Al
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3.2.4 |Interface Mode

OS Y2RS>Z Aa dzaSR F2NJ O2y FAIdzNAYy3I | &LIS
LYGSNFIFOS YRIRSER Y0 2ilsSS AQRIYSTNI I dzNI A2y Y2RSO® ¢ K
o)

A ¥ s A 9~

S a4StSOGSR |a aKz2gy o0St260

lanie
trunkl

trunkz

Switch(config)# interface lanl

Sswitch(config-lanl)#

Laa BERIHOWE € NBGdzNYy &2dz (2 /2y FAIdzNI GA2Y Y2RSO

3.2.5 VLAN, ERPS, MRP modes

Y2RSa Oly 0SS dzaSR NBR@ZRFYQ&zZNRNA PHAER R dza R

o
A
—n (7))
N QX
= U

(@]}
(p)

(O

azﬁé\ I 2YYl YR

+ [ ! bvlan X X implies the VLAN ID

9 wt {|ethernet redundancy erpsing X X implies the Ring number, from 1 to
awt |ethernetredundancy mrp instanemode 1 |Only support single ring currently
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3.3 Command Groups
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NS

0KS O02YYIl yR& KiX I{(g AIIKEK dyadsal

0KS LINPLISN) Y2RS F2N) 6KS 3IAGSYy O2YYlIYyR | a 2dzif .
3.3.1 Authentication Group
Command ‘ Explanation Mode

login authentication [tacacs+ | radius]|Set login authentication method Configure

logout Disconnect Configure
radiusserverhost [IP_ADDR] Set IP address of RADIUS server Configure
radiusserverkey [SHARED_KEY] | oot SPecific characters for authentication | o g0, o

verification
radiusserverport [1-65535] Set communication port of RADIUS server | Configure
. . Set the number of times a reques-sending to ,

- Conf
radiusserverretransmit [1:1000] RADIUServer onfigure
radiusservertimeout [1-1000] Set the timeout period to wait for RADIUS sel Configure

resporse
tacacsserverhost [IP_ADDR] Set IP address of TACASC+ server Configure
tacacsserverkey [SHARED_KEY] Set. gpeqﬂc characters for authentication Configure
verification
tacacsserverport [1-65535] Set communication port of TACASC+ server | Configure
_ . . . "
tacacsservertimeout [1-1000] Set the timeout period to wait for TACASC Configure
serverrespmse
username [USER_ID] [PASSWORD] |Configure username and password Configure
usernamero [USER_ID] [PASSWORLConfigure read only username and password| Configure
show login authentication Display login authentication method Configure
show radiusserverhost Display IP address of RADIUS server Configure
showradiusserverkey Dls_p_lay_spemflc characters for authentication Configure
verificaion
showradiusserverport Display communication port of RADIUS serve Configure
showradiusserverretransmit Display the number of times a request is resg Configure
. . . . c
showradiusservertimeout Display the timeout period to wait for RADIUS Configure
server response
showtacacsserverhost Display IP address of tlserver Configure
Display specific characters for authentication| Configure
showtacacsserverkey o2
verificaion
showtacacsserverport Display communication port of the server Configure
. Display the timeout period to wait fadhe server Configure
showtacacsservertimeout
respase
show username Display admin ID Configure
show usernameo Display read only user ID Configure
“w{286 alyl3ISR {sAGOK ! aSNJ al ydz f yOmdH dmp PR2OE t | Ik
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no login authentication Default Login authentication method Configure
no radiusserverhost Default IP address of theerver Configure
. Default specific characters for authentication ,
no radiusserverkey e Configure
verification
no radius-serverport Default communication port of the server Configure
no radius-serverretransmit Default the number of times a requestrissent | Configure
no radiusservertimeout Default the timeout period to wait for the serv Configure
respase
no tacacsserverhost Default IP address of TACACS+ server Configure
Default specific characters fauthentication ,
no tacacsserverkey e Configure
verification
no tacacsserverport Default communication port of TACACS+ ser] Configure
. Default the timeout period to wait for TACAC! .
no tacacsservertimeout Configure
server esponse
no username Default username anpassword Configure
no usernamero Default read only username and password | Configure
3.3.2 SSH Group
Command ‘ Explanation Mode
copy hostkey-config usb [FILE_NAME] Backup SSH host key to USB Configure
copy usb hoskey-config [file] Upload SB host key configrom USB Configure
download file name [FILE_NAME] Set downloading file namelefault name | e o
is host_key.cfg
download hostkey-config Downloadcurrent S$ host key config Configure
download server account Set downloading server account Configure
[SERVER_ACCOUNT]
download server ip [SERVER_IP] Set downloading servéP Address Configure
?ggg{?gg_ssxgs&?gsﬁvgd Set downloading server password Configure
uploadhost-key-config wget [file] Upload SBhost key confidrom Localhos| Configure
show ssh hoskey Display SSH host key Configure
3.3.3 System Group
Command Explanation Mode
erase startupconfig Reset to factory default and reboot Configure
erasestartup-configkeep-ip Reset to factory default except IP Configure
erase startupconfigkeep-ip-user Reset to factory default except IP and USH Configure
erase startupconfigkeep-user Reset to factory default except USER ID/P| Configure
exectimeout [MINUTE] [SECOND] Set idle timeout [MINUTE] [SECOND] Configure
hostname [HOSTNAME] Set Switch Host Name Configure
reboot Reboot the switch Configure
system contact [CONTACT] Set system contact Configure
“w{26 alyl3ISR {oAGOK ! aSNJ alydzd f yOmdHdmp PR2OE t | I n
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system descriptiofiSYS_DESCRIPTION|Set device description Configure
system location [LOCATION] Set device location Configure
show exedimeout Display idle timeout Configure
show hostname Display Switch Host Name Configure
show environment power [1|2] Displaypower 1/2 status Configure
show event status relay Display relay status Configure
show system contact Display system contact Configure
show system description Display system description Configure
show systenfirmware-date Display system releasine Configure
show system location Display system location Configure
show system mac Display system MAC address Configure
show system uptime Display system uptime Configure
show system version firmware Display system version Configure
showtransceiverddm Display tansceiver DDM information Interface
show transceivemnfo Display tansceiver information Interface
show transceiveraw Display tansceiveraw data Interface
show username Display admin ID Configure
no exectimeout Default idle timeout Configure
no hostname Default Switch Host Name Configure
no system contact Clear system contact Configure
no system description Clear device description Configure
no system location Clear device location Configure
no username Default username and password Configure
3.3.4 Service Control Group

Command ‘ Explanation Mode
service [http | https | ssh | telnet |console| |Enable service http, https, ssh, telnet, ,
resetbutton] enable console port, or resdbutton Configure
show service [http | https | ssh | telnet | Display service http, https, ssh, telnet, Configure
console| resetbutton] console port, or reset button state
no service [http | https | ssh | telnet | Disable service http, https, ssh, telnet, Configure
console| resetbutton] console port, or reset button
3.3.5 IPv4 Group

Command Explanation Mode
ip address [IP_ADDR] [MASK] Set IPv4 address and netmask Configure
I[% giﬁﬂﬁiﬁﬁ%w AY ADDR] Set default gateway address Configure
ip nameserver [NAME_SERVER_IP] Set Domain Nam&erver Configure
frgg)ne%t[lls\K/é__’?:?\l?rE]] [<size PKG_SIz>| Issue an IPv4 ping command Configure
show ip address Display Host address of IPv4 Configure
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show ip defaukgateway Display default gateway address Configure
show ip mode Display IP mode (Static or Dynamic) Configure
show ip nameserver Display Domain Narm8erver Configure
no ip address Delete IPv4 address Configure
no ip defaultgateway Clear the default gateway address Configure
no ip hameserver Clear the domain namserver Configure
3.3.6 IPv6 Group
Command ‘ Explanation Mode
ipv6 address adfiPV6_ADDR</PREFIX_LEAdd an address and netmask of IPv6 | Configure
Ipv6 enable Enable IPv6 protocol Configure
ipv6 neighbor flush Issue a neighbor flush command of IPvf Configure
fr\é:?)g!:gP[}LZ\i%NA'l['l[])R] [<size PKG_SIZ> IIssue arlPv6 ping command Configure
show ipv6 Display IPv6 protocol state Configure
show ipv6 address Display IPv6 addresses Configure
show ipv6 default address Display default IPv6 address Configure
show ipv6 neighbor Display neighbor cache of IPv6 Configure
no ipv6 Disable IPv6 protocol Configure
BE\I/pE;/_GAa[;jSI;GIISDSRaEdISIX_LEN] Delete IPv6 address Configure
3.3.7 Time Group
Command Explanation Mode

clock time [hh:mm:ss] [day] [month] [year] |Configure time Configure
clock timezondAREA] [CITY] Configure time zone Configure
r;zglrl]e[lp\ltj?\/ﬂné:lz[g]mute [ hour | day | month Configure NTP client sync Configure
ntp client timeservet [SERVER_IP/URL] [Configure NTP client time server Configure
ntp clienttimeserveR [SERVER_IP/URL] [Configure NTP client time sernr Configure
ntp time update Configure NTP time update Configure
show clock time Show time Configure
show clock timezone Show timezone Configure
show ntp client sync Show sync time Configure
show ntp client timeservdr Show NTP servédrconfiguration Configure
show ntp client timeserve Show NTP serv@configuration Configure
no clock timezone Remove timezone Configure
no ntp client sync Remove NTP sync time Configure
no ntp client timeservet Remove NTP time servérconfiguration | Configure
no ntp client timeservez Remove NTP time serv2rconfiguration | Configure
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3.3.8 PTP Group
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Command ‘ Explanation Mode
ptp announce interval-1 to 7] S)?;rz;spezn:é;izc ?éntf?;ageggt%ﬂllslllss Configure
ptp announce timeouf2-255 Set PTP announce timeout Configure
ptp disable Disable PTP Configure
ptp domain[0-127] Set PTP domain number Configure
ptp enable Enable PTP Configure
ptp mode[m(master) | s(slave)] Set PTP mode
ptp period[0-20] Set PTP timeout periods Configure
ptp priority1[0-24§ Set PTP priorityl Configure
ptp priority2 [0-24§] Set PTP priori& Configure
o sy mervel 7107
show ptp announce interval Display PTP announce interval Configure
show ptp announce timeout Display PTP announce timeout Configure
show ptp clock Display PTByncinformation Configure
show ptp domain Display PTP domain number Configure
show ptp enable Display PTBtatus Configure
showptp mode Display PTP mode Configure
show ptp period Display PTP timeout periods Configure
show ptp priorityl Display PTP priorityl Configure
show ptp priority2 Display PTP priorigy Configure
show ptp sync interval Display PTP sync interval Configure
no ptp announce interval Default PTP announce interval Configure
no ptp announce timeout Default PTRnnounce timeout Configure
no ptp domain Default PTP domain number Configure
no ptp mode Default PTP mode Configure
no ptp period Default PTP timeout periods Configure
no ptp priorityl Default PTP priorityl Configure
no ptp priority2 Default PTRriority2 Configure
no ptp sync interval Default PTP sync interval Configure
3.3.9 STP Group

Command ‘ Explanation Mode
spanningtree forwardtime [4-30] Set STP forward time Configure
spanningtree hellotime [1-10] Set STP hello time Configure
spanningtree maxage [640] Set max age Configure
spanningtree mode [rstp] Set STP mode as [RSTP] Configure
F\?Ezmiﬂrse% mst instanc¢1-15] vian Set vlan groujor specificMSTP instance | Configure
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spanningtree mst namgNAME] SetMSThhame Configure
spanningtree mst revision [665535] SetMSTHRevision Configure
spanningtree mst[1-15] priority [0-61440] Setpriority for specificMSTHnstance Configure
spanningtree priority [0-61440] Set STP priority Configure
spanningtree cost [6200000000] Configure STP cost Interface
?;c?rginrl::ag(;:;eejazdrgi?mon-e dge] Configure STP edge Interface
Fp?gztn-ltr(;?tr;i(latilplxrll;;ysi(nat-to-point] Configure STP link type on port Interface
Zggggg&r&e mst]1-15] cost[0- Configure port costor specifictMSTHnstance Interface
spanningtree mst[1-15] port-priority [O- F:onfigure port priorityfor specificMSTP Interface
200000000] instance

spanningtree port-priority [0-240] Configure STP port priority Interface
spanningtree stp disable Disable Spanning Tree Protocol (STP) on | Interface
show spanningdree forwardtime Show STP forward time Configure
show spanningree hellotime Show STRello time Configure
show spannindree maxage Show STP max age Configure
show spanningree mode Show Spanning Tree mode (RSTP or disa| Configure
\s/lrzﬁ]w spanningree mstinstance [115] Show vlan groufor specificMSTP instance | Configure
show spanningree mst name Show MSTP name Configure
show spanningree mst revision Show MSTP revision Configure
show spanningree mst[1-15] priority Show priorityfor specificMSTHnstance Configure
show spannindgree mst[1-15] status Show bridge statufor specificMSTHnstancg Configure
show spanningree priority Show STP priority Configure
show spanningree rstp-status Show Spanning Tree rstp status Configure
show spanningdree cost Show STP cost Interface
showspanningtree edge Show STP auto edge Interface
show spanningree linktype Show STP link type Interface
showspanningtree mst[1-15] cost Showport costfor specificMSTHnstance Interface
showspa_nnlngtree mst[1-15] Showport priority for specificMSTHnstance | Interface
port-priority

show spanningree port-priority Show STP port priority Interface
show spanningree stp Show STP activated status on port Interface
no spanningree forwardtime Remove STP forward time®nfiguration Configure
no spanningree hellotime Remove STP hello time configuration Configure
no spanningiree maxage Remove STP max age configuration Configure
no spanningiree mode Disable STP configuration Configure
no spanningtree priority Remove STP priority configuration Configure
no spanningree cost Remove STP cost configuration Interface
no spanningree edge Remove auto edge configuration Interface
no spanningree linktype Remove link typeonfiguration Interface
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no spanningtree mst[1-15] cost Removeport costfor specifictMSTHnstance | Interface
no spanningtree mst[1-15] port-priority R emoveport priority for specificMSTP Interface
instance

no spanningtree port-priority Remove STP port priority configuration Interface
no spanningree stp Enable STP on port Interface
3.3.10 ERPS Group

Command ‘ Explanation Mode
ethernet redundancy erpsing [1| 2| 3] eq?g;net Ring Protection SwitchigRPS Configure
apschannel [1- 4094] Set APS channel ERPS
disable Disable ERPS function ERPS
enable Enable ERPS function ERPS
erpsring[1]2]3] Change to Other ERPS Ring ERPS
ext-command clear Extended ERPS commaifdlear ERPS
ext-command fs Extended ERPS comman#8orced Switch ERPS
ext-command ms Extended ERPS commanianual Switch ERPS
id [1-239] Set Ring ID ERPS
mel [0- 7] ERPS mel ERPS
revertive Set as revertive mode ERPS
ring-port 0 [1(lan1)- N(lanN)] Mapping ERPS ring portO to switch port| ERPS
ring-port 1 [1(lan1)- N(lanN)] Mapping ERPS ring paiio switch port ERPS
role portO [o(owner) | n(neigh) | i(interconn)Set role on ring port0 ERPS
role portl [o(owner) | n(neigh) | i(interconn)|Set role on ring poft ERPS
timer guard [10- 2000] Set guard timer interval ERPS
timer hold-off [0 - 10000] Set holdoff timer interval ERPS
timer wtr [1 - 12] Set WTR timer interval ERPS
type [m(major-ring) | s(subring)] Set type as MajeRing or SuiRing ERPS
virtual-channel majoring channeld [1-4094|Set virtual channel for ERPS Ring ERPS
virtual-channel sukring set Set virtual channel for ERPS Singy ERPS
show config Displays ERPS configuration ERPS
show port status Displays ERPS ring port status ERPS
show status Displays ERPS status ERPS
no apschannel Default ERPS agfannel ERPS
no id Default Ring ID as default ERPS
no revertive Default modenon-revertive ERPS
no ringport 0 Default ring portO as lanl ERPS
no ringport 1 Default ring port as lar? ERPS
no role port0 Default role of ring portO as none ERPS
no role portl Default role of ring pott as none ERPS
no timerguard Defaultguard timer ERPS
no timer hold-off Default holdoff timer ERPS
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no timerwtr Default wtr timer ERPS
no type Default ring type as MajeRing ERPS
no virtual-channel majoiring channeld Dgfalult virtual channel as ERPS Major ERPS
Ring's apghannel
no virtuakchannel sulring set Default virtual channel for ERPS Sy ERPS
as None
3.3.11 MRP Group
Command ‘ Explanation Mode
ethernetredundancy mrp instanemode [L] |Media Redundancy Protoc(MRP mode | Configure
advancedmode[enable | disable] Enable/Disable MRP Advanced Mode MRP
domainid [DOMAIN_ID] _Set M_RP Domayrml, the format is 16 byte MRP
in decimal notaion
name [DOMAIN_NAME] Set MRP Domain Name MRP
operation[enable | disable] Enable/Disable MRP Protocol MRP
port 1[1(lanl)- N(lanN)] Set MRP ringort 1 ID MRP
port 2[1(lanl)- N(lanN)] Set MRP ringort 21D MRP
recoverydelay [500 | 200] Set MRP Recovery Delanit: ms) MRP
. Set MRP Rol® MRM(manager) or
role [m(manager) | c(client) MRC(client) MRP
show advancedanode Display MRP Advancedode MRP
show config Display MRPomainConfig MRP
show domainid Display MRPomainID MRP
show name Display MRPomainName MRP
show operation Display MR®yperation Satus MRP
show port[1] 2] Display MRP rinrgort[1| 2] ID MRP
show recovenydelay Display MRP Recovery Delay MRP
show role Display MRPomainExpectedRole MRP
show summary Display MRPomain Summary MRP
no domainid DefaultMRP Domain ID MRP
no name Clear MRP Domain Name MRP
no port[1| 2] Default MRP ringort [1 | 2] ID MRP
no recoverydelay Default MRP Recovery Delay MRP
no role Default MRP Domain role MRP
3.3.12 SNMP Group
Command ‘ Explanation Mode
snmp servecommunity ro [COMMUNITY] Setvl, V.ZC snmp server readly Configure
community
snmp server community rw [COMMUNITY]Set vi, V.ZC snmp server readite Configure
community
snmp server enable Enable snmp server Configure
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snmp server enablel-v2conly Enable snmp v1 and v2c Configure
snmp server enable3-only Enable snmp v3 command only Configure
snmp server v3 auth admin [md5| sha] . L ,
[PASSWORD] Set SNMPv3 admin authentication type | Configure
snmp server v3 auth user [md5| sha] o ,
[PASSWORD] Set SNMPv3 user authentication type | Configure
snmp server v3 encryption admin [des| aes , : ,
[PASSWORD] Set SNMPv3 admin encryption type Configure
snmp server v3 encryption user [des| aes] . ,
[PASSWORD] Set SNMPvV3 user encryption type Configure
Z?S]p server v3 level admin [auth| noauth| Set SNMPv3 admin security level Configure
Z?S]p server v3 level user [auth| noauth| Set SNMPvV3 user security level Configure
snmp trap community [COMMUNITY] Set vl, v2c snmp tragpmmunity Configure
snmp trap host [TRAP_HOST_IP] Set snmp trap host IP address Configure
snmp trap hos2 [TRAP_HOST _IP] Set snmp trap hos2 IP address Configure
snmp trap inform retry [1100] Set snmp inform retry times Configure
snmp trapinform timeout [1-300] Set snmp inform timeout Configure
snmp trap v3 auth [sha] md5] [PASSWOR[Z(?{;SNMPV"3 authentication type: mds ¢ Configure
snmp trap v3 encryption [des| aes] . . ,
[PASSWORD] Set SNMPv3 encryption type: des or ae{ Configure
snmptrap v3 engineD [ENGINE_ID] Set snmp trap engine ID Configure
snmp trap v3 level [auth| noauth| priv] Set SNMPvV3 trap security level Configure
snmp trap v3 user [USER_ID] Set SNMPv3 trap user Configure
snmp trap version [1] 2c trap| 2c inform| 3 . .
trap| 3 inform] Set snmp trap version and type Configure
show snmp server Display snmp server status Configure
show snmp server community ro Display snmp server read only commun| Configure
show snmp server community rw Display snmp servavritable community | Configure
show snmp server v3 auth admin Display SNMPv3 admin authentication Configure
type and passphrase
show snmp server v3 auth user Display SNMPv3 user authentication ty Configure
and passphrase
show snmp server v8ncryption admin Display SNMPv3 admin encryption type Configure
and passphrase
show snmp server v3 encryption user Display SNMPVv3 user encryption type 3 Configure
passphrase
show snmp server v3 level admin Display SNMPv3 admin security level | Configure
show snmp server v3 level user Display SNMPv3 user security level Configure
show snmp trap community Display snmp trap community Configure
show snmp trap hodt Display snmp trap hodt Configure
show snmp trap ho& Display snmp trap ho& Configure
show snmp trap inform retry Display snmp inform retry times Configure
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show snmp trap inform timeout Display snmp inform timeout Configure
show snmp trap v3 auth Display SNMPv3 authentication type an Configure
passphrase
show snmp trap v&ncryption Display SNMPv3 encryption type and Configure
passphrase
show snmp trap v3 engird Display snmp trap engine ID Configure
show snmp trap v3 level Display SNMPv3 trap security level Configure
show snmp trap v3 user Display SNMPv3 trap user Configure
show snmp trap version Display snmp trap version and type Configure
no snmp server Disable snmp server Configure
Nno snmp server community ro Default recommunity name Configure
Nno snmp server community rw Default rvcommunity name Configure
no snmp server v3 auth admin BE?UH SNMPv3 admin authentication Configure
no snmp server v3 auth user Default SNMPv3 user authentication tyg Configure
no snmp server v3 encryption admin Default SNMPv3 admin encryption type| Configure
no snmp server v3 encryption user Default SNMPv3 user encryption type | Configure
no snmp server v3 level admin Default SNMPv3 admin security level | Configure
no snmp server v3 level user Default SNMPv3 user security level Configure
no snmptrap community Default snmp trap community Configure
no snmp trap host Default snmp trap host Configure
no snmp trap host Default snmp trap hos? Configure
no snmp trap inform retry Default snmp inform retry times Configure
no snmp trapnform timeout Default snmp inform timeout Configure
no snmp trap v3 auth Default SNMPv3 authentication type an Configure
passphrase
no snmp trap v3 encryption Default SNMPv3 encryption type and Configure
passphrase
no snmp trap v3 engintd Default snmp trap engine ID Configure
no snmp trap v3 level Default SNMPv3 trap security level Configure
no snmp trap v3 user Default SNMPv3 trap user Configure
no snmp trap version Default snmp trap version Configure
3.3.13 DHCP Group
Command ‘ Explanation Mode
boot host dhcp Directs the system to get an IP addres| Configure
dhcp relay information option Set DHCleelay option Configure
dhcp relay server [server_number4] .
Set DHClelay server [4] IP Configure
[server_IP]
dhcp relayuntrust Set DHClelay untrusted port Interface
dhcp server binding [bind_ID:-B2] [MAC] |Set binding IP and MAC of DHCP Configure
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[IP_TO_BIND]
dhcp server defaulgateway [IP_ADDR] Set defauligateway IP for DHCP client| Configure
dhcp serveincludedaddress [START_OF _IF . _ _
Set IP range for its client Configure
[END_OF _IP]
dhcp server leaséime [60-2592000] Set DHCP server lease time Configure
dhcp server namaerver [IP_ADDR] Set nameserver address for DHCP clig Configure
dhcpservice relay enable Enable DHCP relay Configure
dhcp service server enable Enable DHCP server Configure
show boot host dhcp Display DHCP client state Configure
show dhcp relay information option Display DHCP relay option Configure
show dhcp relagerver [server_number:-4] |Display DHCP relay address Configure
show dhcp relay untrust Display DHCP untrusted port status | Interface
show dhcp server binding Display all DHCP bounding entries Configure
show dhcp server defauljateway Display DHC#&efault-gateway IP Configure
show dhcp server includeaddress Display DHCP included IP range Configure
show dhcp server lease Display DHCP lease entries Configure
show dhcp server leadme Display DHCP server lease time Configure
show dhcpserver nameserver Display DHCP nanserver Configure
show dhcp server status Display DHCP server status Configure
show dhcp service relay Display DHCP relay agent status Configure
show dhcp service server Display DHCP server status Configure
no boot host dhcp Disable DHCP client Configure
no dhcp relay information option Disable DHCP relay option Configure
no dhcp relay server [server_number4]l Remove DHCP relay servedP Configure
no dhcp relay untrust Default port as trusted Interface
no dhcp server binding [bind_ID:3P] Remove DHCP bounding IP and MAC| Configure
no dhcp server defauljateway Remove DHCP defagateway IP Configure
no dhcp server includedddress Remove DHCP included IP range Configure
no dhcp serveleasetime Remove DHCP lease time Configure
no dhcp server namserver Remove DHCP nanserver Configure
no dhcp service relay Disable DHCP relay Configure
no dhcp service server Disable DHCP server Configure
3.3.14 Industrial Protocols Group
Command ‘ Explanation Mode
ethernetip enable EnableBherNet/IP Protocol Configure
modbus tcpenable EnableModbudTCP Protocol Configure
profinet enable EnablePROFINET Protocol Configure
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show ethernetip ShowBEherNet/IPstatus Configure
show modbus tcp ShowModbudTCPstatus Configure
show profinet ShowPROFINEStatus Configure
no ethernetip Disable EherNet/IP Protocol Configure
no modbus tcp Disable MdbudTCP Protocol Configure
no profinet DisablePROFINEHrotocol Configure
3.3.15 UPNP Group
Command ‘ Explanation Mode
upnp advertisement interval [3086400] |Set UPnP advertisement interval Configure
upnp enable Enable Universal Plug and Play (UPnP) | Configure
show upnp Display Universal Plug and Play (UPnP) st| Configure
show upnpadvertisement interval Display UPnP advertisement interval Configure
no upnp Disable Universal Plug and Play (UPnP) | Configure
no upnp advertisement interval Default UPnP advertisement interval Configure
3.3.16 Port Group
Command ‘ Explanation Mode
eeeport-enable 802.3az (EEprt enable Interface
flowcontrol [on | off] Configure port's floncontrol to response a pause Interface
frame
name [PORT_NAME] Set interface name Interface
shutdown Disable port Interface
speed_duplex [10 | 100] [full half]|Configure port's speed and duplex Interface
show interface all link summary |To display interface link status globally Configure
show administrate To display port's admin state Interface
show eee porall Display EEE pedl status Configure
show eeeinfo DisplayPort EEE statistic information Interface
show flowcontrol Display port's flowcontrol state Interface
show link duplex To display port's duplex Interface
show link rx To display port's Rx_Bytes Interface
show linkspeed To display port's speed Interface
show link state To display port's link state Interface
show link summary To display port's link summary Interface
show link tx To display port's Tx_Bytes Interface
show name To display port's name Interface
show speed_duplex To display port's speed and duplex Interface
show transceiver Transceiver information Interface
no eee portenable 802.3az (EEpprt disable Interface
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no flowcontrol Default flowrcontrol as Auto mode Interface
no name Remove port's name Interface
no shutdown Enable port Interface
no speed_duplex Default port speeetluplex as Auto mode Interface
3.3.17 PoE Group (PoE Model Only)

Command ‘ Explanation Mode
power inline budgef1-240] Power PoE budget Configure
L2 6 BWI Ay O2YFRS RA a|Disable PoE on port Interface
L2 6 SNJ A y-O2y BA ¥2 8% | |[Enable PoE on port Interface
L322 6 SNJ Ay-O2y BA ¥2 RS N|Force PoE powered on port Interface
power inline priority [13] Set. PoE po.rt priority on part Interface

1:high, 2:middle, 3:low
keepalive enable Enable PoE keepalive Interface
keepalive holetime Configure PoE keepalive power cycle nterface
hold-time
keepalive ip Configure IP for PoE keepalive Interface
keepalive time Configure PoEeepalive cycle time Interface
schedule enable Enable one port PoE schedule Interface
schedule [Sunda$aturday] opertime Configure PoE schedule open time on one nterface
[time] day
show power inline budget Display PoE power budget Configure
showpower inline detadcode Dlsplfay PoE statlmde,NB ¥ SRE Debug Interface
Codée for moreexplanation
show power inlineoperation Display All PoE ports operation status Configure
show power inlinestatus Display All PoE ports detail status Configure
show power inline status Display PoE statuer specific port Interface
show power inline temperature Display temperature of PoE controller Configure
show keepalive table Display All PoE keepalive info Configure
show power inline status Display PoE status Interface
showkeepalive Show PoE keepalive status Interface
show keepalive holdime Show PoE keepalive helitne Interface
show keepalive ip Show IP for PoE keepalive Interface
show keepalive time Show PoE keepalive cycle time Interface
show schedule DisableUniversal Plug and Play (UPnP) Interface
show schedule [Sund&yaturday] _
. Show open time of POE schedule on one ¢ Interface
opentime
show schedule table Show one port PoE schedule table Interface
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no power inline budget Default PoE power budget Configure
y2 L2¢SN ORYRWKS Y 2|Default PoE powered config on port Interface
no power inline priority Disable PoE port priority on port Interface
no keepalive Disable PoE keepalive Interface
no keepalive holdime Default POE keepalive poweycle holdtime | Interface
no keepalive ip Remove IP for PoE keepalive Interface
no keepalive time Remove PoE keepalive cycle time Interface
no schedule Remove one port PoE schedule Interface
no schedule [Sunda8aturday] operiime |[Remove PoEchedule on one day Interface
3.3.18 IGMP Snooping Group

Command ‘ Explanation Mode
igmp snooping enable Enable IGMP snooping Configure
igmp snooping lastnember count [210] St IGMP lastmembercount Configure
igmp snooping lastmember interval [125] St IGMP lasimemberinterval Configure
igmp snooping querier enable Enable IGMP snooping querier Configure
igmp snooping query interval {3600] St IGMP query interval Configure
igmp snooping query mavespondtime [1-12] |Set IGMPmaxquery-respond time Configure
igmp snooping queryersion [VLAN_ID] Add IGMP query version entry by VLA Configure
[STATE:0|1] [VERSION:1]2|3] ID. STATE 0: disable; STATE 1: enablg
igmp snoopingouter-port [PORT_LIST] Set router port list fomulticast Configure
igmp snoopinginknowntmulticast [f|d|r] Set unknownAmulticast action Configure
show igmp snooping all Display IGMP settings (summary) Configure
show igmp snooping mdb Display IGMP multicast database Configure
show igmpsnoopingquery-version Display IGMP Query version by VLAN | Configure
show igmp snooping routguort Display IGMP router port list Configure
show igmp snooping unknowmulticast Display unknowsmulticast action Configure
no igmp snooping DisablelGMP snooping Configure
no igmp snooping lasnember count Default IGMP Laslember-Count Configure
no igmp snooping lashember interval Default IGMP Laslember-Interval Configure
no igmp snooping querier Disable IGMP querier Configure
no igmpsnooping query interval Default IGMP query interval Configure
no igmp snooping query marspondtime Default IGMP maxespondtime Configure
no igmp snooping routeport Default IGMP router port Configure
no igmp snoopinginknownmulticast Default unknowAmulticast action Configure
3.3.19 VLAN Group

Command ‘ Explanation Mode
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managememtvian [VLAN_ID:-2094] Configure management vian 1D Configure
provider ethertype [VALUE_IN_HEX (i.e., |Setup EtherType inBAG fomprovider Configure
0x88A8)] port
member [untag PORT_LIST] [tag PORT_LI{Set VLAN member VLAN
name [VLAN_NAME] Set VLAN Name VLAN
switchport accept [tagged | untagged] Set VLAN acceptance of frame Interface
switchport mode [d(dotleunnel)] Configure port type as dotttyunnel, nterface
c(customer)| p(provider)| s(specifiprovider)] |Customer, or Service Provider
switchport pvid [PVID:-2094] Set port VLANd Interface
show managemenvlan Display management vlan ID Configure
showprovider ethertype Display Service Provider EtherType | Configure
show vlan global Display VLAN Global information Configure
show member Display port VLAN member VLAN
show name Displaty VLAN name VLAN
show switchport accept Display acceptance of VLAEmMe Interface
show switchport mode Display VLAN interface port type Interface
show switchport pvid Display port VLAN Interface
no managemenwlan Set management vian to default Configure
, Default EtherType as 0x88A83TAG fo .
no provider ethertype _ Configure
provider port

no member Default VLAN member VLAN
no name Default VLAN name VLAN
no switchport accept Default acceptance of VLAN frame Interface
no switchport mode Default port type as Customer Interface
no switchport pvid Default port VLANd Interface
3.3.20 QoS Group

Command Explanation Mode
qos fairqueue weight [WOJ [W1] (W2 Set WRR Queue Weight Configure
[W3] [W4] [W5] [W6] [W7]
gos map cos [priority:J] to tx-queue _ o _
[0-7] Set Cos queue mapping of priority- 7D Configure
gos map dscp [83] to txqueue [07] |Set DSCP mapping queue Configure
gos queueschedule [strict | wrr] Set QoS scheduling type Configure
gos default cos [{] Set Default Class of Service (COS) value Interface
gos trust [cos | dscp] Settrust of cos or dscp Interface
show qos faiqueue weight Display WRR Queue Weight Configure
show gos map cos Display global QoS queue mapping status Configure
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show qos map cos {0] Display QoS queue mapping status of Priority Configure
[0-7]
showqos map dscp Display global DSCP queue mapping status | Configure
show qos map dscp {63] Display DSCP queue mapping status of claé8]| Configure
show gos queueschedule Display queue scheduling type Configure
show gos default cos Display Co8efault value Interface
show gos trust Display QoS trust Interface
no gos fairqueue weight Default WRR Queue Weight Configure
Nno qos map cos [J] Reset Cos queue mapping of priorityqp Configure
no qos map dscp {63] Reset DSCP mapping queual&dault Configure
no qos queueschedule Default scheduling type as WRR Configure
no gos default cos Reset default CoS to initial value Interface
no qos trust Default trust as CoS Interface
3.3.21 Port Trunk Group
Command ‘ Explanation Mode
trunk group[1-8] [static | lacp] INTERFACES_L|Configure port aggregation group | Configure
show trunk group Show all trunk groups Configure
show trunk group [18] Show trunk group [8] Configure
no trunk group [18] Remove trunk group [8] Configure
3.3.22 Storm  Control Group
Command Explanation Mode
storm-control broadcast enable Enable the broadcast storm control Configure
storm-control broadcast level [low | mid | .
highl Set the broadcast storm control level | Configure
storm-control multicast enable Enable the multicast storm control Configure
storm-control multicast level [low | mid | . _
Set the multicast storm control level Configure

high]

storm-control unknownunicast enable

Enable the unknowsuinicast storm contrg

Configure

storm-control unknownunicast level [low |

Set the unknowrunicast storm control

. . Configure
mid | high] level
show stormcontrol broadcast Display the broadcast storm control stat| Configure
show stormcontrol broadcast level Display the broadcast storoontrol level | Configure
show stormcontrol multicast Display the multicast storm control staty Configure
show stormcontrol multicast level Display the multicast storm control level| Configure

i Display theunknowntunicast storm _
show stormcontrol unknownrunicast Configure
control status
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) Display the unknowsunicast storm _
show stormcontrol unknownunicast level Configure
control level
no stormcontrol broadcast Disable the broadcast storm control Configure
Default the broadcast storm control to _
no stormcontrol broadcast level . Configure
level high
no stormcontrol multicast Disable the multicast storm control Configure
) Default the multicast storm control to _
no stormcontrol multicast level . Configure
level high
, Disable the unknowsunicast storm _
no storm-control unknownunicast Configure
control
_ Default the unknowrunicast storm _
no stormcontrol unknownunicast level , Configure
control to level high
3.3.23 802.1X Group
Command ‘ Explanation Mode
. i Set 802.1X authentication server 1 or 2 _
dotlxauthentication server [1|2] ip [IP] Configure
address
o Set 802.1X authentication server 1 or 2 _
dotlx authentication server [1|2] port [POR . Configure
por
dotlx authentication server [1]|2] sharkey |Set802.1X authentication server 1 or 2 _
Configure
[KEY] sharekey
dotlx authentication server type o _
_ Set 802.1X authentication server type | Configure
[local|radius]
dotlx enable Enable 802.1X protocol Configure
dotlx localdb [USER] [PASSWORD)] Set 802.1X locaiser database Configure
dotlx authenticator enable Set 802.1X authenticator Interface
Set 802.1X mode as 1. MAGsed,
dotlx mode [mas¢based | portbased] Interface
2.Portbased
dotlx reauthentication enable Set 802.1X reauthentication Interface
dotlx reauthentication period [6865535] Set 802.1X reauthentication period Interface
show dot1x Display 802.1X protocol state Configure
L . |Display 802.1X authentication server 1 _
show dotlx authentication server [1|2] ip Configure
address
. Display 802.1X authentication server 1 ¢ _
show dotlx authentication server [1|2] port . Configure
por
show dotlx authentication server [1|2] Display 802.1X authentication server 1 ¢ Coni
onrigure
sharekey key ’
show dotlx authentication server type Displgy 802.1X authentication server typ| Configure
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show dot1x brief Display 802.1X information Configure
show dotx locatlb Display 802.1X users and password in Configure
database
show dotl1x server brief Display 802.1X RADIUS server Configure
showdotlx authenticator Display 802.1X authenticator state Interface
show dotlx mode Display 802.1X mode config Interface
show dotlx reauthentication Display 802.1X reauthentication state | Interface
show dotl1x reauthentication period i)elip)lay 802. 1xeauthentication period (i Interface
no dotlx Disable 802.1X protocol Configure
no dotlx authentication server [1|2] ip Default 802.1X authentication server 1 ¢ Configure
2 address
no dotlx authentication server [1|2] port Default 802. Lauthentication server 1 or Configure
2 port
no dotlx authentication server [1|2] Default 802.1X authentication server 1 ¢ Configure
sharekey 2 sharekey
no dotlx authentication server type Default 802.1X authentication server tyg Configure
no dotlx localdb [USER] Remove an entry in 802.1X local databg Configure
no dotlx authenticator Disable 802.1X authenticator Interface
no dotlx mode Default 802.1X mode as MAfased Interface
no dotlx reauthentication Disable 802.1X reauthentication Interface
no dotlx reauthentication period Default 802.1X reauthentication period | Interface

3.3.24 Port Mirror Group

Command ‘ Explanation Mode
mirror destination [DEST_PORT] Set mirror interface of destination Configure
mirror enable Enable port mirror Configure
mirror source [rx | tx | both] [PORT _LISTSet mirror interface of source Configure
show mirror Show port mirror enable/disable state Configure
show mirror destination Show port mirror destination configuration | Configure
show mirrorsource Show port mirror source configuration Configure
no mirror Disable port mirror Configure
no mirror destination Delete port mirror Destination configuratior Configure
no mirror source Delete port mirror Source configuration Configure

3.3.25 Remote SPAN Group

Command Explanation

rspandestinationDEST_PORT] Set remote SPAN interface of destination Configure
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rspanmodesourceenable Enable remote SPAN of source Configure
rspanmodedestination enable Enable remote SPAN déstination Configure
rspanreflector REFLECTOR_PORT|Set remote SPAN interface of reflector Configure
Set remote SPAN monitor traffic and interface _
rspan source [rx | tx] [PORT Configure
source

rspanvianid [2 - 1001, 1006 4094] |Setremote SPAN VLAN Configure
show rspan Show remote SPAN enable/disable state Configure
show rspan destination Show remote SPAN destination configuration | Configure
show rspan reflector Show remote SPAN reflector configuration Configure
show rsparsource Show remote SPAN source configuration Configure
show rspan vland Show remote SPAN VLAdconfiguration Configure
no rspan Disable remote SPAN Configure
no rspandestination Delete remote SPAN destination configuration| Configure
no rsparnreflector Delete remote SPAN reflector configuration Configure
no rspansource Delete remote SPAN source configuration Configure
no rsparvian-id Delete remote SPAN VLA# configuration Configure
3.3.26 LLDP Group

Command Explanation Mode
lldp enable Enable LLDP protocol Configure
lIdp timer [5-32767] Set LLDP timer Configure
show lldp neighbor Display LLDP neighbor Configure
show lldp neighbor detalil Display LLDP neighbors in detall Configure
show lldp state Display LLDP status Configure
showlldp timer Display LLDP timer Configure
no lldp Disable LLDP protocol Configure
no lldp timer Default LLDP timer Configure
3.3.27 Syslog Group

Command Explanation Mode
syslog local enable Enable logging to local Configure
syslog log clear Clear syslog log Configure
syslog remote enable Enable logging to remote Configure
syslog remote port [PORT] Set syslog remote server port Configure
syslog remote server [ADDRESS] Set syslog remote server address Configure
syslog usb enable Enable log to US@evice Configure
show syslog local Display local logging state Configure
show syslog log Display syslog messages Configure
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show syslog remote Display remote logging state Configure
show syslog remote port Display remote server port Configure
showsyslog remote server Display remote server IP Configure
show syslog usb Display USB logging state Configure
no syslog local Disable logging to local Configure
no syslog remote Disable logging to remote Configure
no syslog remote port Defaultsyslog remote server port Configure
no syslog remote server Clear syslog remote server address Configure
no syslog usb Disable logging to USB Configure
3.3.28 SMTP Group
Command ‘ Explanation Mode

smtp authentication enable Enable SMTRuthentication Configure
smtp authentication password [PASSWORLC|Set SMTP password Configure
smtp authentication username [USER_NAMSet SMTP username Configure
smtp enable Enable SMTP Configure
smtp receive [#4] [RECEIVER_ADDRESS] |Set SMTlreceiver [14] address Configure
smtp sender [SMTP_SENDER_ADDRESS] |Set SMTP sender Configure
smtp server address [SMTP_SERVER_ADLSet SMTP server address Configure
smtp server port [SMTP_SERVER_PORT] |Set SMTP server port Configure
smtpsubject [SUBJECT] Set SMTP subject Configure
show smtp authentication state Display SMTP authentication status | Configure
show smtp authentication username Display SMTP user name Configure
show smtp receive 4] Display SMTP receiver-41 Configure
show smtp sender Display SMTP sender Configure
show smtp server address Display SMTP server address Configure
show smtp server port Display SMTP server port Configure
show smtp state Display SMTP service Configure
show smtp subject Display SMTP subject Configure
no smtp authentication Disable SMTP authentication Configure
no smtp authentication password Clear SMTP password Configure
no smtp authentication username Clear SMTP user name Configure
no smtp Disable SMTP Configure
no smtp receive [4] Clear SMTP receiver-f] Configure
no smtp sender Clear SMTP sender Configure
no smtp server address Clear SMTP server Configure
no smtp server port Clear SMTP server port Configure
no smtp subject Clear SMTBubject Configure
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3.3.29 Event Group
Command ‘ Explanation Mode
event a .
larmddm [lanXlanY] fcurrent | Register a DDM event of current, Rx ,
rX_power | temperature | tx_power | Configure
power, temperature, Tx power, or voltag
voltage]
event alarmdigitakinput [high | low] Register an event of digitahput Configure
event alarm interface [landanN] down Register an event of Interface DOWN | Configure
event alarm [powerl|power2] Register an event of power 1 or 2 failurg Configure
event smtpauth-failure Register an event of authentication failu| Configure
event smtp colestart Register an event of colstart Configure
events .
mtpddm [lanxlany] [current | Register a DDM event of current, Rx ,
rX_power | temperature | tx_power | Configure
power, temperature, Tx power, or voltag
voltage]
event smtpdigitakinput [high | low] Register an event of digitahput Configure
event smtp interface [landanN] down Register an event of Interface DOWN | Configure
event smtp interfacglanl-lanN] up Register an event of Interface UP Configure
event smtp [powerl|power2] Register an event of power 1 or 2 failurg Configure
event smtp warmastart Register an event of wanstart Configure
event snmptrap autHailure Register an event of dloentication failure| Configure
event snmptrap colestart Register an event of colstart Configure
ventsnmptr m [lanX .
eventsnmptrapddm flanxlan¥] [current | Register a DDM event of current, Rx ,
rx_power | temperature | tx_power | Configure
power, temperature, Tpower, or voltage
voltage]
event snmptrapdigitakinput [high | low] Register an event of digitahput Configure
event snmptrap interface [lanlanN] down |Register an event of Interface DOWN | Configure
event snmptrap interface [lanlanN] up Register an event of Interface UP Configure
event snmptrap [powerl|power2] Register an event of power 1 or 2 failurg Configure
event snmptrap warrstart Register an event of wanrstart Configure
event syslog autffailure Register an event of authentidah failure | Configure
event syslog coldtart Register an event of colstart Configure
ven I m [lanXl .
eventsyslogddm [lanXlan¥] [current | Register a DDM event of current, Rx ,
rx_power | temperature | tx_power | Configure
power, temperature, Tx power, aoltage
voltage]
event syslogligitakinput [high | low] Register an event of digitahput Configure
event syslog interface [larlanN] down Register an event of Interface DOWN | Configure
event syslog interface [larlanN] up Register an event dhterface UP Configure
event syslog [powerl|power2] Register an event of power 1 or 2 failurg Configure
event syslog warnstart Register an event of wanrstart Configure
showevent alarmddm [lanXlanY] [current | | ..
Display current, Rx power, temperature, ,
rx_power | temperature | tx_power | . : Configure
Tx power, or voltage event registration
voltage]
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show event alarm digitahput Display digitalnput event registration Configure
show evem alarm interface [landanN] down Display interface DOWN event registrati Configure
show event alarm [powerl|power2] Display power 1 or 2 event registration | Configure
, Display authentication failure event _
show event smtp autiailure _ ) Configure
registration
show event smtp cokdtart Display colestart event registration Configure
showeventsmtpddm [lanXlanY] [current | |..
Display current, Rx power, temperature, .
rx_power | temperature | tx_power | : . Configure
Tx power, or voltagevent registration
voltage]
show event smtyligitatinput Display digitalnput event registration Configure
show event smtp interface [lanrtanN] down |Display interface DOWN event registrati Configure
show event smtp interface [lartanN] up Display interface UP event registration | Configure
show event smtp [powerl|power2] Display power 1 or 2 event registration | Configure
show event smtp warnstart Display warrsstart event registration Configure
) Display authatication failure event ,
show event snmptrap autfailure _ ) Configure
registration
show event snmptrap coldtart Display colestart event registration Configure
showeventsnmptr m [lanXlanY ,
oweventsnmptrapddm [lanxlanY] Display current, Rx powelemperature, ,
[current | rx_power | temperature | . . Configure
Tx power, or voltage event registration
tx_power | voltage]
show event snmptrapligitakinput Display digitalnput event registration Configure
show event snmptrap interface [lad&nN] _ _ . .
Display interface DOWN event registrat| Configure
down
show event snmptrap interface [ladanN] ugDisplay interface UP event registration | Configure
show event snmptrap [powerl|power2] Display power 1 or 2 event registration | Configure
show event snmptrap warrstart Display warrsstart eventregistration Configure
. Display authentication failure event _
show event syslog autfailure _ _ Configure
registration
show event syslog colstart Display colestart event registration Configure
showeventsyslogddm [lanXlanY] [current | | ..
yslogddm [ I | Display current, Rx power, temperature, _
rx_power | temperature | tx_power | . . Configure
Tx power, or voltage event registration
voltage]
show event syslodigitakinput Display digitalnput event registration Configure
show event syslog interfag&nl-lanN] down|Display interface DOWN event registrati Configure
show event syslog interface [la#dnN] up  |Display interface UP event registration | Configure
show event syslog [powerl|power2] Display power 1 or 2 event registration | Configure
show event syslog warnstart Display warrsstart event registration Configure

no event alarmddm [lanXlanY] [current |
rx_power | temperature | tx_power |

voltage]

Unregister a DDM event of current, Rx

power, temperature, Tx power, or voltag

Configure
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no event alarndigitatinput Unregister an event of digitahput Configure
no event alarm interface [lartanN] down [Unregister an event of Interface DOWN| Configure
no event alarm [powerl|power2] Unregister an event of power 1 orf&ilure| Configure
, Unregister an event of authentication _
no event smtp autkailure ) Configure
failure
no event smtp colestart Unregister an event of colstart Configure
no ev .
o eventsmtpddm [lanXlany] [current | Unregister a DDM event of current, Rx ,
rx_power | temperature | tx_power | Configure

voltage]

power, temperature, Tx power, or voltag

no eventsmtpdigitakinput Unregister an event of digitahput Configure

no event smtp interface [lanfanN] down  [Unregister an event dhterface DOWN | Configure

no event smtp interface [larfanN] up Unregister an event of Interface UP Configure

no event smtp [powerl|power2] Unregister an event of power 1 or 2 faily Configure

no event smtp warnstart Unregister an event affarm-start Configure
, Unregister an event of authentication ,

no event snmptrap auttiailure ) Configure

failure

no event snmptrap coldtart Unregister an event of colstart Configure

no eventsnmptrapddm [lanXlanY] [current |Unregister a DDM event of current, Rx _

rx_power | temperature | tx_power | Configure

voltage]

power, temperature, Tx power, or voltag

no eventsnmptrapdigitatinput Unregister an event of digitahput Configure

no event snmptrap interface [lantanN] _ .
Unregister an event of Interface DOWN | Configure

down

no event snmptrap interface [lastanN] up [Unregister an event of Interface UP Configure

no event snmptrap [powerl|power2] Unregister an event of power 1 or 2 faily Configure

no event snmptrapvarm-start Unregister an event of warrstart Configure

_ Unregister an event of authentication _

no event syslog autfailure ) Configure
failure

no event syslog coldtart Unregister an event of colstart Configure

no eventsyslogddm [lanXlanY][current |
rx_power | temperature | tx_power |
voltage]

Unregister a DDM event of current, Rx
power, temperature, Tx power, or voltag

Configure

no eventsyslogdigitatinput Unregister an event of digitahput Configure
no event syslogterface [lantlanN] down [Unregister an event of Interface DOWN| Configure
no event syslog interface [ladanN] up Unregister an event of Interface UP Configure

no event syslog [powerl|power2]

Unregister an event of power 1 or 2 faily

Configure

no event syslog warrstart Unregister an event of warratart Configure
3.3.30 MAC Address Table Group

Command ‘ Explanation Mode
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. Flush dynamic MAC addresses in MA( _
clear mac addrestable dynamic Configure
table

mac address add [VID:4D94][MAC_ADDR] _
[PORT] Set a MAC address to MAC table Configure
show mac address Display MAC table Configure
no mac address [VID:4094] [MAC_ADDR] |Remove a MAC address from FDB Configure
3.3.31 USB Group

Command ‘ Explanation Mode
usb autebackup Auto save tdJSB if running config is changed | Configure
usb auteload Auto load config from USB to switch Configure
show usb autebackup Display USB auto backup activated status Configure
show usb autdoad Display USB auto load activated status Configure
no usbauto-backup Disable auto save Configure
no usb auteload Disable auto load Configure
3.3.32 File Group

Command Explanation Mode
copy runningconfig startupconfig Save runningonfig to startupconfig Configure
copy runningconfig usb [file] Saverunningconfig to USB Configure
copy startupconfig runningconfig Restore from startugconfig Configure
copy usb firmware [file] Upgrade firmware from USB Configure
copy startupconfig usb [file] Save startugconfig to USB Configure
copy usbstartup-config [file] Restore startugconfig from USB Configure
upload file name [FILE_NAME] Set uploading file name Configure
upload server ip [SERVER_IP] Set uploading server IP Configure
upload tftp Upload and update firmware via TF{ERwer) | Configure
upload wget Upload and update firmware via HTTP (faster| Configure
show upload file name Display uploading file name Configure
show upload server ip Display uploading server IP Configure
no upload file name Default uploading filmame Configure
no upload server ip Clear uploading server IP Configure
3.3.33 Command & Control Node (CCN) Group

Command Explanation Mode
ccn firmwarename [IMAGE_NAME] |Set firmware image name Configure
ccn probe Probe CCMNapable hosts in LAN Configure
ccn upgrade Upgrade CCidapable hosts in LAN Configure
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ccn upgrade exclude [INDEX_LIST] |Upgrade CCidapable hosts except the specifi¢ Configure
ccn upgrade include [INDEX_LIST] |Specify specific Ca@pable hosts to upgrade | Configure
showccn firmwarename Display firmware image name Configure
show ccn hosts Display CClapable hosts Configure
show ccn probe Display probing status Configure
no ccn firmwarename Delete firmware image name Configure
no ccn probe Stop probingCCNcapable hosts in LAN Configure
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4 Access Control List

¢tKS [ O00Saa O2yiaNBt tAad Aa | dFrotS GKIG O2yl
2y I LISNJ LRNI o0l aAao® SWAdZIKSENI Gy d R ROWBRilal SR
Oy &aoOly SAGKSNI &2 dzNIORSR RN 3RSE (G Yy A2 VY I ERIRINES 2
0S ILIX ASR (2 3INRdzLI N¥y3aSa Ay 2yS GlFroftS Sydl

#1 1 EEQABABHO Al 1 0011 1EOO

Switch(config)# acl mac

Usage: acl mac [Index] [drop|permit] [SrcMac|DstMac] [Mac] [Mac_Mask]
<1-128> Index range

Switch(config)# acl ip
Usage: acl ip [Index] [drop|permit] [SrcIp|DstIp] [IP] [IP_Mask]
<1-128> Index range

1 Index

Entry number in the ACL tabl€raffic packet will be checked with the index sequence.
¢ KS NIIWKES R&GDI i pOilc.p
1 Action
Drop: Packetwill bediscarded if it hit the address rule.
Permit: Packetwill beforward edif it hit the address rule.
1 Address Type
Src: Address rule basson the source address
Dst: Address rule base on the destination address
1 Address
MAC address with byte colon format. For example: 00:80:C2:01:23:45
IP Address with decimal dot format. For example: 192.168.1.123
f Address Mask
Bit mask for MAC address with byte colonA binaryl enables the rule, and a binary O
disables it. For example: FF:FF:FF:00:00:00 in the above example, will allow/deny MAC
address that start with 00:80:C2.
Subnet mask for IP address with decimal dot. To decidéyhe of network.
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I AAAOCO AT 106011 TEOO w%gAi Pl A
Admin’s PC .
MAC Address: 68:02:35:FF:AB:01 - Scenario 1
IP Address: 192.168.1.99 Only allow Admin’s PC to access database

EDGE [NETWORKS

i

v

Database

“El:::_
=

Employee

GEMS2-8T+2G/AT

GonfigurePermissiorby MAC Address
L[ 23F3R2WYFYR [AYS LYGSNFIOS o6/ L0 ¢AGK dza SNy
2. /2y FAIdzNB '/ [ N¥zA S F2NJ GKS a!/ ! RRNBaa 2F |
F Of YIO wmydSINOWoip YCNXY! . Yam FFYFFYFFYFFYTFTFY-
b2 iSY (GKS AYRSE L5 A& FTNRBY M (2 MHY

ConfigurePermissiorby IP Address
1. 2IRWYEFYR [AYS LYGSNFIOS o6/[ LU0 ¢AGK dza SNy
08 RSTIl dAf Go
12/2 Yy FA3dzZNBE ! / [ NHzZ ISR¥RWQE KtS/ Lad ! RRAN&™yEI R T
I G\ LIS NM B & & bikpdpmdsidpdp PH p p P i
b2 GSY GKS AYyRSE L5 A& FNRY ™M (2 MHY
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Scenario 2

Meeting Room Deny Visitor’s PC to access database

EDGE [NETWORKS
]

~
Employee

<l

.

v

C
vivy N\

X

Database

GEMS2-8T+2G/AT

For Visitor Use
MAC Address: 68:02:35:FF:CD:01
P Address: 192.168.1.102 "

ConfigureDenyby MAC Address
3.[2TRWYLFYR [AYS LYGSNFIOS 6/[LO gAGK dza SNY I
08 RSTIl dzZ G
4. /2y FAIdzZNF 2IND [ KSHzZa$S / ! RRNBaa 2F xAaAiAdz2Nna t
I Of RNBNW cy VY /&iw pFYROCHFYFFYFFYTFFYTFTF
b2 iSY (GKS AYRSE L5 A& FTNRBY M (2 MHY
ConfigureDenyby IP Address
13 2FRWYLFYR [AYS LYGSNFIFOS 6/ [ LO HRYIKY kdkaREYNG/Y
08 RSTl dzZ G
14 /2y FAIdzZNBE ! /[ NHzA S F2NJ GKS Lt ! RRNBaa 27F =,
I QiR NB NiGpH PMcyPppdMpp PHpp PN
b2 GSY GKS AYyRSE L5 A& FNRY ™M (2 MHY
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5 Cable Diagnostic S

CKAXJd Q2YYlIYR Oly OKSQ@2LIIKREI DIwdmslion 5 R2YI A
NBFt SOG2YSGSNILAE sOk0y RSSAIKSYCR(f 213 8@ 0f S Fl dzf G o0&
NETFyOR Y By BPIAd K (I K2@t Vi SKIfSLILIRE Sy RS jaG/dEBBOof Ay 3 A

~ ~ " pe

$EOPI AU AAAT A AEACT T OOEA

1 Port Selector

{StSO0 GKS BN ydzyYoSNI (2

t 2MIGBKBWBAE oFaSR 2y GKS G2d4Ff LE2NI ydzyo SN
1 Cable status

The status of cable. It contathe number of pairs in the cable and the erronaunt.
Usually there are 4 pair in the GAEcable for Gigabit Ethernet link.

1 Pair status
The status of each pair of po'h { Q ndeansQildasf S A a4 O2yySOGSR (2
statusmeanscable does not connect to any device.

1 Length
The length of each pair of port in meteRlease note the error amount is around 10 meters

due tothe TDR technology. The short cable kbss the error amount might be untastable.
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6 SFTP File Access

{ SOdzNB CAtS ENECYRFSAI y Ne§2d286R (2 SadlofAak |
f SOSt 2F GNIYAFSNI FALS LINRPGSOlGA2Yy ® ¢&LIAOIT T &
O2y FAIdzNI A2y FTAE SO

6.1 Configure SFTP Configuration Upload

(config)# upload server sf

1./ 2y FA3 RF CERRNESNDS NJ

{ A0 OKOAIY2FARE V&I S WS vy LY 6
2./ 2YyFAIAY VIORFdnfd aSNIBISNJI

{ 6A0OKOAIAY2FARI VAT G LI aSNIISNI | O02dzy i { 9w
3./ 2yTFATIAY | O022F A ¢ LI & & M2 SIRJ

{ A G OK oda 3t y2F- ARG vallIi A8 @ SMNBISHIJ 9w+ 9wyt ! { {2 h
4.1 OtArz2y (2 R2 (KS {C¢t dzLJ 2 R

{ A (G OK odg 3t y2F-AR3 val F (0 LJ

6.2 Configure SFTP Configuration Down load

1./ 2y FA3 RF CCRRNBESNIDS NJ
{ o A G OK oQ22LyeF Aafull d+ ® WIP L t 8
2./ 2YyTFAIAAY WIOPRMY § Cct & SNIISNJI
{ oA 0 OKoQ22LyefAGRI by & w{ 9wx9wy! // h! b¢s
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3./ 2yFATIAY UWIOCORHEBNR{ C¢t & SNIISNJI
{ 6 A G0 OKoQO22LyeTLaaTmoal B2 NR o{ 9wx9wyt! { {2 hw58
4./ 2y TFATIAY WIOCORHEBNR { C¢t & SNIISNJ
{ & A OK 0Q22LyeTFAATOG ayLI[ Youd ! a 9
51 0GAz2zy (2RRAVEHMRS (KS¢EGF NI dzLd O2y FAAdzNF GA2Y
{ & A G OK oQ22LyeT AATFFODLD yaF (A AN dzLJ
b2WSHYGSNI O2L (2 GKS &dGF NIdzLd O2y FAAdzNF GA2Yy >
6.! OGA2y (G2 R2 GUKS {C¢t R2gyft2FR G2 GKS ! {. aft
{ 6 A G OK oQ22LyeT AaTFFoil LI | { .
Note: The file system of USB mustBAT32
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7 Firmware Upgrade

7.1 Firmware Upgrade via webserver

¢2 dzZLJANKRBSO 2902y az2f Sy | KARK AWNDBWKBORRBDAIS oS
NB BENJA S @ivmzbi) RSGIF Af a RRFRAKAAY WSR2 RdAAY I (GKS /
b2RS Fdzy OlA2y > YdzZ GALX S RSOAOSEA Ol ¢ deBapdALIT NI R
RSGIAfta 2y //bod

7.2 Firmware Upgrade via CLI

¢2 dzZLJANIKBSL 2Y2RSZI GKSNB I NB o YR{UIK 20RKASY Fe2CE ¢t 2
aSO0GA2yM2 SELE | dely/A NI RA A Y ES WRBKZ RIE B

7.2.1 Firmware Upgrade via CLI o0 TFTP
LEKEASNBE FNB LI FYyyAy3d (2 dzLJANF RS ¢iokS TAASNNMASH
YSSRSR 0ST2NB dzZLJANIRAYyId | 28NBDFVILIR22FFRORF 6§ KB
1.hLISy (GKS ¢Cc¢t {SNISNI I YR 0NPR g asIh& S KIONEDR#E ASE SR
al B8R KS RIAWKZ2 Wi (GIKS RSald2L) /AdeNB yR(I 6§54 N
FTASE R

Current Directory |C:'\L|sels\ sDesktop - Browse
n —
Server interfaces |12?‘.D.D.1 Software L+ a Shove Dir

Tftp Server ] Thtp Clientl DHCP sewer] Syzlog sewer] Log viewerl

peer file start ime | progress

€| 1 | 3

About | Settings | Help |

2.al 1S adaNBE GKS fAy]l 0S06SSy (KS &g Aw20KISI NART &
LAY At KKSRRNB & A (DPRRNEBSa FTNRY (G(KS K2adG G2 OKSO
3.1 &aA IRA NIVKES NB o0RA tASH 8logtERle name [FILE_NAME] 6@ ¢ KS RSTI dz
VI Y8 %acdp| |

4.1 3air3dy GKS ¢C¢t {SNOAXIZLR BRBRNS A AGRSH] D SMID ¢
I RRNBAdal RENB XS BKADKS A2 NilzyyAy3d GKS ¢Ce¢t asSi
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CKS O2YV2ANIRAHBKBNIESY I YS | YR ESGRGPPBENI dZGR | WBER S NI
O2 Yy FA 3 dzNAQRI>F AT ZFieS M BWIF A B 8ANE Y2 RS
LT GKS O2YYlFIYR Aad O2YLI RASH#EG2 Yy FAIdZNBRE K¢

.':l.' —_Dl x
Uzer Access Uerification

Uszername: admin
Password:

Switch> enable
Switch#t configure terminal

Switchi{config#t upload file name WEBFULL—v1.H.H
Set firmware name: 0K

|
Switch{config># upload server ip 192_168_10_88
Set server IP: OK

Switch<config>it

5 {GFNI G2 dzZLJANF RS LISKOSOFEMBIER BESEHE S 0I86¥ adl NI
F23aA3YyIRISELAT & BIESH NMAYSIzi Sa o
User Access Verification

Username: admin
Password:

Switch> enable
Switch#lt configure terminal

Switch{config># upload file name WEBFULL-v1.8.8
Set firmware name: OK

Switch{config># upload server ip 172.168.10.88
Set server IP: OK

Switch{config># upload tftp
CAUTION: DO NOT SHUTDOWN WHEN THE PROCEDURE IS NOT FINISHED
Uploading firmuware via "tftp’

firmvare uploading ...
It may take few seconds or minutes to upload. please wait patiently.

6.! TUSNI dzLJ 2 | RA yASNARKES da & #F RE REFIAS SIaF A OK S A 9%«
FANNVGI NB TFTAL SO ywadND eGRKERYBESINBIRY BR2R/BKYS oW d@ 2 2
FdzG2YFGAOFf & FFASNI GKS FANXSGINB Aa O02YLX S¢S
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-ueri{-‘ying firmware ...
It may take 5 — 6 seconds to complete, please wait patiently.
verified OK!?

decompressing and extracting ...
It may take 18 — 28 seconds to complete, pleaze wait patiently.
decompression OK?

Start Upgrading Kernel ...
Eraszing blocks: 9797 <188:x>
Writing data: 6145k-/Bk (188x:>>
Verifying data: 6145k-/Bk (188:x:>>

Start Upgrading Rootfs ...

libscan: scanning eraseblock 839 — 1088 x complete

uhiformat: 837 eraseblocks have wvalid erase counter, mean value is 58
uhiformat: 1 bad eraseblocks found. numbers: 178

uhiformat: flashing eraseblock 274 — 188 » complete

9 — 1868 » complete eraseblock 838 — 99 » complete

1

finizhed!?

System is going to rehoot ...
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Firmware Upgrade via CLI 0 Wget

J8dza 8&ISE ¢it2 ON> yaYAld GKS FAES (2 (k€tagh

adzOK UIEOIKYWSR dzLJ 2F R G0KS FANXNGFNB FALS

02

idKS

NID K
I ¢

1.1 8adzyS GKSNB Aa sK2EStI RGNS OSHFIRESIS RA NIY 6 | NI
Y6 YER. CiOm[emab ndzLd 2+ RSR

2.al 1S adaNB (KS fAy] ASINIESND2YKS O0dlSRIMPOR SI YR vy
2F (IKSNRPSNBEKEOE A §yO2 WKBVIRA YT oLt &@p! 55w9{ {8

3.1 &aA FyA NWVKS NB o ®aafABpBdd file iame WEBFURL.0.056P

4.0 2a A 2y3SHK Y SNISNazE MyzZEBRRING 28 P NID Bahy ® b i

LT GKS O2YYlFIYR A& O2YLi RASfaEEwr@2y FAIdzNBR X

Uzer Access Uerification

Uzername: admin
Password:

Switch> enable
Switch#t configure terminal

Suwitch{config># upload file name WEBFULL-vi.B@.8
Set firmware name: OK

5 { U

a -
=] Telnet 192168 1 16¢ =rE——

w{ze

Switch{config># upload server ip 192.168.1.9
Set server IP: OK

Switch{config>#

0 K¢

F NI G2 dzLJA NI RS dzd MeRBE) T2A1 Nap o eI BR A SA 2 & Rl NIK:
F3aA3dYSR FA{S D8 | ZSODYRKAANINY A $dzi Sao

User Access Uerification

Uzername: admin
Password:

Switch> enable
Switch#t configure terminal

Switchf{config># upload wget
CAUTION: DO MOT SHUTDOWN WHEN THE PROCEDURE IS MWOT FINISHED

Uploading firmware via ‘wget’

firmware uploading ...

It may take few zeconds or minutes to upload, please wait patiently.

Connecting to 192.168.1.9 (192.168.1.9:88>

WEBFULL-v1.BA.8 1AB | s s s s s s | 27940k B:00:00 ETA

al yFr3SR {6AGOK ! A&SNJ al ydzl f yOmoduodmp dR2 OE
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EDEE|NETNDRK5
6.hyO0S (KS dzLJ 2 RK§ 3 & & 30 BN WX (9B BIF RER S F OSSR F.
LI 88 SEKS ySg TANYGI| NB aFdaRBS] SeSALD f (1IROBSS BIEBYRIA (BIYTKSS F
a@Y¥S oMBarAzZG2YIF GAOILfT & FFOSNI GKS FTANXYGI NB Aa

.| Telnet 192.168.1 16¢

-ueri{-‘ying firmware ...
It may take 5 — 6 seconds to complete, please wait patiently.
verified OK!?

decompressing and extracting ...
It may take 18 — 28 seconds to complete, pleaze wait patiently.
decompression OK?

Start Upgrading Kernel ...
Eraszing blocks: 9797 <188:x>
Writing data: 6145k-/Bk (188x:>>
Verifying data: 6145k-/Bk (188:x:>>

Start Upgrading Rootfs ...

libscan: scanning eraseblock 839 — 1088 x complete

uhiformat: 837 eraseblocks have wvalid erase counter, mean value is 58
uhiformat: 1 bad eraseblocks found. numbers: 178

uhiformat: flashing eraseblock 274 — 188 » complete

9 — 1868 » complete eraseblock 838 — 99 » complete

1

finizhed!?

System is going to rehoot ...

7.2.3 Firmware Upgrade via CLI 0 USB

IKSQFEKS FANNGI NS FAES Aad al SR RWKEBKS LI NI |
0KSgAGOK 0STF2NB dzLJANI RAY3A GKS FANNGINB FAf{SO
1.{Fr 23S GKS FANNGgINBE FAES (2 GKS !'!{. RSOAOS I yF
2.0 4602 LR dza @ CTE ] MM BAHIE 6 RS KS ae&aidsSy oAl ! {.d

i ]
B | Telnet 19216810.164 [ —c—
User Access Verification A

Username: admin
Password:

Switch> enable

Switchil configure terminal

Switch{config># copy usbh firmware WEBFULL-v1.8.8
Start FYW Install

PPN RPN

3. FTOSNI (KSA aA yG2APY LSS K NB o220 Fdzi2Yl GAONT &
Note: The file system of USB mustBAT32
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