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1   Introduction  

1.1.1  Purpose : 

¢ƘŜ ƛƴǘŜƴǘƛƻƴ ƻŦ ǘƘƛǎ Ƴŀƴǳŀƭ ƛǎ ǘƻ ŘƛǎŎǳǎǎ ǘƘŜ ǳǎŀƎŜ ŀƴŘ ƻǇŜǊŀǘƛƻƴ ƻŦ 9ŘƎŜ bŜǘǿƻǊƪǎ aŀƴŀƎŜŘ 

{ǿƛǘŎƘ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ƳƻƴƛǘƻǊƛƴƎΣ ŀƴŘ ǳǇƎǊŀŘƛƴƎ Ǿƛŀ ǘƘŜ ǿŜō ƎǊŀǇƘƛŎŀƭ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ όD¦Lύ ŀƴŘ ǘƘŜ 

ŎƻƳƳŀƴŘ ƭƛƴŜ ƛƴǘŜǊŦŀŎŜ ό/[LύΦ 

 

1.1.2  Models Covered : 

¢Ƙƛǎ ǳǎŜǊ Ƴŀƴǳŀƭ ŎƻǾŜǊǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƳƻŘŜƭǎΥ 

 

aƻŘŜƭ bǳƳōŜǊ 5ŜǎŎǊƛǇǘƛƻƴ 

GEMS2-8T+2G 8+2 Industrial Managed Gigabit Ethernet Switch 

GEMS2-8T+2G/AT 8+2 Industrial Managed Gigabit Ethernet Switch 

GEMS2-8T+2X 8+2 Industrial Managed Gigabit Ethernet Switch with 10G uplink 

GEMS2-8T+2X/AT 8+2 Industrial Managed Gigabit Ethernet Switch with 10G uplink 

GEMS2-8T+4G 8+4 Industrial Managed Gigabit Ethernet Switch 

GEMS2-8T+4G/AT 8+4 Industrial Managed Gigabit Ethernet Switch 

GEMS2-8T+4G/BT2 8+4 Industrial Managed Gigabit Ethernet Switch 

GEMS2-8T+4G/BT4 8+4 Industrial Managed Gigabit Ethernet Switch 

GEMS2-8T+4X 8+4 Industrial Managed Gigabit Ethernet Switch with 10G uplink 

GEMS2-8T+4X/AT 8+4 Industrial Managed Gigabit Ethernet Switch with 10G uplink 

GEMS2-8T+4X/BT2 8+4 Industrial Managed Gigabit Ethernet Switch with 10G uplink 

GEMS2-8T+4X/BT4 8+4 Industrial Managed Gigabit Ethernet Switch with 10G uplink 

GEMS2-24+4G/AT 24 + 4 Industrial Managed Gigabit Ethernet Switch AC input 

GEMS2 16T+8C+4G 16+8+4 Industrial Managed Gigabit Ethernet Switch AC input 

1.1.3  Defaults  

Lt ŀŘŘǊŜǎǎ мфнΦмсуΦмлΦм 

¦ǎŜǊƴŀƳŜ ŀŘƳƛƴ 

tŀǎǎǿƻǊŘ ŀŘƳƛƴ 

/ha {ŜǘǘƛƴƎǎ ммрнллΣ уΣ bΣ м 

 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ с 
 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ т 
 

2  Web Server  

2.1  Introduction  

¢ƘŜ ǿŜō ǎŜǊǾŜǊ ƛǎ ŀŎŎŜǎǎŜŘ Ƨǳǎǘ ƭƛƪŜ ŀƴȅ ƻǘƘŜǊ ǿŜōǎƛǘŜ ǳǎƛƴƎ ŀ ǎǘŀƴŘŀǊŘ ǿŜō ōǊƻǿǎŜǊΦ  9ŘƎŜ 

bŜǘǿƻǊƪǎ ǊŜŎƻƳƳŜƴŘǎ ǳǎƛƴƎ DƻƻƎƭŜ /ƘǊƻƳŜΣ ōǳǘ ǎŜǾŜǊŀƭ ƻǘƘŜǊ ǿŜōǎƛǘŜǎ ŀǊŜ ǎǳǇǇƻǊǘŜŘ ŀǎ ǿŜƭƭΦ  

{ƘƻǳƭŘ ȅƻǳ ŎƘƻƻǎŜ ŀ ǿŜōǎƛǘŜ ǘƘŀǘ ƛǎ ƴƻǘ ǎǳǇǇƻǊǘŜŘΣ ŀ ǿŀǊƴƛƴƎ ƳŜǎǎŀƎŜ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ ŀǎ ǎƘƻǿƴ 

ōŜƭƻǿΦ  

 

 

 

 

 

 

 

 

 

 

2.1.1  Logging in  

Enter the IP Address in the URL field to connect to the switch and click Ϧ9ƴǘŜǊϦ key. 

Note: The ŘŜŦŀǳƭǘ Lt !ŘŘǊŜǎǎ ƛǎ ϦмфнΦмсуΦмлΦмϦΦ 

¢ƘŜ [ƻƎƛƴ tŀƎŜ ƛǎ ŘƛǎǇƭŀȅŜŘ ŀǎ ǎƘƻǿƴ ōŜƭƻǿΦ 

 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ у 
 

 

9ƴǘŜǊ ǘƘŜ ¦ǎŜǊƴŀƳŜ ŀƴŘ tŀǎǎǿƻǊŘ ŀƴŘ ŎƭƛŎƪ Ϧ[ƻƎƛƴϦ .ǳǘǘƻƴ ǘƻ ƭƻƎƛƴ ǘƻ ǘƘŜ ǎȅǎǘŜƳΦ 

Note: The ŘŜŦŀǳƭǘ ¦ǎŜǊƴŀƳŜ ŀƴŘ tŀǎǎǿƻǊŘ ƛǎ ŀŘƳƛƴ κ ŀŘƳƛƴΦ 

 

LŦ ǘƘƛǎ ƛǎ ȅƻǳǊ ŦƛǊǎǘ ǘƛƳŜ ƭƻƎƎƛƴƎ ƛƴΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǎŜƴŘ ȅƻǳ ǘƻ ǘƘŜ aŀƛƴǘŜƴŀƴŎŜ Ҕ !ǳǘƘƻǊƛȊŀǘƛƻƴ ǇŀƎŜ 

ŦƻǊ ȅƻǳ ǘƻ ŎƘŀƴƎŜ ǘƘŜ ŘŜŦŀǳƭǘ ǇŀǎǎǿƻǊŘ ǘƻ ƛƳǇǊƻǾŜ ǎȅǎǘŜƳ ǎŜŎǳǊƛǘȅΦ  wŜŦŜǊ ǘƻ ǎŜŎǘƛƻƴ нΦммΦм ŦƻǊ 

ŘŜǘŀƛƭǎ ƻƴ !ǳǘƘƻǊƛȊŀǘƛƻƴ ŎƻƴǘǊƻƭΦ 

 

hǘƘŜǊǿƛǎŜΣ ŀŦǘŜǊ ƭƻƎƎƛƴƎ ƛƴǘƻ ǘƘŜ ǎȅǎǘŜƳΣ ǘƘŜ ϦhǾŜǊǾƛŜǿϦ ǇŀƎŜ ƛǎ ŘƛǎǇƭŀȅŜŘΦ 

 

 

2.1.2  Men us  

 

hƴ ǘƘŜ ƭŜŦǘ ǎƛŘŜ ƻŦ ǘƘŜ ǿŜōǇŀƎŜΣ ƛǎ ǘƘŜ ƳŜƴǳ ǳǎŜŘ ǘƻ ŀŎŎŜǎǎ ŘƛŦŦŜǊŜƴǘ ǎŜŎǘƛƻƴǎ ƻŦ ǘƘŜ ǿŜōǎŜǊǾŜǊΦ 

/ƭƛŎƪƛƴƎ ƻƴ ǘƘƛǎΣ ǿƛƭƭ ŜȄǇŀƴŘ ǘƘŜ Ƴŀƛƴ ƳŜƴǳ ƛǘŜƳ ǘƻ ŜȄǇƻǎŜ ǘƘŜ ǎǳō ƳŜƴǳǎΦ   

 

LŦ ǘƘŜ ǎǳōƳŜƴǳ Ƙŀǎ ŀ   ǎȅƳōƻƭΦ Lǘ Ŏŀƴ ōŜ ŎƭƛŎƪŜŘ ǘƻ ǊŜǾƛŜǿ ŜǾŜƴ ŦǳǊǘƘŜǊ ƳŜƴǳ ƛǘŜƳǎ 

 

 
 

/ƭƛŎƪƛƴƎ ƻƴ ŀ ƳŜƴǳ ƛǘŜƳ ǿƛƭƭ ŜƛǘƘŜǊ ŜȄǇŀƴŘ ǘƘŜ ǎŜƭŜŎǘƛƻƴ ƻǊ ōǊƛƴƎ ǳǇ ǘƘŜ ǎŜǘǘƛƴƎǎ ǇŀƎŜ ƛƴ ǘƘŜ ƳƛŘŘƭŜ 

ƻŦ ǘƘŜ ǿŜō ǇŀƎŜΦ 

 

 

2.1.3  Global Functions  

{ƛȄ Ǝƭƻōŀƭ ŦǳƴŎǘƛƻƴǎ ŀǊŜ ǇǊƻǾƛŘŜŘ ƛƴ ǘƘŜ ƘŜŀŘŜǊ ŦƛŜƭŘ ƻƴ ǘƘŜ ǊƛƎƘǘ ǎƛŘŜ ƻŦ ǘƘŜ ǿŜō ǇŀƎŜΦ 
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  Hide/Show Model Information  

 

Clicking on this will alternate between showing or hiding 

the Model Info / Front panel graphic.  When a 

low-resolution environment is used to configure the 

system via the web console, the "Model Information" 

field should be hidden to have a better view. 

The information shown will include: 

¶ Model Name: 

¶ IP Address: 

¶ MAC Address: 

¶ Firmware Version: 

¶ Firmware Date: 

And a graphic of the front panel of the unit which details 

LED and PORT status as shown to the right. 
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  Save Configuration  

!ŦǘŜǊ ŎƻƴŦƛƎǳǊƛƴƎΣ ŎƭƛŎƪ ǘƘŜ ƛŎƻƴ ǘƻ ǎŀǾŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ǘƻ ǘƘŜ ϦǎǘŀǊǘǳǇ-ŎƻƴŦƛƎϦ ŦƛƭŜΦ ¢ƘŜ 

ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ŀǊŜ ǊŜǘŀƛƴŜŘ ƛƴ ǘƘŜ ǎȅǎǘŜƳ ǳƴǘƛƭ ŀ ŦŀŎǘƻǊȅ ǊŜǎŜǘ ŘŜŦŀǳƭǘ ƛǎ ǎŜƭŜŎǘŜŘΦ  bƻǘŜΥ 

!ƭǘƘƻǳƎƘ ǎŜǘǘƛƴƎǎ Ƴŀȅ ƘŀǾŜ ōŜŜƴ ŀǇǇƭƛŜŘ ƛƴ ƻǘƘŜǊ ǿŜōǇŀƎŜǎ ŀƴŘ ŀǊŜ ŀŎǘƛǾŜ ƛƴ ǘƘŜ ǳƴƛǘΣ ǳƴǘƛƭ 

ǘƘŜȅ ŀǊŜ ǎŀǾŜŘ ƛƴ ǘƘŜ ǎǘŀǊǘǳǇ-ŎƻƴŦƛƎ ŦƛƭŜΣ ǘƘŜȅ ǿƛƭƭ ƴƻǘ ōŜ ǊŜǘŀƛƴŜŘ ǳǇƻƴ ŀ ǇƻǿŜǊ ŎȅŎƭŜ ǎƻ ƛǘ ƛǎ 

ƛƳǇƻǊǘŀƴǘ ǘƻ ƛǎǎǳŜ ŀ ǎŀǾŜ ƻƴŎŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ Ƙŀǎ ōŜŜƴ ŎƻƳǇƭŜǘŜŘΦ  ¦Ǉƻƴ ǎŀǾŜΣ ǘƘŜ ǳƴƛǘ ǿƛƭƭ 

ǊŜōƻƻǘ ŀƴŘ ǘŀƪŜ ǳǇ ǘƻ н ƳƛƴǳǘŜǎ ǘƻ ǊŜŎƻƴŦƛƎǳǊŜΦ 

  Restore Factory Default  

wŜƳƻǾŜǎ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ǎŀǾŜŘ ƛƴ ǘƘŜ ǎȅǎǘŜƳΦ !ŦǘŜǊ ǊŜǎǘƻǊƛƴƎ ŦŀŎǘƻǊȅ ŘŜŦŀǳƭǘΣ ŀƭƭ ǘƘŜ ǎŜǘǘƛƴƎǎ 

ǿƛƭƭ ōŜ ǎŜǘ ǘƻ ŘŜŦŀǳƭǘ ǾŀƭǳŜǎΦ  ̧ƻǳ ƘŀǾŜ ǘƘŜ ƻǇǘƛƻƴ ƻŦ ƪŜŜǇƛƴƎ ǳǎŜǊƴŀƳŜκǇŀǎǎǿƻǊŘǎ ŀƭƻƴƎ ǿƛǘƘ 

LtǾп ŀŘŘǊŜǎǎΦ 

  Reboot System  

wŜōƻƻǘǎ ǘƘŜ ŘŜǾƛŎŜ ŀƴŘ ǊŜǎǘŀǊǘǎ ǘƘŜ ǎȅǎǘŜƳΦ  ¢ƘŜ ǎǿƛǘŎƘ Ŏŀƴ ǘŀƪŜ ǳǇ ǘƻ н ƳƛƴǳǘŜǎ ǘƻ ǊŜōƻƻǘΦ 

  System Logout  

¢Ƙƛǎ ƻǇǘƛƻƴ ŜƴŀōƭŜǎ ȅƻǳ ǘƻ ǎƛƎƴ ƻǳǘ ŦǊƻƳ ǘƘŜ ǎȅǎǘŜƳΦ ¦ǎŜǊǎ ƘŀǾŜ ǘƻ ƭƻƎƛƴ ŀƎŀƛƴ ƛŦ ǘƘŜȅ ǿŀƴǘ ǘƻ 

ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎŜǘǘƛƴƎǎΦ 

¢ƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ŀǳǘƻ-ƭƻƎƻǳǘ ŀŦǘŜǊ ǘƘŜ ϦǘƛƳŜƻǳǘϦ ǘƛƳŜǊ ŜȄǇƛǊŜǎΦ ¢ƘŜ ϦǘƛƳŜƻǳǘϦ ǘƛƳŜǊ ƛǎ 

ŎƻƴŦƛƎǳǊŜŘ ƛƴ ǘƘŜ /[L ƳƻŘŜ ōȅ ǳǎƛƴƎ ǘƘŜ ϦŜȄŜŎ-ǘƛƳŜƻǳǘϦ ŎƻƳƳŀƴŘΦ 

¢ƘŜ ƳŀȄƛƳǳƳ ǾŀƭǳŜ ƻŦ ǘƘŜ ǘƛƳŜǊ ƛƴ ǘƘŜ ǿŜō ŎƻƴǎƻƭŜ ƛǎ ол ƳƛƴǎΦ 

  Change La n guage  

²Ŝ ǎǳǇǇƻǊǘ Ƴǳƭǘƛ-ƭŀƴƎǳŀƎŜ ŦǊƻƳ ŦƛǊƳǿŀǊŜ ǾŜǊǎƛƻƴ мΦмΦтнΦ ¢ƘŜ ŘŜŦŀǳƭǘ ƭŀƴƎǳŀƎŜ ƛǎ 9ƴƎƭƛǎƘ ŀƴŘ 

¢ǊŀŘƛǘƛƻƴŀƭ /ƘƛƴŜǎŜ ƛǎ ŀƭǎƻ ǎǳǇǇƻǊǘŜŘ ōȅ ŘŜŦŀǳƭǘΦ LŦ ȅƻǳ ƴŜŜŘ ƻǘƘŜǊ ƭŀƴƎǳŀƎŜǎΣ ǇƭŜŀǎŜ ŎƻƴǘŀŎǘ ǳǎΦ 

2.1.4  A User -Friendly  Data Table  

  

! ǳǎŜǊ-ŦǊƛŜƴŘƭȅ Řŀǘŀ ǘŀōƭŜ ƛǎ ǇǊƻǾƛŘŜŘ ƻƴ ǘƘŜ άLtǾс bŜƛƎƘōƻǊ ¢ŀōƭŜέΣ άLDat {ƴƻƻǇƛƴƎ ¢ŀōƭŜέΣ ά±[!b 

¢ŀōƭŜέΣ ά[[5t bŜƛƎƘōƻǊ ¢ŀōƭŜέΣ ŀƴŘ άa!/ !ŘŘǊŜǎǎ ¢ŀōƭŜέΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŎǘƛƻƴ ŘŜǘŀƛƭǎ Ƙƻǿ ǘƻ ǳǎŜ 

ǘƘŜ Řŀǘŀ ǘŀōƭŜ ŦǳƴŎǘƛƻƴǎ ǘƻ ƘŜƭǇ ǘƘŜ ǳǎŜǊǎ ǘƻ ƻōǎŜǊǾŜ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŜŀǎƛƭȅΦ  

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŜȄŀƳǇƭŜ ƛǎ άa!/ !ŘŘǊŜǎǎ ¢ŀōƭŜέΦ 
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¶  

¦ǎŜǊǎ ǿƛƭƭ ōŜ ŀōƭŜ ǘƻ ǎŜƭŜŎǘ ŀ ǾŀƭǳŜ ǘƻ ŘƛǎǇƭŀȅ ǘƘŜ ƴǳƳōŜǊ ƻŦ ŜƴǘǊƛŜǎ ƛƴ ƻƴŜ ǇŀƎŜΦ ¢ƘŜ 

ŦƻƭƭƻǿƛƴƎ ǾŀƭǳŜǎ Ŏŀƴ ōŜ ǎŜƭŜŎǘŜŘ - άмлέΣ άнрέΣ άрлέΣ ŀƴŘ άмллέ ǎŜƭŜŎǘƛƻƴǎΦ .ȅ ŘŜŦŀǳƭǘΣ άмлέ ƛǎ 

ǎŜƭŜŎǘŜŘΦ 

¶  

¢ƘŜ ǎŜŀǊŎƘ ƻǇǘƛƻƴ ŜƴŀōƭŜǎ ȅƻǳ ǘƻ ǎŜŀǊŎƘ ŀ ƪŜȅ ǿƻǊŘ ƛƴ ǘƘŜ ŘŀǘŀΦ Lǘ ǿƛƭƭ ǎŜŀǊŎƘ ŀƭƭ ǘƘŜ ŎƻƭǳƳƴǎ 

ŀƴŘ ƛŘŜƴǘƛŦȅ ǘƘŜ Řŀǘŀ Ǌƻǿǎ ǘƘŀǘ ƳŀǘŎƘ ǘƘŜ ǎŜŀǊŎƘ ŎǊƛǘŜǊƛŀΦ 

¶  

Lǘ ŘƛǎǇƭŀȅǎ ǘƘŜ ǘƻǘŀƭ ƴǳƳōŜǊ ƻŦ ŜƴǘǊƛŜǎ ŀƴŘ ǘƘŜ ŎǳǊǊŜƴǘ ŜƴǘǊȅ ƴǳƳōŜǊΦ 

¶  ŀƴŘ  

¢Ƙƛǎ ƻǇǘƛƻƴ ƻǊŘŜǊǎ ǘƘŜ ŦƛŜƭŘ ŦǊƻƳ ǎƳŀƭƭŜǊ ǘƻ ƭŀǊƎŜǊ ƻǊ ŦǊƻƳ ƭŀǊƎŜǊ ǘƻ ǎƳŀƭƭŜǊΦ 

¶  

/ƘŀƴƎŜǎ ǘƻ άCƛǊǎǘέΣ άtǊŜǾƛƻǳǎέΣ άbŜȄǘέΣ ƻǊ ά[ŀǎǘέ ǇŀƎŜΦ 

  

 Lƴ ŀŘŘƛǘƛƻƴ ǘƻ ǘƘŜ ŀōƻǾŜ ŦǳƴŎǘƛƻƴǎΣ άwŜŦǊŜǎƘέ ŀƴŘ ά!ǳǘƻ wŜŦǊŜǎƘέ ŦǳƴŎǘƛƻƴ ŀǊŜ ŀǾŀƛƭŀōƭŜ ŦƻǊ ŀƭƭ 

ǎǘŀǘǳǎ ǇŀƎŜ ƛƴŎƭǳŘƛƴƎ άLtǾс bŜƛƎƘōƻǊ ¢ŀōƭŜέΣ άw{¢t tƻǊǘ {ǘŀǘǳǎέΣ ά5I/t [ŜŀǎŜŘ ¢ŀōƭŜέΣ άtƻǊǘ 

{ǘŀǘǳǎέΣ άLDat {ƴƻƻǇƛƴƎ ¢ŀōƭŜέΣ ά±[!b ¢ŀōƭŜέΣ ά¢ǊǳƴƪƛƴƎ {ǘŀǘǳǎέΣ ά[[5t bŜƛƎƘōƻǊ ¢ŀōƭŜέΣ ŀƴŘ 

άa!/ !ŘŘǊŜǎǎ ¢ŀōƭŜέΦ 

¶  
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{ŜƭŜŎǘƛƴƎ ǘƘƛǎ ŎƘŜŎƪōƻȄ ŜƴŀōƭŜǎ ǘƘŜ ά!ǳǘƻ wŜŦǊŜǎƘέ ŦǳƴŎǘƛƻƴ ŀƴŘ ŘŜǎŜƭŜŎǘƛƴƎ ǘƘŜ ŎƘŜŎƪōƻȄ 

ŘƛǎŀōƭŜǎ ǘƘŜ ά!ǳǘƻ wŜŦǊŜǎƘέ ŦǳƴŎǘƛƻƴΦ 

¶  

¢ƘŜ wŜŦǊŜǎƘ wŀǘŜ ƻǇǘƛƻƴ ƛǎ ŀ Ǝƭƻōŀƭ ŎƻƴŦƛƎǳǊŀōƭŜ ǾŀǊƛŀōƭŜΦ ²ƘŜƴ ǘƘŜ !ǳǘƻ wŜŦǊŜǎƘ ƻǇǘƛƻƴ ƛǎ 

ŜƴŀōƭŜŘΣ ǘƘŜ ǎǘŀǘǳǎ ǿƛƭƭ ǊŜŦǊŜǎƘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ōŀǎŜŘ ƻƴ ǘƘŜ wŜŦǊŜǎƘ wŀǘŜ ƛƴǘŜǊǾŀƭΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ wŜŦǊŜǎƘ wŀǘŜ ƛǎ ŦǊƻƳ р ǘƻ олл ǎŜŎƻƴŘόǎύΦ 

¢ƘŜ ŘŜŦŀǳƭǘ wŜŦǊŜǎƘ wŀǘŜ ƛǎ р ǎŜŎƻƴŘǎΦ 

¶  όwŜŦǊŜǎƘ .ǳǘǘƻƴύ 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ ǘƘŜ άwŜŦǊŜǎƘέ ōǳǘǘƻƴ ǘƻ Ƴŀƴǳŀƭƭȅ ǊŜŦǊŜǎƘ ǘƘŜ ǎǘŀǘǳǎΦ 
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2.2  Overview  

¢ƘŜ hǾŜǊǾƛŜǿ ǎŎǊŜŜƴ ƛǎ ŦƻǊ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴƭȅΦ  Lǘ ǎƘƻǿǎ ǘƘŜ ōŀǎƛŎ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ ǎǿƛǘŎƘ ŀǎ ǎƘƻǿƴ 

ōŜƭƻǿΦ  ¢ƻ ƳƻŘƛŦȅ ǘƘŜ aŀƛƴ ǎŜǘǘƛƴƎǎ όIƻǎǘ bŀƳŜΣ 5ŜǎŎǊƛǇǘƛƻƴΣ {ȅǎǘŜƳ [ƻŎŀǘƛƻƴΣ ŀƴŘ /ƻƴǘŀŎǘ 

LƴŦƻǊƳŀǘƛƻƴύ ǊŜŦŜǊ ǘƻ ǎŜŎǘƛƻƴ нΦнΦм .ŀǎƛŎ {ŜǘǘƛƴƎǎ Ҕ LƴŦƻǊƳŀǘƛƻƴΦ  ¢ƻ ƳƻŘƛŦȅ ǘƘŜ a!/κLt ŀŘŘǊŜǎǎΣ 

ǊŜŦŜǊ ǘƻ ǎŜŎǘƛƻƴ нΦнΦн .ŀǎƛŎ {ŜǘǘƛƴƎǎ Ҕ LtǾп ŀƴŘ нΦнΦо .ŀǎƛŎ {ŜǘǘƛƴƎǎ Ҕ LtǾсΦ   

bƻǘŜΥ  {ȅǎǘŜƳ ¦ǇǘƛƳŜ ŀƴŘ a!/ ŀŘŘǊŜǎǎ ŀǊŜ bh¢ ŜŘƛǘŀōƭŜΦ 

 

 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мп 
 

2.3  Basic Settings  

2.3.1  System  Information  

 

For more information, hover the mouse over the icon in the system. 

¶ System Name 

It is useful to identify the difference between the switches, for example: CoreSwitch01. 

The max. length for the Host Name is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

¶ System Description 

The System Description is default defined by the system. 

It contains the copper port number, fiber port number, and PoE information (if supported). 

The max. length for the System Description is 68 characters. 

Note: #, \ , ', ", ? are invalid characters. 

¶ Switch Location 

It is useful to find the location of the switches, for example: Area01. 

The max. length for the Switch Location is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

¶ Contact Information 

Records the information of the person responsible for this device and also the contact 

details. 

Note: #, \ , ', ", ? are invalid characters. 

¶  (Apply Button) 
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After configuring above fields, click "Apply" button to make the changes effective. 

 

2.3.2  IPv4  

 LƴǘŜǊƴŜǘ tǊƻǘƻŎƻƭ ±ŜǊǎƛƻƴ п όLtǾпύ ƛǎ ǘƘŜ ŦƻǳǊǘƘ ǾŜǊǎƛƻƴ ƻŦ ǘƘŜ LƴǘŜǊƴŜǘ tǊƻǘƻŎƻƭΦ Lǘ ƛǎ ǳǎŜŘ ƻƴ 

ǘƘŜ ǇŀŎƪŜǘ-ǎǿƛǘŎƘŜŘ ƴŜǘǿƻǊƪǎ ŀƴŘ ǿƛǘƘ ŎƻƴƴŜŎǘƛƻƴƭŜǎǎ ŎƻƳƳǳƴƛŎŀǘƛƻƴΦ LtǾп Ƙŀǎ ŀ ŦƻǳǊ ōȅǘŜ όон ōƛǘǎύ 

ŀŘŘǊŜǎǎ ǿƘƛŎƘ ƛǎ ƭƛƳƛǘŜŘ ǘƻ пΣнфпΣфстΣнфс όнонύ ǳƴƛǉǳŜ ŀŘŘǊŜǎǎŜǎΦ hƴ ǘƘŜ ƭƻŎŀƭ ŀǊŜŀ ƴŜǘǿƻǊƪ ό[!bύΣ 

ǘƘŜ άtǊƛǾŀǘŜ bŜǘǿƻǊƪέ ƛǎ ǳǎŜŘΦ Lǘ ǎǘŀǊǘǎ ŦǊƻƳ мфнΦмсуΦлΦл ŀƴŘ ǘƘŜ ŀŘŘǊŜǎǎ ǎǇŀŎŜ Ŏƻƴǘŀƛƴǎ срΣлнр όнмсύ 

Lt ŀŘŘǊŜǎǎŜǎΦ ¢ƘŜ ŦǊŀƳŜǎ Ŏŀƴ ƻƴƭȅ ōŜ ǎŜƴǘ ǘƻ ǘƘŜ Ƙƻǎǘ ƛƴ ǘƘŜ ǎŀƳŜ ǎǳōƴŜǘΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ ŘŜŦŀǳƭǘ 

Lt !ŘŘǊŜǎǎ ƻŦ ǘƘŜ ǎǿƛǘŎƘ ƛǎ άмфнΦмсуΦмлΦмέΦ ²ƘŜƴ ǘƘŜ ǳǎŜǊǎ ǿŀƴǘ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ǿŜō ŎƻƴǎƻƭŜ ƻŦ 

ǘƘŜ ǎǿƛǘŎƘΣ ŀƴ Lt ŀŘŘǊŜǎǎ ŦǊƻƳ άмфнΦмсуΦмлΦнέ ǘƻ άмфнΦмсуΦмлΦнрпέ Ƴǳǎǘ ōŜ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ƘƻǎǘΦ 

 

 

¶ IPv4 Mode 

There are 2 ways to configure IPv4 address - one is to configure a static IP address manually 

and another one is to get an IP address by DHCP. 

If the IPv4 mode is "DHCP Client", IPv4 information fields will be set to "Disabled". 

¶ IP Address 

Assigns a unique static IP Address in the subnet to access the system. 

The default IP Address is "192.168.10.1". 

¶ Subnet Mask 

Defines the type of network, to which this device is connected to. 

The default Subnet Mask is "255.255.255.0". 
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¶ Default Gateway 

The IP address of the router used to connect a LAN to a WAN. 

¶ DNS Server 1 & 2 

Specifies the IP address of the DNS Server so that the users can connect to another device 

based on the URL instead of the IP address. 

The default DNS Server is "8.8.8.8". It is provided by Google. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.3.3  IPv6  

 LƴǘŜǊƴŜǘ tǊƻǘƻŎƻƭ ±ŜǊǎƛƻƴ с όLtǾсύ ƛǎ ŀ ǎƻƭǳǘƛƻƴ ǘƻ ŘŜŀƭ ǿƛǘƘ ǘƘŜ ŀŘŘǊŜǎǎ ǎǇŀŎŜ ƭƛƳƛǘŀǘƛƻƴ ƻŦ LtǾп 

ŀƴŘ ƛǘ ƛǎ ǘƘŜ Ƴƻǎǘ ǊŜŎŜƴǘ ǾŜǊǎƛƻƴ ƻŦ LƴǘŜǊƴŜǘ tǊƻǘƻŎƻƭΦ Lǘ ƛǎ ƛƴǘŜƴŘŜŘ ǘƻ ǊŜǇƭŀŎŜ LtǾпΦ LtǾс ƛǎ ŀ [ŀȅŜǊ о 

όLƴǘŜǊƴŜǘ [ŀȅŜǊύ ǇǊƻǘƻŎƻƭΣ ǿƘƛŎƘ ƛǎ ǳǎŜŘ ƻƴ ǘƘŜ ǇŀŎƪŜǘ-ǎǿƛǘŎƘŜŘ ƴŜǘǿƻǊƪǎ ŀƴŘ ǿƛǘƘ ŎƻƴƴŜŎǘƛƻƴƭŜǎǎ 

ŎƻƳƳǳƴƛŎŀǘƛƻƴΦ ¢ƘŜǊŜ ŀǊŜ мс ōȅǘŜǎ όмну ōƛǘǎύ ŦƻǊ ŀƴ LtǾс ŀŘŘǊŜǎǎ ǿƘƛŎƘ ǇǊƻǾƛŘŜǎ ǳǇ ǘƻ нмну ǳƴƛǉǳŜ 

ŀŘŘǊŜǎǎŜǎΦ ¢ƘŜ LtǾс ŀŘŘǊŜǎǎ ƛǎ ǳǎǳŀƭƭȅ ǊŜǇǊŜǎŜƴǘŜŘ ƛƴ ƘŜȄŀŘŜŎƛƳŀƭ ŘƛƎƛǘǎΣ у ƎǊƻǳǇǎ ƻŦ п ŘƛƎƛǘǎΣ ŀƴŘ 

ŜŀŎƘ ƎǊƻǳǇ ƛǎ ǎŜǇŀǊŀǘŜŘ ōȅ ŀ άΥέ όŎƻƭƻƴύΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ 5b{ ǎŜǊǾŜǊ ŀŘŘǊŜǎǎ ƛƴ LtǾс ƛǎ 

άнллмΥпуслΥпуслΥллллΥллллΥллллΥллллΥууууέΦ 

 

 IPv6 Settings  

  

¶ IPv6 Mode 

Ϧ9ƴŀōƭŜϦ ƻǊ Ϧ5ƛǎŀōƭŜϦ LtǾсΦ ²ƘŜƴ ǘƘŜ LtǾс aƻŘŜ ƛǎ ŜƴŀōƭŜŘΣ ƻǘƘŜǊ ŘŜǾƛŎŜǎ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ 

ǘƘƛǎ ǳƴƛǘΦ 

¢ƘŜ ŘŜŦŀǳƭǘ LtǾс aƻŘŜ ƛǎ Ϧ9ƴŀōƭŜϦΦ 

¶ Default Address 

¢Ƙƛǎ ƛǎ ǘƘŜ 5ŜŦŀǳƭǘ LtǾс !ŘŘǊŜǎǎ ŦƻǊ ǘƘƛǎ ŘŜǾƛŎŜΦ Lǘ ƛǎ ŀ [ƛƴƪ-[ƻŎŀƭ ŀŘŘǊŜǎǎ ŀƴŘ ƛǎ ŀǳǘƻƳŀǘƛŎŀƭƭȅ 

ƎŜƴŜǊŀǘŜŘ ŦǊƻƳ ǘƘŜ a!/ !ŘŘǊŜǎǎ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

¶ Default Gateway 

¢Ƙƛǎ ƛǎ ǘƘŜ 5ŜŦŀǳƭǘ LtǾс DŀǘŜǿŀȅ ŦƻǊ ǘƘƛǎ ŘŜǾƛŎŜΦ The IPv6 address of the router used to 

connect a LAN to a WAN when the devices are using IPv6 for communication. 

¶ IPv6 Addresses 

9ƴŀōƭŜǎ ǘƘŜ ǳǎŜǊǎ ǘƻ ŘŜŦƛƴŜ ƻǘƘŜǊ LtǾс ŀŘŘǊŜǎǎŜǎ ŦƻǊ ǘƘƛǎ ŘŜǾƛŎŜΦ  

¢ƘŜ LtǾс ŀŘŘǊŜǎǎ Ŏƻƴǘŀƛƴǎ н ǎŜŎǘƛƻƴ - LtǾс ŀŘŘǊŜǎǎ ŀƴŘ ǇǊŜŦƛȄΦ ¢ƘŜ ŘŜŦŀǳƭǘ tǊŜŦƛȄ ƛǎ сп-ōƛǘΦ 

ȡ /ƭƛŎƪ ǘƘŜ Ǉƭǳǎ ƛŎƻƴ ǘƻ ŀŘŘ ŀ LtǾс !ŘŘǊŜǎǎ ǊƻǿΦ 

Υ /ƭƛŎƪ ǘƘŜ ǊŜƳƻǾŜ ƛŎƻƴ ǘƻ ŘŜƭŜǘŜ ǘƘŜ LtǾс !ŘŘǊŜǎǎ ǊƻǿΦ 
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¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

 

 IPv6 Neighbor Table  

 

¶ IPv6 Address 

¢Ƙƛǎ ŦƛƭŜŘ ŘƛǎǇƭŀȅǎ ǘƘŜ LtǾс ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ƴŜƛƎƘōƻǊΦ 

¶ MAC Address 

¢Ƙƛǎ ŦƛƭŜŘ ŘƛǎǇƭŀȅǎ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ƴŜƛƎƘōƻǊΦ 

¶ State 

¢ƘŜ ŎƻƴƴŜŎǘƛƻƴ ǎǘŀǘŜ Ŏŀƴ ōŜ ά59[!¸έΣ άw9!/I!.[9έΣ ά{¢![9έΣ άC!L[95έΣ ƻǊ άtwh.9έΦ 

 

2.3.4  System Time  

 ¢ƘŜ {ȅǎǘŜƳ ¢ƛƳŜ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ŘŀǘŜ ŀƴŘ ǘƛƳŜΦ ¢ƘŜ ǎȅǎǘŜƳ ǳǇǘƛƳŜ ŘŜŦƛƴŜǎ ǘƘŜ ǇŀǎǎƛƴƎ ǘƛƳŜ 

ŀŦǘŜǊ ǘƘŜ ǎȅǎǘŜƳ ōƻƻǘǎ ǳǇΦ ¢ƘŜǊŜ ƛǎ ƴƻ ōŀǘǘŜǊȅ ƻƴ ǘƘŜ ǎǿƛǘŎƘ ŀƴŘ ƘŜƴŎŜ ǘƘŜ ǎȅǎǘŜƳ ǘƛƳŜ Ŏŀƴƴƻǘ ōŜ 

ǎŀǾŜŘ ƛƴ ǘƘŜ ǎȅǎǘŜƳΦ ¦ǎŜǊǎ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǘƛƳŜ ȊƻƴŜ ŀƴŘ ǎȅǎǘŜƳ ǘƛƳŜ Ƴŀƴǳŀƭƭȅ ōȅ ǎȅƴŎƘǊƻƴƛȊƛƴƎ 

ǘƘŜ ǘƛƳŜ ǿƛǘƘ ǘƘŜ ōǊƻǿǎŜǊ ƻǊ ōȅ ŜƴŀōƭƛƴƎ ǘƘŜ άb¢tέ ǎŜǊǾƛŎŜ ǘƻ ƎŜǘ ǘƘŜ ǘƛƳŜ ŦǊƻƳ ŀ b¢t {ŜǊǾŜǊΦ 

 

 bŜǘǿƻǊƪ ¢ƛƳŜ tǊƻǘƻŎƻƭ όb¢tύ ƛǎ ŀ ŎƭƻŎƪ ǎȅƴŎƘǊƻƴƛȊŀǘƛƻƴ ǇǊƻǘƻŎƻƭΣ ǿƘƛŎƘ ƛǎ ǳǎŜŘ ǘƻ ǎȅƴŎƘǊƻƴƛȊŜ 

ǘƘŜ ǎȅǎǘŜƳ ǘƛƳŜ ǿƛǘƘ ǘƘŜ b¢t ǎŜǊǾŜǊΦ b¢t ƛǎ ƻƴŜ ƻŦ ǘƘŜ ƻƭŘŜǎǘ LƴǘŜǊƴŜǘ tǊƻǘƻŎƻƭǎ ƛƴ ǳǎŜ ŦǊƻƳ мфур 

ǳƴǘƛƭ ƴƻǿΦ Lǘ ǿƻǊƪǎ ōŀǎŜŘ ƻƴ ŀ ŎƭƛŜƴǘ-ǎŜǊǾŜǊ ƳƻŘŜƭΣ ōǳǘ ƛǘ Ŏŀƴ ŀƭǎƻ ōŜ ǳǎŜŘ ƛƴ ǇŜŜǊ-ǘƻ-ǇŜŜǊ 

ǊŜƭŀǘƛƻƴǎƘƛǇǎΦ ¢ƘŜ b¢t ŀǇǇƭƛŎŀǘƛƻƴ ƻƴ ǘƘŜ ǎǿƛǘŎƘ ƛǎ Ŧƻƭƭƻǿǎ ǘƘŜ ŎƭƛŜƴǘ-ǎŜǊǾŜǊ ƳƻŘŜƭ ŀƴŘ ǘƘŜ ǎǿƛǘŎƘ 

Ǉƭŀȅǎ ŀ ǊƻƭŜ ƛƴ ǘƘŜ b¢t /ƭƛŜƴǘΦ 

 

 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мф 
 

 

System Time Information 

̢ Current Time: The current date time of the system.  

Note: Time format: Year/Month/Day 24HR:Min:Sec.NanoSec 

̢ System Uptime: The system boot up duration. 

¶ NTP Settings 

̢ b¢t aƻŘŜ 

"Enable" or "Disable" NTP Service. If NTP Mode is enabled, the system will sync time 

with NTP Server on an hourly basis. 

̢ b¢t {ŜǊǾŜǊ м ϧ н 

This field displays the URL or the IP address of the host that provides the NTP Service. 

There are 2 server configurations supported. 

¶ Manual Time Settings 

̢ ¢ƛƳŜ ½ƻƴŜ 

Select the Time Zone to define the local time offset from GMT. 

̢ 5ŀǘŜ {ŜƭŜŎǘƻǊ 

{ŜƭŜŎǘ ǘƘŜ ǎȅǎǘŜƳ ŘŀǘŜ ƳŀƴǳŀƭƭȅΦ ¢ƘŜ ŦƻǊƳŀǘ ƛǎ ϦȅŜŀǊκƳƻƴǘƘκŘŀȅϦΦ 

̢ ¢ƛƳŜ {ŜǘǘƛƴƎ 

5ŜŦƛƴŜ ǘƘŜ ǎȅǎǘŜƳ ǘƛƳŜ ƳŀƴǳŀƭƭȅΦ ¢ƘŜ ŦƻǊƳŀǘ ƛǎ ϦƘƻǳǊΥƳƛƴǳǘŜΥǎŜŎƻƴŘϦΦ 

̢ {ȅƴŎ ǿƛǘƘ .ǊƻǿǎŜǊ 
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{ŜƭŜŎǘ ǘƘŜ ŎƘŜŎƪōƻȄ ǘƻ ǎȅƴŎƘǊƻƴƛȊŜ ǘƘŜ ǎȅǎǘŜƳ ǘƛƳŜ ǿƛǘƘ ǘƘŜ ōǊƻǿǎŜǊ ǘƛƳŜΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.3.5  Precision Time Protocol (PTP)  

 

 ¢ƘŜ tǊŜŎƛǎƛƻƴ ¢ƛƳŜ tǊƻǘƻŎƻƭ όt¢tύ ƛǎ ǳǎŜŘ 

ǘƻ ǎȅƴŎƘǊƻƴƛȊŜ ŎƭƻŎƪǎ ŀƴŘ ƛǘ ƛǎ ƳƻǊŜ ŀŎŎǳǊŀǘŜ 

ǘƘŀƴ b¢tΦ t¢t ƛǎ ǇǊƛƳŀǊƛƭȅ ŜƳǇƭƻȅŜŘ ǘƻ 

ǎȅƴŎƘǊƻƴƛȊŜ ǘƘŜ ƴŜǘǿƻǊƪ ŘŜǾƛŎŜǎ ǘƘŀǘ ǊŜǉǳƛǊŜ 

ǇǊŜŎƛǎŜ ǘƛƳƛƴƎ ƭƛƪŜ ŦƛƴŀƴŎƛŀƭ ǘǊŀƴǎŀŎǘƛƻƴǎΦ 

{ȅƴŎƘǊƻƴƛȊŀǘƛƻƴ ŀƴŘ ƳŀƴŀƎŜƳŜƴǘ ƻŦ ŀ t¢t 

ƴŜǘǿƻǊƪ ƛǎ ƛƳǇƭŜƳŜƴǘŜŘ ōȅ ǘƘŜ ŜȄŎƘŀƴƎŜ ƻŦ 

ƳŜǎǎŀƎŜǎ ŀŎǊƻǎǎ ǘƘŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ŘŜǾƛŎŜǎΦ 

 t¢t ǿƻǊƪǎ ōȅ ǳǎƛƴƎ ŀ aŀǎǘŜǊ ŀƴŘ {ƭŀǾŜ 

ǎǘǊǳŎǘǳǊŜΦ ¢ƘŜǊŜ ŀǊŜ ǘƘǊŜŜ ǘȅǇŜǎ ƻŦ t¢t ŎƭƻŎƪǎ ς 

hǊŘƛƴŀǊȅ /ƭƻŎƪΣ .ƻǳƴŘŀǊȅ /ƭƻŎƪΣ ŀƴŘ 

¢ǊŀƴǎǇŀǊŜƴǘ /ƭƻŎƪ ŀƴŘ ŎǳǊǊŜƴǘƭȅ ǿŜ ǎǳǇǇƻǊǘ 

hǊŘƛƴŀǊȅ /ƭƻŎƪ ŀƴŘ ¢ǊŀƴǎǇŀǊŜƴǘ /ƭƻŎƪ ƻƴ ǘƘŜ 

[нΣ wƻǳǘŜǊΣ ŀƴŘ [о ǎǿƛǘŎƘŜǎΣ ŀƴŘ .ƻǳƴŘŀǊȅ 

/ƭƻŎƪ ƻƴ ǘƘŜ wƻǳǘŜǊ ŀƴŘ [о ǎǿƛǘŎƘŜǎΦ LŦ ǘƘŜ 

ǎǿƛǘŎƘ ƛǎ ŀƴ hǊŘƛƴŀǊȅ /ƭƻŎƪΣ ƛǘ Ŏŀƴ ōŜ ŎƻƴŦƛƎǳǊŜŘ 

ŀǎ ǊƻƭŜ aŀǎǘŜǊ ƻǊ {ƭŀǾŜΦ CƻǊ ǘƘŜ .ƻǳƴŘŀǊȅ /ƭƻŎƪ 

ŀƴŘ ¢ǊŀƴǎǇŀǊŜƴǘ /ƭƻŎƪΣ ǘƘŜȅ Ŏŀƴ ōŜ ōƻǘƘ aŀǎǘŜǊ 

ŀƴŘ {ƭŀǾŜ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜ ǘƻ ǎȅƴŎƘǊƻƴƛȊŜ ǿƛǘƘ 

ǘƘŜ aŀǎǘŜǊ ŀƴŘ ŦƻǊǿŀǊŘ ǘƻ {ƭŀǾŜǎΦ  
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 Configure  PTP Basic Information  ð Ordinary Clock  

 

For more information, hover the mouse over the icon in the system. 

¶ PTP Status 

Ϧ9ƴŀōƭŜϦ ƻǊ Ϧ5ƛǎŀōƭŜϦ ǘƘŜ t¢t ǇǊƻǘƻŎƻƭΦ  

bƻǘŜΥ ¢ƘŜ t¢t {ƭŀǾŜ ŀƴŘ b¢t /ƭƛŜƴǘ ŀǊŜ Ƴǳǘǳŀƭƭȅ ƛƴŎƻƳǇŀǘƛōƭŜΣ ƛŦ ǳǎŜǊǎ ǿŀƴǘ ǘƻ ŜƴŀōƭŜ t¢t 

ƳƻŘŜ ǿƛǘƘ ǊƻƭŜ {ƭŀǾŜΣ ǇƭŜŀǎŜ ƳŀƪŜ ǎǳǊŜ ǘƘŜ b¢t /ƭƛŜƴǘ ƛǎ ŘƛǎŀōƭŜŘΦ 

¶ PTP Mode 

¢ƘŜǊŜ ŀǊŜ н ƳƻŘŜǎ ƻŦ t¢t ǘƘŀǘ ǎǳǇǇƻǊǘŜŘ ƻƴ ǘƘŜ ǎǿƛǘŎƘ ς aŀǎǘŜǊ ŀƴŘ {ƭŀǾŜΦ aŀǎǘŜǊǎ ǇǊƻǾƛŘŜ 

ŎƭƻŎƪ ǘƛƳŜ ǘƻ {ƭŀǾŜǎ ŀƴŘ {ƭŀǾŜǎ Ŧƻƭƭƻǿ ŀƴŘ ŀŘƧǳǎǘ ǘƘŜ ŎƭƻŎƪ ǘƛƳŜΦ 

¶ Domain ID 

The ID is the identifier of the PTP network. Only the nodes with the same Domain ID 

synchronize the time in the network. 

¢ƘŜ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ƻŦ 5ƻƳŀƛƴ L5 ƛǎ л 

¢ƘŜ ǊŀƴƎŜ ƻŦ 5ƻƳŀƛƴ L5 ƛǎ ŦǊƻƳ л ǘƻ мнт 

¶ Priority 1 

The Priority is used to decide the Best Master when there are several Master nodes in the 

PTP network. If there are 2 or more Masters with the same Priority 1, the system will refer 

to the Priority 2.  

¢ƘŜ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ƻŦ tǊƛƻǊƛǘȅ м ƛǎ мну 
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¢ƘŜ ǊŀƴƎŜ ƻŦ tǊƛƻǊƛǘȅ м ƛǎ ŦǊƻƳ л ǘƻ нпу 

bƻǘŜΥ ǘƘŜ ƭƻǿŜǊ ǘƘŜ ǾŀƭǳŜ ǘƘŜ ƘƛƎƘŜǊ ǘƘŜ ǇǊƛƻǊƛǘȅ 

¶ Priority 2 

The Priority is used to decide the Best Master when there are several Master nodes with the 

same Priority 1 in the PTP network. If there are 2 or more Masters with the same Priority 2, 

the system will refer to the Clock Identity (MAC Address). 

¢ƘŜ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ƻŦ tǊƛƻǊƛǘȅ м ƛǎ мну 

¢ƘŜ ǊŀƴƎŜ ƻŦ tǊƛƻǊƛǘȅ м ƛǎ ŦǊƻƳ л ǘƻ нпу 

bƻǘŜΥ ǘƘŜ ƭƻǿŜǊ ǘƘŜ ǾŀƭǳŜ ǘƘŜ ƘƛƎƘŜǊ ǘƘŜ ǇǊƛƻǊƛǘȅ 

¶ Announce Interval 

The Announce Interval is the period to send Announce Message. 

¢ƘŜ ǊŀƴƎŜ ƻŦ !ƴƴƻǳƴŎŜ LƴǘŜǊǾŀƭ ƛǎ ŦǊƻƳ -м ǘƻ т 

¶ Announce Timeout 

The Announce Timeout is the timer for announcing timeout message. 

¢ƘŜ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ƻŦ !ƴƴƻǳƴŎŜ ¢ƛƳŜƻǳǘ ƛǎ с 

¢ƘŜ ǊŀƴƎŜ ƻŦ !ƴƴƻǳƴŎŜ ¢ƛƳŜƻǳǘ ƛǎ ŦǊƻƳ н ǘƻ нрр 

¶ Sync Interval 

The Sync Interval is the period to send Sync Message. 

¢ƘŜ ǊŀƴƎŜ ƻŦ {ȅƴŎ LƴǘŜǊǾŀƭ ƛǎ ŦǊƻƳ -т ǘƻ т 

¢ƘŜ ƳŀǇǇƛƴƎ ŦƻǊ !ƴƴƻǳƴŎŜ LƴǘŜǊǾŀƭ ŀƴŘ {ȅƴŎ LƴǘŜǊǾŀƭ ǘƻ ǎŜŎƻƴŘόǎύ ƛǎ ŀǎ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜΥ 

 

{ȅƴŎ LƴǘŜǊǾŀƭ ¢ƛƳŜ 

-т уƳǎ 

-с мсƳǎ 

-р онƳǎ 

-п спƳǎ 

-о мнуƳǎ 

-н нрсƳǎ 

-м рмнƳǎ 

л мǎ 

м нǎ 

н пǎ 

о уǎ 

п мсǎ 

р онǎ 

с спǎ 

т мнуǎ 
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¶ Period 

The Period is a timeout period. The Slave node will wait n (Period Value) times that 

announce receipt timeout before resetting. 

¢ƘŜ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ƻŦ tŜǊƛƻŘ ƛǎ л 

¢ƘŜ ǊŀƴƎŜ ƻŦ tŜǊƛƻŘ ƛǎ ŦǊƻƳ л ǘƻ нл 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

 PTP Status  

-ÁÓÔÅÒ 

 

¶ PTP Device Type 

This field is the type/role of switch that in a PTP network. The switch can be άMaster Onlyέ 

or άSlave Onlyέ currently because we only support Ordinary Clock now. 

¶ Clock Domain 

This field shows the Domain ID that the system is in now. 

¶ Clock ID 

This field is the identity of the switch in the PTP network. The Clock Identity is configured to 

the MAC Address of the switch by default. 

¶ Best Master ID 

The Best Master ID is the Clock Identity of the Best Master in a PTP network. If there are 

several Master in the PTP network, users can understand which one is the Best Master 

through this field. 

¶ Priority 1 

This field is the value of Priority 1 that is configured. 
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¶ Priority 2 

This field is the value of Priority 2 that is configured. 

¶ Class 

The Class field is usually named clockClass. The values of PTP clock classes are based on the 

traditional quality levels from SSM/ESMC. 

 

3ÌÁÖÅ  

 

¶ PTP Device Type 

This field is the type/role of switch that in a PTP network. The switch can be άMaster Onlyέ 

or άSlave Onlyέ currently because we only support Ordinary Clock now. 

¶ Clock Domain 

This field shows the Domain ID that the system is in now. 

¶ Clock ID 

This field is the identity of the switch in the PTP network. The Clock Identity is configured to 

the MAC Address of the switch by default. 
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 Configure  PTP Basic Information  ð Transparent Clock  

 

Known Limitations: 

 The Transparent Clock is only supported on the following conditions: 

- VLAN untagged mode 

- L2 management switches 

- Copper ports and 1G SFP Slots 

- One-step Mode 

- End-to-End delay mechanism 

¶ Port 

tƻǊǘ м ǘƻ tƻǊǘ bΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

¶ Mode 

{ŜƭŜŎǘ ¢ǊŀƴǎǇŀǊŜƴǘ aƻŘŜ ƻǊ bƻǊƳŀƭ aƻŘŜ όbƻƴŜύ ƻƴ ǘƘŜ ŘŜǎƛƎƴŀǘŜŘ ǇƻǊǘΦ 

¶ Status 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǎŜƭŜŎǘŜŘ ƳƻŘŜ ƻƴ ǘƘŜ ŘŜǎƛƎƴŀǘŜŘ ǇƻǊǘΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.4  Redundancy  

2.4.1  Spanning Tree  

¢ƘŜ {ǇŀƴƴƛƴƎ-¢ǊŜŜ tǊƻǘƻŎƻƭ ƛǎ ŀ ǎǘŀƴŘŀǊŘ ǇǊƻǘƻŎƻƭ ǘƘŀǘ ƛǎ ŘŜŦƛƴŜŘ ƛƴ L999 улнΦм5Φ Lǘ ƛǎ ǳǎŜŘ ǘƻ 

ōǳƛƭŘ ŀ ƭƻƎƛŎŀƭ ƭƻƻǇ-ŦǊŜŜ ǘƻǇƻƭƻƎȅ ŦƻǊ ƭŀȅŜǊ-н bŜǘǿƻǊƪǎΦ ¢ƘŜ ōŀǎƛŎ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǇǊƻǘƻŎƻƭ ƛǎ ǘƻ 

ǇǊŜǾŜƴǘ ƭƻƻǇǎ ŀƴŘ ōǊƻŀŘŎŀǎǘ ŦƭƻƻŘƛƴƎ ŀǊƻǳƴŘ ǘƘŜ ǎǿƛǘŎƘŜǎΦ {¢t ŀƭƭƻǿǎ ǎǇŀǊŜ ƭƛƴƪǎ ƛƴ ǘƘŜ ƴŜǘǿƻǊƪ 

ŘŜǎƛƎƴ ǘƻ ǇǊƻǾƛŘŜ ōŀŎƪǳǇ ǇŀǘƘǎ ǿƘŜƴ ǘƘŜ ŀŎǘƛǾŜ ƭƛƴƪ Ŧŀƛƭǎ ŀƴŘ ǊŜǉǳƛǊŜǎ ŀ ŎƻƴǾŜǊƎŜƴŎŜ ǘƛƳŜ ƻŦ ол-рл 

ǎŜŎƻƴŘǎ ǘƻ ǊŜŎƻǾŜǊ ǘƘŜ ǘƻǇƻƭƻƎȅ ǿƘŜƴ ǘƘŜ ǘƻǇƻƭƻƎȅ ƛǎ ŎƘŀƴƎŜŘΦ ¢Ƙƛǎ ǇǊƻƳǇǘŜŘ ǘƘŜ ǳǎŜ ƻŦ wŀǇƛŘ 

{ǇŀƴƴƛƴƎ-¢ǊŜŜ tǊƻǘƻŎƻƭ ŀǎ ƛǘ ǇǊƻǾƛŘŜǎ ŀ ŦŀǎǘŜǊ ŎƻƴǾŜǊƎŜƴŎŜ ǿƘŜƴ ǘƘŜ ǘƻǇƻƭƻƎȅ ƛǎ ŎƘŀƴƎŜŘΦ 

w{¢t ǿŀǎ ƛƴǘǊƻŘǳŎŜŘ ōȅ L999 ŀǎ улнΦмǿΦ Lǘ Ŏŀƴ ǊŜǎǇƻƴŘ ǿƛǘƘƛƴ о Ȅ ϦIŜƭƭƻ ¢ƛƳŜϦ ǿƘŜƴ ŀ ǘƻǇƻƭƻƎȅ 

ƛǎ ŎƘŀƴƎŜŘΦ ¢ƘŜ ϦIŜƭƭƻ ¢ƛƳŜϦ ƛǎ ŀ ŎƻƴŦƛƎǳǊŀōƭŜ ǾŀƭǳŜ ŀƴŘ ƛǘ ƛǎ ǾŜǊȅ ƛƳǇƻǊǘŀƴǘ ŦƻǊ w{¢tΦ ¢ƘŜ ŘŜŦŀǳƭǘ 

w{¢t ǾŀƭǳŜ ƛǎ н ǎŜŎƻƴŘǎ ŀƴŘ ǘȅǇƛŎŀƭƭȅΣ ǘƘŜ ŎƻƴǾŜǊƎŜƴŎŜ ǘƛƳŜ ŦƻǊ w{¢t ƛǎ ǳƴŘŜǊ с ǎŜŎƻƴŘǎΦ w{¢t ƛǎ 

ƳǳŎƘ ŦŀǎǘŜǊ ǘƘŀƴ {¢tΦ   !ǎ ǎǳŎƘΣ w{¢t ǎƘƻǳƭŘ ōŜ ǳǎŜŘ ƛƴǎǘŜŀŘ ƻŦ {¢t ǿƘŜƴ ǇƻǎǎƛōƭŜΦ 

¢ƘŜ aǳƭǘƛǇƭŜ {ǇŀƴƴƛƴƎ-¢ǊŜŜ tǊƻǘƻŎƻƭ ŘŜŦƛƴŜŘ ƛƴ ǘƘŜ L999 улнΦмǎ ƛǎ ŀƴ ŜȄǘŜƴǎƛƻƴ ǘƻ w{¢t ŦƻǊ 

±ƛǊǘǳŀƭ [!bǎΦ a{¢t ǇǊƻǾƛŘŜǎ ŀ ōŜǘǘŜǊ ŀƭǘŜǊƴŀǘŜ ǇŀǘƘ ǘƘŀƴ {¢tκw{¢t ŦƻǊ ŘƛŦŦŜǊŜƴǘ ±[!bǎΦ Lǘ Ŏŀƴ ƳŀƪŜ 

ŀ ƎǊƻǳǇ ƻŦ ±[!bǎ ƳƻǊŜ ǎȅǎǘŜƳƛȊŜŘ ƛƴ ǘƘŜ ǘƻǇƻƭƻƎȅΦ  ! ƎǊƻǳǇƛƴƎ ƻŦ ±[!b{ ǘƘŀǘ ŀǊŜ ǳǎƛƴƎ ǘƘŜ ǎŀƳŜ 

ǎǇŀƴƴƛƴƎ ǘǊŜŜ ŀǊŜ ƪƴƻǿƴ ŀǎ ŀ aǳƭǘƛǇƭŜ {ǇŀƴƴƛƴƎ ¢ǊŜŜ LƴǎǘŀƴŎŜΦ όa{¢Lύ 

 

 RSTP/CIST Configuration  

 

For more information, hover the mouse over the icon in the system. 

¶ System Time Information 

w{¢tΥ 9ƴŀōƭŜ {¢t ŀƴŘ Ǌǳƴ Ϧw{¢tϦ ŦƻǊ ǊŜŘǳƴŘŀƴŎȅΦ 

a{¢tΥ 9ƴŀōƭŜ {¢t ŀƴŘ Ǌǳƴ Ϧa{¢tϦ ŦƻǊ ǊŜŘǳƴŘŀƴŎȅΦ 

5ƛǎŀōƭŜΥ 5ƛǎŀōƭŜ {¢tΦ ¦ǎŜǊǎ ƘŀǾŜ ǘƻ ŜƴŀōƭŜ ŀƴƻǘƘŜǊ ǇǊƻǘƻŎƻƭ ǘƻ ǇǊŜǾŜƴǘ ŦǊƻƳ ƭƻƻǇΦ 

¶ Root Priority 
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Lǘ ƛǎ ǳǎŜŘ ǘƻ ŘŜŦƛƴŜ ǘƘŜ Ϧwƻƻǘ .ǊƛŘƎŜϦΦ ¢ƘŜ ōǊƛŘƎŜ ǿƛǘƘ ǘƘŜ ƭƻǿŜǎǘ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ ǘƘŜ Ϧwƻƻǘ 

.ǊƛŘƎŜϦΦ LŦ ŀƭƭ ǘƘŜ ōǊƛŘƎŜǎ ŀǊŜ ǎŜǘ ǘƻ ǘƘŜ ǎŀƳŜ wƻƻǘ tǊƛƻǊƛǘȅ ǾŀƭǳŜΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǎŜƭŜŎǘ ǘƘŜ 

wƻƻǘ .ǊƛŘƎŜ ōŀǎŜŘ ƻƴ ǘƘŜ a!/ !ŘŘǊŜǎǎŜǎΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ ŦǊƻƳ л ǘƻ смппл όƳǳƭǘƛǇƭŜ ƻŦ плфсύΦ 

¢ƘŜ ŘŜŦŀǳƭǘ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ онтсуΦ 

¶ Hello Time 

Lǘ ƛǎ ǾŜǊȅ ƛƳǇƻǊǘŀƴǘ ŀƴŘ ǳǎŜŘ ǘƻ ŘŜǘŜǊƳƛƴŜ ǘƘŜ ƛƴǘŜǊǾŀƭ ǘƻ ǎŜƴŘ .t5¦ όƳŀƴŀƎŜƳŜƴǘ ŦǊŀƳŜύ 

ǘƻ ŎƘŜŎƪ ǘƘŜ w{¢t ǘƻǇƻƭƻƎȅ ŀƴŘ ǎǘŀǘǳǎΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ IŜƭƭƻ ¢ƛƳŜ ƛǎ ŦǊƻƳ м ǘƻ мл ǎŜŎƻƴŘόǎύΦ 

¢ƘŜ ŘŜŦŀǳƭǘ IŜƭƭƻ ¢ƛƳŜ ƛǎ н ǎŜŎƻƴŘǎΦ 

¶ Forward Delay 

! ŘŜƭŀȅκǘƛƳŜǊ ƛǎ ǳǎŜŘ ǘƻ ŘŜǘŜǊƳƛƴŜ ǿƘŜƴ ǘƻ ŎƘŀƴƎŜ ǘƘŜ tŀǘƘ {ǘŀǘŜ ŦǊƻƳ [ŜŀǊƴƛƴƎκ[ƛǎǘŜƴƛƴƎ 

ǘƻ CƻǊǿŀǊŘƛƴƎΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ CƻǊǿŀǊŘ 5Ŝƭŀȅ ƛǎ ŦǊƻƳ п ǘƻ ол ǎŜŎƻƴŘǎΦ 

¢ƘŜ ŘŜŦŀǳƭǘ CƻǊǿŀǊŘ 5Ŝƭŀȅ ƛǎ мр ǎŜŎƻƴŘǎΦ 

¶ Maximum Age 

! ǘƛƳŜǊ ǘƘŀǘ ƛǎ ǳǎŜŘ ǘƻ ǿŀƛǘ ŦƻǊ ǘƘŜ IŜƭƭƻ .t5¦ ŦǊƻƳ ǘƘŜ wƻƻǘ .ǊƛŘƎŜΦ LŦ ǘƘƛǎ ŘŜǾƛŎŜ ǊŜŎŜƛǾŜǎ 

ǘƘŜ .t5¦ ōŜŦƻǊŜ ǘƘŜ ǘƛƳŜǊ ŜȄǇƛǊŜǎΣ ǘƘŜ ǘƛƳŜǊ ǿƛƭƭ ōŜ ǊŜǎŜǘΦ 9ƭǎŜΣ ǘƘŜ ŘŜǾƛŎŜ ǿƛƭƭ ǎŜƴŘ ǘƘŜ 

ǘƻǇƻƭƻƎȅ ŎƘŀƴƎŜŘ .t5¦ ǘƻ ƴƻǘƛŦȅ ƻǘƘŜǊ ŘŜǾƛŎŜǎΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ aŀȄƛƳǳƳ !ƎŜ ƛǎ ŦǊƻƳ с ǘƻ пл ǎŜŎƻƴŘǎΦ 

¢ƘŜ ŘŜŦŀǳƭǘ aŀȄƛƳǳƳ !ƎŜ ƛǎ нл ǎŜŎƻƴŘǎ 

 

The relationship between "Hello Time", "Forward Delay", and "Maximum Age" is: 

2 x (Forward Delay - 1 sec) >= Max Age >= 2 x (Hello Time + 1 sec) 
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For more information, hover the mouse over the icon in the system. 

¶ Port 

tƻǊǘ м ǘƻ tƻǊǘ bΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

¶ Path Cost 

¢ƘŜ Ŏƻǎǘ ŦǊƻƳ ǘƘŜ ŎǳǊǊŜƴǘ ƴƻŘŜ ǘƻ ŀƴƻǘƘŜǊ ŘŜǾƛŎŜΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ tŀǘƘ /ƻǎǘ ƛǎ ŦǊƻƳ л ǘƻ нллллллллΦ 

¢ƘŜ ŘŜŦŀǳƭǘ tŀǘƘ /ƻǎǘ ƛǎ лΦ ¢Ƙƛǎ ƛƳǇƭƛŜǎ ǘƘŀǘ ǘƘŜ tŀǘƘ /ƻǎǘ ƛǎ ŘŜŎƛŘŜŘ ōȅ ǘƘŜ ǎȅǎǘŜƳΦ 

¶ Port Priority 

¦ǎŜŘ ǘƻ ŘŜŎƛŘŜ ǘƘŜ ǇƻǊǘ ǘƻ ōŜ ōƭƻŎƪŜŘ ƛƴ ǘƘŜ wƛƴƎ ǘƻǇƻƭƻƎȅΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ ŦǊƻƳ л ǘƻ нпл ŀƴŘ ŀǊŜ ƛƴ ƳǳƭǘƛǇƭŜ ƻŦ мсΦ 

¢ƘŜ ŘŜŦŀǳƭǘ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ мнуΦ 
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¶ Admin P2P 

¢ƘŜ !ŘƳƛƴ tнt ƛǎ ǘƘŜ ƭƛƴƪ-ǘȅǇŜ ŦƻǊ ŜŀŎƘ ǇƻǊǘΦ  

tнtΥ Lǘ ƛǎ ŀ Ŧǳƭƭ-ŘǳǇƭŜȄ ƭƛƴƪΦ  

{ƘŀǊŜŘΥ Lǘ ƛǎ ŀ ƘŀƭŦ-ŘǳǇƭŜȄ ƭƛƴƪΦ 

¶ Edge 

! ǇƻǊǘ ǘƘŀǘ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ ŀ ƴƻƴ-{¢t ŘŜǾƛŎŜ ƛǎ ŎŀƭƭŜŘ ŀƴ 9ŘƎŜ ǇƻǊǘΦ ¦ǎŜǊǎ Ŏŀƴ Ƴŀƴǳŀƭƭȅ ŦƛȄ ŀ 

ǇƻǊǘ ǘƻ ƴƻƴ-9ŘƎŜ ƻǊ 9ŘƎŜΦ 

!ǳǘƻΥ ¢ƘŜ ǎȅǎǘŜƳ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƛŘŜƴǘƛŦƛŜǎ ŀƴ 9ŘƎŜ ƻǊ bƻƴ-9ŘƎŜΦ 

9ŘƎŜΥ ¢ƘŜ ǇƻǊǘ ƛǎ ŦƻǊŎŜŘ ǘƻ ōŜ ŀƴ 9ŘƎŜ ǇƻǊǘΦ !ƴ ŜŘƎŜ ǇƻǊǘ ǿƛƭƭ ŘƛǊŜŎǘƭȅ ōŜ ǘǊŀƴǎƛǘƛƻƴŜŘ ǘƻ ǘƘŜ 

ϦCƻǊǿŀǊŘƛƴƎϦ ǎǘŀǘŜ ŀƴŘ ƛǎ ƴƻǘ ǊŜǉǳƛǊŜŘ ǘƻ ǿŀƛǘ ŦƻǊ ǘƘŜ ϦCƻǊǿŀǊŘ 5ŜƭŀȅϦΦ LŦ ŀ ǇƻǊǘ ƛǎ ŘƛǊŜŎǘƭȅ 

ŎƻƴƴŜŎǘŜŘ ǘƻ ŀ ƴƻƴ-{¢t ŘŜǾƛŎŜΣ ǳǎŜǊǎ Ŏŀƴ Ƴŀƴǳŀƭƭȅ ǎŜǘ ƛǘ ǘƻ Ϧ9ŘƎŜϦ ŀƴŘ ŜƴŀōƭŜ ƛǘ ǘƻ ǘǊŀƴǎƳƛǘ 

ŦŀǎǘŜǊΦ 

bƻƴ-9ŘƎŜΥ ¢ƘŜ ǇƻǊǘ ƛǎ ŦƻǊŎŜŘ ǘƻ ōŜ ŀ bƻƴ-9ŘƎŜ ǇƻǊǘΦ ¢Ƙƛǎ ƛƳǇƭƛŜǎ ǘƘŀǘ ǘƘŜ ǇƻǊǘ ǿƛƭƭ Ǝƻ 

ǘƘǊƻǳƎƘ [ŜŀǊƴƛƴƎκ[ƛǎǘŜƴƛƴƎ ǘƻ CƻǊǿŀǊŘƛƴƎ ǎǘŀǘŜ ŜǾŜƴ ǘƘƻǳƎƘ ƛǘ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ŀƴ ŜƴŘ ŘŜǾƛŎŜ 

ƻǊ ƴƻǘΦ 

¶ Admin STP 

Ϧ9ƴŀōƭŜϦ ƻǊ Ϧ5ƛǎŀōƭŜϦ ǘƘŜ {ǇŀƴƴƛƴƎ-ǘǊŜŜ ǇǊƻǘƻŎƻƭ ǘƘŀǘ ƛǎ ǊǳƴƴƛƴƎ ƻƴ ǘƘŜ ǎǇŜŎƛŦƛŎ ǇƻǊǘΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

 RSTP /CIST  Status  

 
¶ Bridge ID 

¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ǳƴƛǉǳŜ ƛŘŜƴǘƛǘȅ ƻŦ ǘƘƛǎ ƴƻŘŜ ǿƘŜƴ ƛǘ ƛǎ ǇŀǊǘ ƻŦ ŀ ƴŜǘǿƻǊƪΦ Lǘ Ŏƻƴǘŀƛƴǎ у 

ōȅǘŜǎ - ǘƘŜ ŦƛǊǎǘ н ōȅǘŜǎ ŀǊŜ ŦƻǊ .ǊƛŘƎŜ tǊƛƻǊƛǘȅ όŎƻƴŦƛƎǳǊŀōƭŜύ ŀƴŘ ǘƘŜ ǊŜƳŀƛƴƛƴƎ с ōȅǘŜǎ ŀǊŜ 

ŦƻǊ ǘƘŜ a!/ !ŘŘǊŜǎǎ όǳƴƛǉǳŜύΦ 

¶ Root Bridge 
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Lǘ ƛǎ ŜƭŜŎǘŜŘ ŦǊƻƳ ǘƘŜ ǎǿƛǘŎƘŜǎ ƛƴ ǘƘŜ {¢t ǘƻǇƻƭƻƎȅ Ǿƛŀ ǎŜǾŜǊŀƭ {¢t ƳŜǎǎŀƎŜǎ ό.t5¦ύΦ ¢ƘŜ 

wƻƻǘ .ǊƛŘƎŜ ƛǎ ǘƘŜ ƴƻŘŜ ǿƛǘƘ ǘƘŜ ƭƻǿŜǎǘ wƻƻǘ tǊƛƻǊƛǘȅΦ LŦ ŀƭƭ ƻŦ ǘƘŜ ƴƻŘŜǎ ŀǊŜ ǿƛǘƘ ǘƘŜ ǎŀƳŜ 

wƻƻǘ tǊƛƻǊƛǘȅΣ ǘƘŜ wƻƻǘ .ǊƛŘƎŜ ǿƛƭƭ ōŜ ǎŜƭŜŎǘŜŘ ōŀǎŜŘ ƻƴ ǘƘŜƛǊ a!/ !ŘŘǊŜǎǎŜǎΦ 

¶ Root Priority 

Lǘ ƛǎ ǳǎŜŘ ǘƻ ŘŜŦƛƴŜ ǘƘŜ Ϧwƻƻǘ .ǊƛŘƎŜϦΦ ¢ƘŜ ōǊƛŘƎŜ ǿƛǘƘ ǘƘŜ ƭƻǿŜǎǘ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ ǘƘŜ Ϧwƻƻǘ 

.ǊƛŘƎŜϦΦ LŦ ŀƭƭ ōǊƛŘƎŜǎ ŀǊŜ ǎŜǘ ǘƻ ǘƘŜ ǎŀƳŜ wƻƻǘ tǊƛƻǊƛǘȅ ǾŀƭǳŜΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǎŜƭŜŎǘ ǘƘŜ wƻƻǘ 

.ǊƛŘƎŜ ōŀǎŜŘ ƻƴ ǘƘŜ a!/ !ŘŘǊŜǎǎŜǎΦ 

¶ Root Port 

Lǘ ƛǎ ǘƘŜ ǇƻǊǘ ǘƘŀǘ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ wƻƻǘ .ǊƛŘƎŜ ŀƴŘ ǿƛǘƘ ǘƘŜ ƭƻǿŜǎǘ ŎƻǎǘΦ LŦ ǘƘŜ wƻƻǘ tƻǊǘ 

ǎƘƻǿǎ ϦƴƻƴŜϦΣ ƛǘ ƛƳǇƭƛŜǎ ǘƘƛǎ ƴƻŘŜ ƛǎ ǘƘŜ wƻƻǘ .ǊƛŘƎŜΦ 

¶ Root Path Cost 

Lǘ ƛǎ ǘƘŜ Ŏƻǎǘ ŦǊƻƳ ǘƘŜ ŎǳǊǊŜƴǘ ƴƻŘŜ ǘƻ ǘƘŜ wƻƻǘ .ǊƛŘƎŜΦ 

¶ Hello Time 

Lǘ ƛǎ ǳǎŜŘ ǘƻ ŘŜǘŜǊƳƛƴŜ ǘƘŜ ƛƴǘŜǊǾŀƭ ǘƻ ǎŜƴŘ .t5¦ όƳŀƴŀƎŜƳŜƴǘ ŦǊŀƳŜύ ǘƻ ŎƘŜŎƪ ǘƘŜ w{¢t 

ǘƻǇƻƭƻƎȅ ŀƴŘ ǎǘŀǘǳǎΦ 

¶ Forward Delay 

Lǘ ƛǎ ǳǎŜŘ ǘƻ ŘŜǘŜǊƳƛƴŜ ǿƘŜƴ ǘƻ ŎƘŀƴƎŜ ǘƘŜ tŀǘƘ {ǘŀǘŜ ŦǊƻƳ [ŜŀǊƴƛƴƎκ[ƛǎǘŜƴƛƴƎ ǘƻ 

CƻǊǿŀǊŘƛƴƎΦ 

¶ Max Age 

Lǘ ƛǎ ǳǎŜŘ ŘǳǊƛƴƎ ǿŀƛǘƛƴƎ ŦƻǊ IŜƭƭƻ .t5¦ ŦǊƻƳ ǘƘŜ wƻƻǘ .ǊƛŘƎŜΦ 

 

¶ Port 

tƻǊǘ м ǘƻ tƻǊǘ bΣ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 
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¶ Role 

¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ǊƻƭŜ ƻŦ ǘƘŜ {¢t ǇƻǊǘΦ 

wƻƻǘΥ ¢Ƙƛǎ ƛǎ ǘƘŜ Ǌƻƻǘ ǇƻǊǘΣ ǿƘƛŎƘ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ wƻƻǘ .ǊƛŘƎŜ ǿƛǘƘ ǘƘŜ ƭƻǿŜǎǘ ŎƻǎǘΦ 

5ŜǎƛƎƴŀǘŜŘΥ ¢Ƙƛǎ ƛǎ ǘƘŜ ŘŜǎƛƎƴŀǘŜŘ ǇƻǊǘΣ ǿƘƛŎƘ Ŏŀƴ ǎŜƴŘ ǘƘŜ ōŜǎǘ .t5¦ ƻƴ ǘƘŜ ǎŜƎƳŜƴǘ ǘƻ 

ƻǘƘŜǊ ŎƻƴƴŜŎǘŜŘ ƴƻŘŜǎΦ 

!ƭǘŜǊƴŀǘŜΥ ¢Ƙƛǎ ƛǎ ǘƘŜ ŀƭǘŜǊƴŀǘŜ ǇƻǊǘΣ ǿƘƛŎƘ ƛǎ ōƭƻŎƪŜŘΦ ¢Ƙƛǎ ǇƻǊǘ Ŏŀƴ ǎǘƛƭƭ ǊŜŎŜƛǾŜ ǳǎŜŦǳƭ .t5¦ 

ŦǊƻƳ ŀƴƻǘƘŜǊ ōǊƛŘƎŜΦ ²ƘŜƴ ƛǘ ǊŜŎŜƛǾŜǎ ŀ ǳǎŜŦǳƭ .t5¦Σ ƛǘ ǿƛƭƭ ƘŜƭǇ ǘƻ ŦƻǊǿŀǊŘ ƛǘ ƻƴ ǘƘŜ 

ǎŜƎƳŜƴǘΦ 

.ŀŎƪǳǇΥ ¢Ƙƛǎ ƛǎ ǘƘŜ ōŀŎƪǳǇ ǇƻǊǘΣ ǿƘƛŎƘ ƛǎ ōƭƻŎƪŜŘΦ Lǘ ŎƻǊǊŜǎǇƻƴŘǎ ǿƛǘƘ ά!ƭǘŜǊƴŀǘŜ tƻǊǘέ ǘƻ ǘƘŜ 

ōƭƻŎƪƛƴƎ ǎǘŀǘŜΦ ¢Ƙƛǎ ǇƻǊǘ ŀƭǎƻ ǊŜŎŜƛǾŜǎ ǳǎŜŦǳƭ .t5¦Σ ōǳǘ ǘƘŜ .t5¦ ƛǎ ŦǊƻƳ ǘƘŜ ǎŀƳŜ ōǊƛŘƎŜΦ 

²ƘŜƴ ƛǘ ǊŜŎŜƛǾŜǎ ŀ ǳǎŜŦǳƭ .t5¦Σ ƛǘ ǿƛƭƭ ƘŜƭǇ ǘƻ ŦƻǊǿŀǊŘ ƛǘ ƻƴ ǘƘŜ ǎŜƎƳŜƴǘΦ 

5ƛǎŀōƭŜŘΥ ¢ƘŜ ǇƻǊǘ ƛǎ ƴƻǘ ƭƛƴƪŜŘ ǳǇΦ 

¶ Path State 

¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ǇŀǘƘ ǎǘŀǘŜ ƻŦ ǘƘƛǎ {¢t ǇƻǊǘΦ 

5ƛǎŎŀǊŘƛƴƎΥ ¢ƘŜ ǇƻǊǘ ǎǘŀǘŜ Ŏŀƴ ōŜ ά5ƛǎŀōƭŜŘέΣ ά.ƭƻŎƪƛƴƎέΣ ƻǊ ά[ƛǎǘŜƴƛƴƎέΦ ¢ƘŜ ƛƴŎƻƳƛƴƎ ŦǊŀƳŜǎ 

ŀǊŜ ŘǊƻǇǇŜŘ ŀƴŘ ƭŜŀǊƴƛƴƎ a!/ ŀŘŘǊŜǎǎŜǎ ŀǊŜ ǎǘƻǇǇŜŘΦ 

[ŜŀǊƴƛƴƎΥ ¢ƘŜ ǇƻǊǘ ƛǎ ƭŜŀǊƴƛƴƎ a!/ ŀŘŘǊŜǎǎŜǎΣ ōǳǘ ǘƘŜ ƛƴŎƻƳƛƴƎ ŦǊŀƳŜǎ ŀǊŜ ŘǊƻǇǇŜŘΦ 

CƻǊǿŀǊŘƛƴƎΥ ¢ƘŜ ǇƻǊǘ ƛƴ ǘƘŜ ŦƻǊǿŀǊŘƛƴƎ ǎǘŀǘŜ ŦƻǊǿŀǊŘǎ ǘƘŜ ƛƴŎƻƳƛƴƎ ŦǊŀƳŜǎ ōŀǎŜŘ ƻƴ ǘƘŜ 

ƭŜŀǊƴŜŘ a!/ ŀŘŘǊŜǎǎ ǘŀōƭŜΦ 

¶ Port Cost 

¢Ƙƛǎ ƛǎ ǘƘŜ Ŏƻǎǘ ŦǊƻƳ ǘƘŜ ǇƻǊǘ ǘƻ ǘƘŜ wƻƻǘ .ǊƛŘƎŜΦ {ǇŀƴƴƛƴƎ-ǘǊŜŜ tǊƻǘƻŎƻƭ ŀǎǎǳƳŜǎ ǘƘŜ ǇŀǘƘ 

Ŏƻǎǘ ƛǎ ŘŜǘŜǊƳƛƴŜŘ ōȅ ǘƘŜ ŀŎŎŜǎǎ ǎǇŜŜŘǎ ƻŦ ǘƘŜ ƭƛƴƪǎΦ ¢ƘŜ ŘŜŦŀǳƭǘ w{¢t ǇŀǘƘ Ŏƻǎǘ ƛǎ ǎƘƻǿƴ ƛƴ 

ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜΥ 

 

{ǇŜŜŘ w{¢t tŀǘƘ /ƻǎǘ 

п aōǇǎ рΣлллΣллл 

мл aōǇǎ нΣлллΣллл 

мс aōǇǎ мΣнрлΣллл 

млл aōǇǎ нллΣллл 

мллл aōǇǎ όмDōǇǎύ нлΣллл 

нллл aōǇǎ όн DōǇǎύ млΣллл 

млллл aōǇǎ όмл DōǇǎύ нΣллл 

 

 

¶ Port Priority 

¢ƘŜ tƻǊǘ tǊƛƻǊƛǘȅ ƛǎ ǳǎŜŘ ǘƻ ŘŜǘŜǊƳƛƴŜ ǘƘŜ wƻƻǘ tƻǊǘ ƻƴ ŀ ƴƻƴ-Ǌƻƻǘ ōǊƛŘƎŜΦ ¢ƘŜ ǇƻǊǘ ǿƛǘƘ ǘƘŜ 

ƭƻǿŜǎǘ tƻǊǘ tǊƛƻǊƛǘȅ ǾŀƭǳŜ ƎŜǘǎ ǘƘŜ ƘƛƎƘŜǊ ǇǊƛƻǊƛǘȅΦ 

¶ Oper. P2P 
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¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ƭƛƴƪ-ǘȅǇŜ ƻŦ ǘƘŜ {¢t ǇƻǊǘΦ tнt ƳŜŀƴǎ άǇƻƛƴǘ-ǘƻ-Ǉƻƛƴǘέ ŀƴŘ {ƘŀǊŜŘ 

ƳŜŀƴǎ άǇƻƛƴǘ-ǘƻ-ƳǳƭǘƛǇƭŜέΦ 

¶ Oper. Edge 

¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ŜŘƎŜ ǎǘŀǘŜ ƻŦ ǘƘƛǎ {¢t ǇƻǊǘΦ 

 

 MSTI Configuration  

 

For more information, hover the mouse over the icon in the system. 

¶ Basic Settings 

̢ wŜƎƛƻƴ bŀƳŜ 

¢ƘŜ wŜƎƛƻƴ bŀƳŜ ƛǎ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ a{¢ wŜƎƛƻƴΦ ¢ƘŜ ǎǿƛǘŎƘŜǎ ƛƴ ǘƘŜ ǎŀƳŜ a{¢ 

wŜƎƛƻƴ Ƴǳǎǘ ōŜ ǎŜǘ ǘƻ ǘƘŜ ǎŀƳŜ wŜƎƛƻƴ bŀƳŜΦ 

The max. length for the wŜƎƛƻƴ bŀƳŜ is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

̢ wŜǾƛǎƛƻƴ bǳƳōŜǊ 

¢ƘŜ wŜǾƛǎƛƻƴ bǳƳōŜǊ ƛǎ ǘƘŜ ƭŜǾŜƭ ƻŦ ǘƘŜ a{¢ wŜǾƛǎƛƻƴΦ ¢ƘŜ ǎǿƛǘŎƘŜǎ ƛƴ ǘƘŜ ǎŀƳŜ a{¢ 
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wŜƎƛƻƴ Ƴǳǎǘ ōŜ ǎŜǘ ǘƻ ǘƘŜ ǎŀƳŜ wŜǾƛǎƛƻƴ bǳƳōŜǊΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ wŜǾƛǎƛƻƴ bǳƳōŜǊ ƛǎ ŦǊƻƳ л ǘƻ сррорΦ 

The default wŜǾƛǎƛƻƴ bǳƳōŜǊ is 0. 

¶ Instance Settings 

̢ LƴǎǘŀƴŎŜ 

¢ƘŜ LƴǎǘŀƴŎŜ ƛǎ ŦǊƻƳ м ǘƻ мрΦ 

̢ LƴŎƭǳŘŜŘ ±[!b 

¢ƘŜ ŎƻƴŦƛƎǳǊŜŘ ±[!bǎ ŀǊŜ ƛƴǾƻƭǾŜŘ ƛƴ ǘƘŜ ǎǇŜŎƛŦƛŎ LƴǎǘŀƴŎŜΦ 

¢ƘŜ ŦƻǊƳŀǘ ƛǎΥ млΣ нлΣ олΧΦ ά/ƻƳƳŀέ ƛǎ ǳǎŜŘ ǘƻ ǎŜǇŀǊŀǘŜ ±[!b L5ǎΦ 

̢ tǊƛƻǊƛǘȅ 

¢ƘŜ ǇǊƛƻǊƛǘȅ ƛǎ ǳǎŜŘ ǘƻ ŘŜŦƛƴŜ ǘƘŜ άwƻƻǘ .ǊƛŘƎŜέ ǘƘŀǘ ƛǎ ǳǎŜŘ ǘƻ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ 

ƻǘƘŜǊ a{¢L wŜƎƛƻƴΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ ŦǊƻƳ л ǘƻ смппл όƳǳƭǘƛǇƭŜ ƻŦ плфсύΦ 

¢ƘŜ ŘŜŦŀǳƭǘ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ онтсуΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

 MSTI Port Settings  

 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ ор 
 

For more information, hover the mouse over the icon in the system. 

¶ Instance Selector 

{ŜƭŜŎǘ ǘƘŜ ƛƴǎǘŀƴŎŜ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǇƻǊǘǎΦ ¢ƘŜ LƴǎǘŀƴŎŜ bƻΦ ƛǎ ŦǊƻƳ м ǘƻ мрΦ 

¶ Port 

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

¶ Path Cost 

¢ƘŜ tŀǘƘ /ƻǎǘ ƛǎ ǘƘŜ Ŏƻǎǘ ŦǊƻƳ ǘƘŜ ŎǳǊǊŜƴǘ ƴƻŘŜ ǘƻ ŀƴƻǘƘŜǊ ŘŜǾƛŎŜΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ tŀǘƘ /ƻǎǘ ƛǎ ŦǊƻƳ л ǘƻ нллллллллΦ 

¢ƘŜ ŘŜŦŀǳƭǘ tŀǘƘ /ƻǎǘ ƛǎ лΦ ¢Ƙƛǎ ƛƳǇƭƛŜǎ ǘƘŀǘ ǘƘŜ tŀǘƘ /ƻǎǘ ƛǎ ŘŜŎƛŘŜŘ ōȅ ǘƘŜ ǎȅǎǘŜƳΦ 

¶ Port Priority 

¢Ƙƛǎ ƛǎ ǳǎŜŘ ǘƻ ƛŘŜƴǘƛŦȅ ǘƘŜ ǇƻǊǘ ǘƻ ōŜ ōƭƻŎƪŜŘ ƛƴ ǘƘŜ wƛƴƎ ǘƻǇƻƭƻƎȅΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ ŦǊƻƳ л ǘƻ нпл ŀƴŘ ƛǎ ƛƴ ƳǳƭǘƛǇƭŜǎ ƻŦ мсΦ 

¢ƘŜ ŘŜŦŀǳƭǘ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ мнуΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.4.2  ERPS  

 

Ethernet Ring Protection Switching (ERPS) applies the protection switching mechanism for 

Ethernet traffic in a ring topology. This mechanism is defined in ITU-T G8032. You can have a 

protection switching and avoid the possible loops in a network by implementing the ERPS function. 

This is done by blocking the flow of traffic to the Ring Protection Link (RPL) thereby protecting the 

entire Ethernet ring. 

 When an ERPS is implemented in a ring topology, only one switch is allocated as the owner. 

This switch is in charge of blocking the traffic in the RPL to avoid loops. The switch adjacent to the 

RPL owner is called the RPL neighbor node and it is responsible for blocking the end of the RPL 

during normal condition. The participating switches that are adjacent to the RPL owner or neighbor 

in a ring are called the members or RPL next-neighbor nodes. The primary function of these 

switches is to forward the received traffic. 

 

 

 

 

 

 

 

 

 

 

The benefit of the ERPS ring protection switching architecture are: 

È Protection switching on Ethernet layer 

È Preventing loop by blocking mechanism 

È VLAN based protection 

È Sub-50msec protection switching 

È Support administration command 

È 250 switches and links in singled ring tested 

To make sure that a ring is up and loop-free, Ring Automatic Protection Switching message is 
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sent regularly as control messages by nodes on the ring. The RPL owner identifies a signal failure (SF) 

in a ring when the RPL owner misses the poll packets or reads from the fault detection packets. 

When the fault is identified, the RPL owner unblocks the ring protection link (RPL) and permits the 

protected VLAN traffic through. 

 ERPS, similar to STP, provides a loop-free network by using polling packets to detect faults. If 

a fault occurs, ERPS restores itself by sending traffic over a protected reverse path rather than 

making a calculation to identify the forwarding path. The fault detection mechanism in the ERPS 

enables the ERPS to join in less than 50 milliseconds and recovers quickly to forward traffic. In a 

real test case, the protection switching time is 15ms in 250 devices single ring topology. 

The new ERPS version, G.8032 v2, supports multiple ring or ladder topologies. Rings can 

conjoin by one or more interconnection nodes. The major ring controls a full physical ring. Sub ring 

does not constitute a closed ring. It is connected to a major ring at the interconnection nodes. 

 

 

 

 

 

 

 

 

 

 

Using major rings and sub rings, a system architect can design multiple ring or ladder 

topologies. With these topologies, ERPS can be applied to applications with different levels of ring 

network. For example, core ring and branch ring architecture has application in campus 

environments. Ladder topology can be used for tunnel and train applications. The benefit of smaller 

rings is less effected nodes on ring failure and hence faster recovery. 
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 ERPS  Configuration  

 

For more information, hover the mouse over the icon in the system. 

¶ ERPS Ring 

There are three rings supported on a device. Using the dropdown select to change the ERPS 

Rings. 

¶ Basic Settings 

̢ 9wt{ {ǘŀǘǳǎ 

άEnableέ or άDisableέ ERPS protocol running on the switch. By default, the ERPS 

protocol is disabled. 

̢ wƛƴƎ ¢ȅǇŜ 

Major-ring: controls a full physical ring. 

Sub-ring: connected to another ring. It does not constitute a closed ring. 

̢ 9wt{ tƻǊǘ л 

The ERPS Port 0 is also called άWest tƻǊǘέ. Select one of the switch ports to be the 

Port 0 of ERPS and decide the role of the port. 

̢ 9wt{ tƻǊǘ м 

The ERPS Port 1 is also called άEast tƻǊǘέ. Select one of the switch ports to be the 

Port 1 of ERPS and decide the role of the port. 

Note: Only One of the switch ports can be configured as ERPS Port 0 or ERPS Port 1. 

Role Description 

Owner There is only one άOwnerέ in the ERPS ring topology. The Owner is 
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responsible for blocking the traffic in RPL and protects one side of 

the RPL. 

Neighbor 

There is only one άNeighborέ in the ERPS ring topology. The 

Neighbor is the port connected with the Owner port and protects 

another side of the RPL. 

Interconnection 

The Interconnection port connects a major-ring and a sub-ring. If 

one of the ports on the switch is set to άInterconnectionέ role, the 

other port will be set to άDisabledέ automatically. 

None 
The άNoneέ implies that the port is other than an Owner or a 

Neighbor. 

̢ 9wt{ wƛƴƎ L5 

The ID is the identifier of the ring. The members in the same ring must be set to the 

same ERPS Ring ID. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ 9wt{ wƛƴƎ L5 ƛǎ ŦǊƻƳ м ǘƻ нофΦ 

The default 9wt{ wƛƴƎ L5 is 1. 

̢ w-!t{ /ƘŀƴƴŜƭ 

The R-APS Channel is used to forward ERPS information and is mapped to the VLAN 

IDs. These VLAN IDs cannot be set as traffic VLAN ID. The members in the same ring 

must be set to the same R-APS Channel. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ R-APS Channel ƛǎ ŦǊƻƳ м ǘƻ плфпΦ 

The default R-APS Channel is 1000. 

¶ Advanced Settings 

The Advanced Settings field is only displayed when the άAdvanced Settingsέ checkbox is 

selected in the Basic Settings. 

̢ aŀƧƻǊ-wƛƴƎ ±ƛǊǘǳŀƭ /ƘŀƴƴŜƭ 

This field is used to configure the specific virtual channel for transmitting the 

management packets of the sub-ring through the major-ring. 

̢ {ǳō-wƛƴƎ ±ƛǊǘǳŀƭ /ƘŀƴƴŜƭ 

άEnableέ or άDisableέ using virtual channel in the sub-ring. When the Sub-Ring 

Virtual Channel is enabled, ERPS protocol will transmit management packets by the 

configured virtual channel. 

̢ wŜǾŜǊǘƛǾŜ aƻŘŜ 

άEnableέ or άDisableέ the ERPS Revertive Mode. If the Revertive Mode is enabled, 

the blocked link will revert to the RPL link after the failed link is recovered. 

By default, the ERPS Revertive Mode is enabled. 

̢ a9[ ±ŀƭǳŜ 

MEL field is for the compliance with other devices which are running ITU-T G.8031 

from third-party. The MEL implies the MEG Level. It is a field in the R-APS PDU. A 

large MEL value involves more devices. For example, level 7 contains levels 0 to 6. 
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¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ MEL Value ƛǎ ŦǊƻƳ л ǘƻ тΦ 

The default MEL Value is 7. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

 ERPS Status  

 

¶ ERPS Ring 

There are three rings supported on a device. Using the dropdown select to change the ERPS 

Rings. 

¶ Basic Information 

̢ wƛƴƎ ¢ȅǇŜ 

The type of the selected ERPS Ring shows άMajor-ringέ, άSub-ring with virtual 

channelέ, or άSub-ring without virtual channelέ. 

̢ 9wt{ {ǘŀǘǳǎ 

¢ƘŜ ǎǘŀǘǳǎ ƻŦ 9wt{ ƛǎ ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ƛƴ ǘƘŜ ǎŜƭŜŎǘŜŘ 9wt{ wƛƴƎΦ 

̢ wƛƴƎ {ǘŀǘŜ 

¢ƘŜǊŜ ŀǊŜ ǘǿƻ ǎǘŀǘŜǎ ŦƻǊ 9wt{ wƛƴƎǎΥ bƻǊƳŀƭ ŀƴŘ !ōƴƻǊƳŀƭΦ 

̢ bƻŘŜ {ǘŀǘŜ 

¢ƘŜǊŜ ŀǊŜ ǘƘǊŜŜ ǎǘŀǘŜǎ ŦƻǊ 9wt{ bƻŘŜǎΥ LƴƛǘƛŀƭΣ LŘƭŜΣ tŜƴŘƛƴƎΣ ŀƴŘ tǊƻǘŜŎǘƛƻƴΦ 
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State Description 

Initial The ERPS protocol is disabled in the selected ring. 

Idle 
The ERPS protocol is enabled in the selected ring and the ERPS ring 

is under control by the RPL Owner. 

Pending 

The ERPS protocol is enabled in the selected ring. The ERPS ring is 

recovery from Protection state and is waiting for the wtr timer 

expired. 

Protection 

The ERPS protocol is enabled in the selected ring but one of the 

links in the ring is broken. The RPL changes to forward to keep the 

ring working. 

̢ 9wt{ wƛƴƎ L5 

¢ƘŜ L5 ƛǎ ǘƘŜ ƛŘŜƴǘƛǘȅ ŦƻǊ ǘƘŜ ǎŜƭŜŎǘŜŘ 9wt{ wƛƴƎΦ 

̢ w-!t{ /ƘŀƴƴŜƭ 

This field shows the configured R-APS Channel. 

̢ ±ƛǊǘǳŀƭ /ƘŀƴƴŜƭ 

This field shows the virtual channel of sub-ring. If the field shows άdefaultέ implies 

the virtual channel follows the R-APS Channel. 

̢ wŜǾŜǊǘƛǾŜ aƻŘŜ 

Show the Revertive Mode is enabled (Yes) or disabled (No). 

̢ a9[ ±ŀƭǳŜ 

¢ƘŜ ŦƛŜƭŘ ƛǎ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ a9[ ǾŀƭǳŜΦ 

¶ Port Status 

̢ LƴǘŜǊŦŀŎŜ 

The configured port presents the ERPS port 0/1 in the ERPS protocol. 

̢ wƻƭŜ 

Display the configured role for the configured port. 
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2.4.3  MRP  

 

Media Redundancy Protocol (MRP) is an IEC standard protocol to prevent the ring topology 

from loop, and it is defined as IEC 62439-2. The recovery time of MRP is much faster than STP and 

even than RSTP, so it is suitable in most Industrial Ethernet applications. 

In the ring topology with MRP, the manager is called Media Redundancy Manager (MRM), 

and the clients are called Media Redundancy Clients (MRC). The MRM send test packets from both 

of its ring ports periodically to confirm the health of ring topology.  

There are three states for MRP Ring Ports ς Disabled, Blocked, and Forwarding. When the 

MRP ring is under normal operation, the network works in the Ring-Closed state. In the closed state, 

one of the MRM Ring Ports is blocked and the other one is forwarding, while both of the ring ports 

of MRCs are forwarding. Due to the blocked port, the topology is a logical stub and the loops are 

avoided. If one of the forwarding links is failed, the ring topology goes to open state, and the 

blocked port of MRM will be forwarding state to insure the transmission in the ring. 

  

Ring Topology Closed Ring Topology Open 

If the MRC detects a link down at one of the ring ports, it can notify this event to the MRM 

initiatively. In Advanced Mode, the MRM can activate the blocked ring port to speed-up recovery 

rather than wait till sufficient loss of test packets. 

MRP standard guarantees the recovery time in the specifications. The recovery time are 

500ms, 200ms, 30ms with maximum 50 switches, and 10ms with up to 14 switches in a ring. 

Currently, we support the recovery delay of 500ms and 200ms. 
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 MRP Configuration  

 

For more information, hover the mouse over the icon in the system. 

¶ MRP Status 

άEnableέ or άDisableέ MRP protocol running on the switch. By default, the MRP protocol is 

disabled. 

¶ MRP Role 

Configure the role of the switch when running MRP protocol. The άManagerέ item implies 

MRM and the άClientέ item implies MRC. 

¶ MRP Recovery Delay 

The MRP Recovery Delay implies to the amount of lost packets. The IEC 62439-2 standard 

defines 4 recovery delays ς 500ms, 200ms, 30ms, and 10ms. Currently, we only support 

500ms and 200ms.  

¶ MRP Port 1 (Primary) 

The MRP Port 1 is the primary port of MRP. Select one of the switch ports to be the primary 

port of MRP. The Primary port is default configured to be forwarding when the Ring is 

closed. 

¶ MRP Port 2 (Second) 

The MRP Port 2 is the secondary port of MRP. Select one of the switch ports to be the 

secondary port of MRP. The secondary port is default configured to be blocking when the 

Ring is closed. 

¶ MRP Domain Name 

¢ƘŜ awt 5ƻƳŀƛƴ bŀƳŜ ƛǎ ŀ ǳƴƛǉǳŜ ǎǘǊƛƴƎ ŦƻǊ ǘƘŜ awt ŘƻƳŀƛƴ ǘƻ ƛŘŜƴǘƛŦȅ awt ŘƻƳŀƛƴǎ 
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¶ MRP Domain ID 

¢ƘŜ awt 5ƻƳŀƛƴ L5 ƛǎ ǘƘŜ ƪŜȅ ŀǘǘǊƛōǳǘŜ ǘƻ ŘŜŦƛƴŜ ǘƘŜ ƳŜƳōŜǊǎ ƛƴ ǘƘŜ ǎŀƳŜ awt ǊƛƴƎΦ 

¢ƘŜ ŘŜŦŀǳƭǘ awt 5ƻƳŀƛƴ L5 ƛǎ  

ςυυȢςυυȢςυυȢςυυȢςυυȢςυυȢςυυȢςυυȢςυυȢςυυȢςυυȢςυυȢςυυȢςυυȢςυυȢςυυȢ 

¶ Advanced Mode 

The Advanced Mode is supported only when the MRP Role is configured to άManagerέ. If 

the Advanced Mode is checked, it implies the Advanced Mode is enabled. Under the 

advanced mode, when the MRM received a link-down signal, the MRM actives the backup 

port immediately rather than waiting for the sufficient loss of test packets. 

 

 MRP Status  

 

¶ Basic Information 

̢ LƴǎǘŀƴŎŜ L5 

The Instance ID is the Ring ID. We only support one ring currently, so the Instance ID 

displays always 1.  

̢ 5ƻƳŀƛƴ L5 

The Domain ID is the identity of current MRP ring. Only the members with the same 

Domain ID will be regarded as working in the same ring. 

¶ Configured Information 

̢ !ŘǾŀƴŎŜŘ aƻŘŜ 

The field shows the status of Advanced Mode. Advanced Mode is only supported 
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when the switch is configured as a MRM (Manager). 

̢ wƻƭŜ ƻŦ {ǿƛǘŎƘ 

There are 2 roles of switches in the MRP ς Manager and Client 

Administrative Setting: the role that users configured for the switch. 

Real Operating State: the role that the switch is working as. 

̢ 5ƻƳŀƛƴ bŀƳŜ 

This field shows the configured name of this MRP Domain. 

̢ wŜŎƻǾŜǊȅ 5Ŝƭŀȅ 

This field shows current operating Recovery Delay. It may be 500 or 200 (msec). 

̢ tƻǊǘ bǳƳōŜǊΣ {ŜŎƻƴŘŀǊȅ 

̢ tƻǊǘ bǳƳōŜǊΣ tǊƛƳŀǊȅ 

These two fields shows two parts of information. The first one is the switch port 

number configured as Primary / Secondary Port, and the other one is the state of this 

port. There are 3 states for MRP ports when the MRP is enabled: Forwarding, 

Blocked, and Disabled. If the MRP is disabled, the state shows άN/Aέ. 

̢ hǇŜǊŀǘƛƻƴ 

This field shows current Operation State ς Enabled or Disabled. 

 

 

¶ Operating States (Master) 

̢ wƛƴƎ {ǘŀǘŜ 

The Ring State displays the actual ring sate of MRP, and the state may be 

Open: some of the links in the MRP ring are down or MRC failure. 

Closed: the MRP ring is closed and under normal operation without error. 

̢ ¢ƻǇƻƭƻƎȅ /ƘŀƴƎŜ LƴǘŜǊǾŀƭ 

The interval is the period to send MRP_TopologyChange frames. 
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̢ ¢ƻǇƻƭƻƎȅ /ƘŀƴƎŜ wŜǇŜŀǘ /ƻǳƴǘ 

The count is the repeat times to transmit MRP_TopologyChange frames. 

̢ {ƘƻǊǘ ¢Ŝǎǘ LƴǘŜǊǾŀƭ 

This interval is a timer used after link changes to send MRP_Test frames on the MRP 

ring ports. 

̢ 5ŜŦŀǳƭǘ ¢Ŝǎǘ LƴǘŜǊǾŀƭ 

The interval is the default period to send MRP_Test frames on the MRP ring ports. 

̢ ¢Ŝǎǘ aƻƴƛǘƻǊƛƴƎ /ƻǳƴǘ 

This field is the interval count for monitoring the reception of MRP_Test frames. 

̢ bƻƴ-ōƭƻŎƪƛƴƎ /ƭƛŜƴǘ {ǳǇǇƻǊǘŜŘ 

This field displays the ability of the MRM to support MRCs without BLOCKED port 

state support in the ring. 

̢ ¢Ŝǎǘ aƻƴƛǘƻǊƛƴƎ 9ȄǘŜƴŘŜŘ /ƻǳƴǘ 

This field is an optional parameter. It is an extended interval count for monitoring 

the reception of MRP_Test frames. 

̢ /ƘŜŎƪ aŜŘƛŀ wŜŘǳƴŘŀƴŎȅ 

Check the current state of MRM. The state may be άEnabledέ or άDisabledέ. 

 

¶ Operating States (Client) 

̢ [ƛƴƪ 5ƻǿƴ LƴǘŜǊǾŀƭ 

¢ƘŜ [ƛƴƪ-Řƻǿƴ LƴǘŜǊǾŀƭ ǎƘƻǿǎ ǘƘŜ ǇŜǊƛƻƛŘ ǘƘŀǘ awt [ƛƴƪ-Řƻǿƴ ŦǊŀƳŜǎ ǎŜƴǘ ƻƴ ǘƘŜ 

ǊƛƴƎ ǇƻǊǘΦ ¢ƘŜ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ƻŦ [ƛƴƪ-Řƻǿƴ LƴǘŜǊǾŀƭ ƛǎ нлƳǎΦ 

̢ [ƛƴƪ ¦Ǉ LƴǘŜǊǾŀƭ 

¢ƘŜ [ƛƴƪ-ǳǇ LƴǘŜǊǾŀƭ ǎƘƻǿǎ ǘƘŜ ǇŜǊƛƻƛŘ ǘƘŀǘ awt [ƛƴƪ-ǳǇ ŦǊŀƳŜǎ ǎŜƴǘ ƻƴ ǘƘŜ ǊƛƴƎ ǇƻǊǘΦ 

¢ƘŜ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ƻŦ [ƛƴƪ-ǳǇ LƴǘŜǊǾŀƭ ƛǎ нлƳǎΦ 

̢ [ƛƴƪ /ƘŀƴƎŜ /ƻǳƴǘ 

¢ƘŜ [ƛƴƪ-ŎƘŀƴƎŜ /ƻǳƴǘ ŎƻƴǘǊƻƭǎ ǘƘŜ ǊŜǇŜŀǘŜŘ ǘƛƳŜǎ ǘƻ ǘǊŀƴǎƳƛǘ awt [ƛƴƪ-/ƘŀƴƎŜ 

ŦǊŀƳŜǎΦ ¢ƘŜ ŘŜŦŀǳƭǘ [ƛƴƪ-ŎƘŀƴƎŜ /ƻǳƴǘ ƛǎ п ǘƛƳŜǎΦ 

̢ .ƭƻŎƪŜŘ {ǳǇǇƻǊǘ 

The Blocked Support is default enabled. The MRM with Blocked Support will block 
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the secondary port when there is no Blocked Port in the MRM ring topology to avoid 

loops. 
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2.5  Management  

2.5.1  SNMP  

 

 Simple Network Management Protocol (SNMP) is a standard for collecting and structuring 

information on the managed devices of the IP network. It can also modify some of the information 

to change the behavior of the devices. SNMP is usually used in monitoring the network. The users 

can remotely query the information provided by the devices running SNMP.  

 The switches support SNMP v1, v2c, and v3. SNMP v1 and v2c authenticates with a community 

ǎǘǊƛƴƎ ŦƻǊ άread-onlyέ ƻǊ άread-writeέ ǇŜǊƳƛǎǎƛƻƴΦ ¢ƘŜ SNMP v3 authentication requires to select an 

authentication level (MD5 or SHA) and also supports data encryption to make the data safer. 

 For the SNMP version and authentication method relationship, refer to the table below: 

 

Version  Web Setting  Authentication  Encryption  Method  

v1 &  

v2c 

Read Only Community Community String No String match for authentication 

Read-Write Community Community String No String match for authentication 

v3 

Security Level ς  

No Authentication, No 

Privacy 

No No 
Access by an account (admin or 

user) 

Security Level ς  

Authentication, No 

Privacy 

MD5 / SHA No 

Access by an account (admin or 

user) and password with more 

than 8 characters, which is based 

on MD5 or SHA 

Security Level ς  

Authentication, Privacy 
MD5 / SHA 

Yes 

AES / DES 

Access by an account (admin or 

user) and password more than 8 

characters, which is based on 

MD5 or SHA. The data encryption 

is based on AES or DES and the 

key requires 8 to 32 characters. 
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 SNMP Server  

 
For more information, hover the mouse over the icon in the system. 

¶ Basic Settings 

̢ {bat ±ŜǊǎƛƻƴ 

¢ƘŜ ǎȅǎǘŜƳ ŜƴŀōƭŜǎ ǘƘŜ {bat άǾмΣ ǾнŎ ŀƴŘ Ǿоέ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ōȅ ŘŜŦŀǳƭǘΦ ¢ƘŜ ǳǎŜǊǎ 

Ŏŀƴ ŜƴŀōƭŜ ǘƘŜ {bat ǎŜǊǾŜǊ ƻƴ ƻƴƭȅ άǾм ŀƴŘ ǾнŎέ ƻǊ άǾоέΦ άbƻƴŜέ ǊŜŦŜǊǎ ǘƻ ŘƛǎŀōƭƛƴƎ 

ǘƘŜ {bat ǎŜǊǾŜǊΦ 

̢ wŜŀŘ hƴƭȅ /ƻƳƳǳƴƛǘȅ 

¢ƘŜ ŎƻƳƳǳƴƛǘȅ ǳǎŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ {bat ǎŜǊǾŜǊ ǿƛǘƘ ǘƘŜ άǊŜŀŘ-ƻƴƭȅέ ǇǊƛǾƛƭŜƎŜΦ 

The max. length for the wŜŀŘ hƴƭȅ /ƻƳƳǳƴƛǘȅ is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

̢ wŜŀŘ-²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ 

¢ƘŜ ŎƻƳƳǳƴƛǘȅ ǳǎŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ {bat ǎŜǊǾŜǊ ǿƛǘƘ ǘƘŜ άǊŜŀŘ-ǿǊƛǘŜέ ǇǊƛǾƛƭŜƎŜΦ 

The max. length for the wŜŀŘ-²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 
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¶ SNMPv3 Settings 

¢Ƙƛǎ ǎŜŎǘƛƻƴ ƛǎ ŘƛǎǇƭŀȅŜŘ ƻƴƭȅ ǿƘŜƴ ǘƘŜ {bat ±ŜǊǎƛƻƴ ƛǎ ǎŜǘ ǘƻ άǾоέ ƻǊ άǾмΣ ǾнŎ ŀƴŘ ǾоέΦ ¢ǿƻ 

ŀŎŎƻǳƴǘǎ ŀǊŜ ǇǊƻǾƛŘŜŘ ς !ŘƳƛƴ ŀƴŘ ¦ǎŜǊ ǘƻ ŀŎŎŜǎǎ ǘƘŜ {bat ŀƎŜƴǘΦ ¢ƘŜ ǳǎŜǊǎ Ŏŀƴ ǎŜǘ 

ŘƛŦŦŜǊŜƴǘ ƭŜǾŜƭǎ ŦƻǊ ǘƘŜ н ŀŎŎƻǳƴǘǎΦ 

̢ {ŜŎǳǊƛǘȅ [ŜǾŜƭ 

bƻ !ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ bƻ tǊƛǾŀŎȅΥ !ŎŎŜǎǎ ōȅ ŀƴ ŀŎŎƻǳƴǘ άŀŘƳƛƴέ ƻǊ άǳǎŜǊέΦ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ bƻ tǊƛǾŀŎȅΥ !ŎŎŜǎǎ ōȅ ŀƴ ŀŎŎƻǳƴǘ άŀŘƳƛƴέ ƻǊ άǳǎŜǊέ ǿƛǘƘ ǇŀǎǎǿƻǊŘΦ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ tǊƛǾŀŎȅΥ !ŎŎŜǎǎ ōȅ ŀƴ ŀŎŎƻǳƴǘ άŀŘƳƛƴέ ƻǊ άǳǎŜǊέ ǿƛǘƘ ǇŀǎǎǿƻǊŘ ŀƴŘ 

ǘƘŜ Řŀǘŀ ǿƛƭƭ ōŜ ŜƴŎǊȅǇǘŜŘΦ 

̢ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ȅǇŜ 

¢ǿƻ ŀƭƎƻǊƛǘƘƳǎ ŀǊŜ ǇǊƻǾƛŘŜŘ - a5р ŀƴŘ {I! ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǇŀǎǎǿƻǊŘΦ 

̢ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ tŀǎǎǿƻǊŘ 

! ǎǘǊƛƴƎκƪŜȅ ƛǎ ǳǎŜŘ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜ ǘƘŜ {bat {ŜǊǾŜǊ ŀƴŘ ƻōǘŀƛƴ ǘƘŜ ŀŎŎŜǎǎ 

ǇŜǊƳƛǎǎƛƻƴΦ Lǘ ǿƛƭƭ ōŜ ƘŀǎƘŜŘ ōȅ a5р ƻǊ {I! ōŜŦƻǊŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ 

The min. length for the wŜŀŘ-²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 8 characters.  

The max. length for the wŜŀŘ-²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 32 characters. 

Note: Only digits, letters and underline are valid. 

̢ 9ƴŎǊȅǇǘƛƻƴ ¢ȅǇŜ 

¢ǿƻ ŀƭƎƻǊƛǘƘƳǎ ŀǊŜ ǇǊƻǾƛŘŜŘ - !9{ ŀƴŘ 59{ ŦƻǊ Řŀǘŀ ŜƴŎǊȅǇǘƛƻƴΦ 

̢ 9ƴŎǊȅǇǘƛƻƴ tŀǎǎǿƻǊŘ 

! ǎǘǊƛƴƎκƪŜȅ ƛǎ ǳǎŜŘ ǘƻ ŜƴŎǊȅǇǘ ǘƘŜ Řŀǘŀ ǘƘŀǘ ƛǎ ǎŜƴǘ ǘƻ ǘƘŜ {bat ǎŜǊǾŜǊΦ  

The min. length for the wŜŀŘ-²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 8 characters.  

The max. length for the wŜŀŘ-²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 32 characters. 

Note: Only digits, letters and underline are valid. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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 SNMP Trap  

 

For more information, hover the mouse over the icon in the system. 

¶ Basic Settings 

̢ ¢ǊŀǇ aƻŘŜ 

¢ƘŜ ǎȅǎǘŜƳ ŜƴŀōƭŜǎ ǘƘŜ {bat άǾмΣ ǾнŎ ŀƴŘ Ǿоέ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ōȅ ŘŜŦŀǳƭǘΦ ¦ǎŜǊǎ Ŏŀƴ 

ŜƴŀōƭŜ ǘƘŜ {bat ǎŜǊǾŜǊ ƻƴƭȅ ƻƴ άǾм ŀƴŘ ǾнŎέ ƻǊ άǾоέΦ άbƻƴŜέ ƛƴŘƛŎŀǘŜǎ ŘƛǎŀōƭƛƴƎ ǘƘŜ 

{bat ǎŜǊǾŜǊΦ 

̢ LƴŦƻǊƳ wŜǘǊȅ 

¢ƘŜ {bat ǘǊŀǇ ǿƛƭƭ ǎŜƴŘ άwŜǘǊȅέ ǘƛƳŜǎ ǿƘŜƴ ǘƘŜ ǘǊŀǇ ǎŜǘ ǘƻ άǾн LƴŦƻǊƳέ ƻǊ άǾо 

LƴŦƻǊƳέ ƳƻŘŜΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ LƴŦƻǊƳ wŜǘǊȅ ƛǎ ŦǊƻƳ м ǘƻ мллΦ 

¢ƘŜ ŘŜŦŀǳƭǘ LƴŦƻǊƳ wŜǘǊȅ ƛǎ рΦ 

̢ LƴŦƻǊƳ ¢ƛƳŜƻǳǘ 

¢ƘŜ ƛƴǘŜǊǾŀƭ ƛǎ ǳǎŜŘ ǘƻ ǎŜƴŘ ǘǊŀǇ ǿƘŜƴ ǘƘŜ ǘǊŀǇ ǎŜǘ ǘƻ άǾн LƴŦƻǊƳέ ƻǊ άǾо LƴŦƻǊƳέ 

ƳƻŘŜΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ LƴŦƻǊƳ wŜǘǊȅ ƛǎ ŦǊƻƳ м ǘƻ олл ǎŜŎƻƴŘόǎύΦ 

¢ƘŜ ŘŜŦŀǳƭǘ LƴŦƻǊƳ wŜǘǊȅ ƛǎ м ǎŜŎƻƴŘΦ 

̢ ¢ǊŀǇ wŜŎŜƛǾŜǊ Lt м ϧ н 
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¢ƘŜ Lt ŀŘŘǊŜǎǎ ƛǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǘǊŀǇ ǎŜǊǾŜǊ ǘƻ ǊŜŎŜƛǾŜ ǘƘŜ ǘǊŀǇ ƛƴŦƻǊƳŀǘƛƻƴΦ 

¢ƘŜ ǎȅǎǘŜƳ ǎǳǇǇƻǊǘǎ ōƻǘƘ LtǾп ŀƴŘ LtǾс ŀŘŘǊŜǎǎŜǎ ŦƻǊ ǘƘŜ ǊŜŎŜƛǾŜǊΦ ¢ƘŜǊŜ ŀǊŜ н ¢ǊŀǇ 

wŜŎŜƛǾŜǊ Lt ǎǳǇǇƻǊǘŜŘΦ 

̢ /ƻƳƳǳƴƛǘȅ 

¢ƘŜ ǎǘǊƛƴƎ ƛƴ ǘƘŜ {bat ǘǊŀǇ ƛǎ ǘƘŜ ƛŘŜƴǘƛǘȅ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

The max. length for the /ƻƳƳǳƴƛǘȅ is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

¶ SNMPv3 Trap/Inform Settings 

¢Ƙƛǎ ǎŜŎǘƛƻƴ ƛǎ ŘƛǎǇƭŀȅŜŘ ƻƴƭȅ ǿƘŜƴ ¢ǊŀǇ aƻŘŜ ŀǊŜ ǎŜǘ ǘƻ άǾо ¢ǊŀǇέ ƻǊ άǾо LƴŦƻǊƳέΦ 

̢ ¦ǎŜǊƴŀƳŜ 

{ǇŜŎƛŦȅ ǘƘŜ ǳǎŜǊƴŀƳŜ ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǿƛǘƘ ǘƘŜ {bat ǘǊŀǇ ǎŜǊǾŜǊΦ 

̢ 9ƴƎƛƴŜ L5 

¢ƘŜ 9ƴƎƛƴŜ L5 ƛǎ ǘƘŜ ƛŘŜƴǘƛŦƛŜǊ ŦƻǊ ǘƘŜ ƎƛǾŜƴ {bat ŀǇǇƭƛŎŀǘƛƻƴΦ 

̢ {ŜŎǳǊƛǘȅ [ŜǾŜƭ 

bƻ !ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ bƻ tǊƛǾŀŎȅΥ !ŎŎŜǎǎ ǳǎƛƴƎ ǘƘŜ ǳǎŜǊƴŀƳŜ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ǳǎŜǊǎΦ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ bƻ tǊƛǾŀŎȅΥ !ŎŎŜǎǎ ǳǎƛƴƎ ǘƘŜ ǳǎŜǊƴŀƳŜ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ǳǎŜǊǎ ǿƛǘƘ 

ǇŀǎǎǿƻǊŘΦ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ tǊƛǾŀŎȅΥ !ŎŎŜǎǎ ǳǎƛƴƎ ǘƘŜ ǳǎŜǊƴŀƳŜ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ǳǎŜǊǎ ǿƛǘƘ 

ǇŀǎǎǿƻǊŘ ŀƴŘ ǘƘŜ Řŀǘŀ ǿƛƭƭ ōŜ ŜƴŎǊȅǇǘŜŘΦ 

̢ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ȅǇŜ 

¢ǿƻ ŀƭƎƻǊƛǘƘƳǎ ŀǊŜ ǇǊƻǾƛŘŜŘ - a5р ŀƴŘ {I! ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǇŀǎǎǿƻǊŘΦ 

̢ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ tŀǎǎǿƻǊŘ 

! ǎǘǊƛƴƎκƪŜȅ ƛǎ ǳǎŜŘ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜ ǘƘŜ {bat ǘǊŀǇ ǎŜǊǾŜǊ ŀƴŘ ƻōǘŀƛƴ ǘƘŜ ǇŜǊƳƛǎǎƛƻƴΦ 

Lǘ ǿƛƭƭ ōŜ ƘŀǎƘŜŘ ōȅ a5р ƻǊ {I! ōŜŦƻǊŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ 

The min. length for the wŜŀŘ-²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 8 characters.  

The max. length for the wŜŀŘ-²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

̢ 9ƴŎǊȅǇǘƛƻƴ ¢ȅǇŜ 

¢ǿƻ ŀƭƎƻǊƛǘƘƳǎ ŀǊŜ ǇǊƻǾƛŘŜŘ - !9{ ŀƴŘ 59{ ŦƻǊ Řŀǘŀ ŜƴŎǊȅǇǘƛƻƴΦ 

̢ 9ƴŎǊȅǇǘƛƻƴ tŀǎǎǿƻǊŘ 

! ǎǘǊƛƴƎκƪŜȅ ƛǎ ǳǎŜŘ ǘƻ ŜƴŎǊȅǇǘ ǘƘŜ Řŀǘŀ ǎŜƴǘ ǘƻ ǘƘŜ {bat ǘǊŀǇ ǎŜǊǾŜǊΦ  

The min. length for the wŜŀŘ-²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 8 characters.  

The max. length for the wŜŀŘ-²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.5.2  Industrial Protocols  

  

¢ƘŜǊŜ ŀǊŜ ǘƘǊŜŜ ƛƴŘǳǎǘǊƛŀƭ ǇǊƻǘƻŎƻƭǎ ǇǊƻǾƛŘŜŘ ƛƴ ǘƘŜ ǎǿƛǘŎƘ ς 9ǘƘŜǊbŜǘκLtΣ twhCLb9¢Σ ŀƴŘ 

aƻŘōǳǎκ¢/tΦ 

 

 Ethernet/IP  

 9ǘƘŜǊbŜǘκLt ƛǎ ŀƴ ƛƴŘǳǎǘǊƛŀƭ ƴŜǘǿƻǊƪ ǇǊƻǘƻŎƻƭ ǘƘŀǘ ƭƛƴƪŜŘ ǳǇ ǘƘŜ /ƻƳƳƻƴ LƴŘǳǎǘǊƛŀƭ tǊƻǘƻŎƻƭ 

ό/Ltύ ǿƛǘƘ ǎǘŀƴŘŀǊŘ 9ǘƘŜǊƴŜǘΦ 9ǘƘŜǊbŜǘκLt ǘŀƪŜǎ ŀŘǾŀƴǘŀƎŜ ƻŦ ōƻǘƘ ǘƘŜ LƴǘŜǊƴŜǘ tǊƻǘƻŎƻƭ ǎǳƛǘŜ ŀƴŘ 

L999 улн ǎǘŀƴŘŀǊŘΣ ǿƘƛŎƘ ŀǊŜ ǘƘŜ Ƴƻǎǘ ǿƛŘŜƭȅ ŘŜǇƭƻȅŜŘ ŎƻƭƭŜŎǘƛƻƴǎ ƻŦ 9ǘƘŜǊƴŜǘ ǎǘŀƴŘŀǊŘǎΣ ǘƻ ŘŜŦƛƴŜ 

ǘƘŜ ŦŜŀǘǳǊŜǎ ŀƴŘ ŦǳƴŎǘƛƻƴǎ ŦƻǊ ƛǘǎ ǘǊŀƴǎǇƻǊǘŀǘƛƻƴΣ ƴŜǘǿƻǊƪƛƴƎΣ Řŀǘŀ ƭƛƴƪ ŀƴŘ ǇƘȅǎƛŎŀƭ ƭŀȅŜǊǎΦ /Lt 

ƳŀƪŜǎ ǳǎŜ ƻŦ ƻōƧŜŎǘ-ƻǊƛŜƴǘŜŘ ŘŜǎƛƎƴ ǘƻ ǇǊƻǾƛŘŜ 9ǘƘŜǊbŜǘκLt ǿƛǘƘ ǘƘŜ ǎŜǊǾƛŎŜǎ ŀƴŘ ŘŜǾƛŎŜ ǇǊƻŦƛƭŜǎ 

ƴŜŜŘŜŘ ŦƻǊ ǊŜŀƭ-ǘƛƳŜ ŎƻƴǘǊƻƭ ŀǇǇƭƛŎŀǘƛƻƴǎΦ ¢ƘŜ ƻōƧŜŎǘ-ƻǊƛŜƴǘŜŘ ŘŜǎƛƎƴ ƻŦ ǘƘŜ /Lt ƛǎ ŀƭǎƻ ǳǎŜŘ ǘƻ 

ǇǊƻƳƻǘŜ ŎƻƴǎƛǎǘŜƴǘ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ ŀǳǘƻƳŀǘƛƻƴ ŦǳƴŎǘƛƻƴǎ ƛƴǘƻ ŀ ŘƛǾŜǊǎŜ ŜŎƻǎȅǎǘŜƳ ƻŦ ǇǊƻŘǳŎǘǎΦ 

9ǘƘŜǊbŜǘκLt ŘŜŦƛƴŜǎ Ƙƻǿ ǘƻ ƻǊƎŀƴƛȊŜ ǘƘŜ Řŀǘŀ ƛƴ ŀ ¢/tκ¦5t ǇŀŎƪŜǘ ŀƴŘ ǘǊŀƴǎŦŜǊǎ ǘƘŜ ǇŀŎƪŜǘ ƛƴ ǘƘŜ 

ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊΦ 

 

%ÔÈÅÒÎÅÔȾ)0 #)0 /ÂÊÅÃÔ -ÁÐÐÉÎÇ )ÎÆÏÒÍÁÔÉÏÎ 

 ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƻōƧŜŎǘǎ ǘƘŀǘ ŘŜŦƛƴŜŘ ƛƴ /ƻƳƳƻƴ LƴŘǳǎǘǊƛŀƭ tǊƻǘƻŎƻƭ ό/Ltύ ŀǊŜ 

ǎǳǇǇƻǊǘŜŘ ƛƴ ǎǿƛǘŎƘŜǎ ŦƻǊ t[/ǎ ŀƴŘ {/!5! ǎȅǎǘŜƳǎ ǘƻ ƳƻƴƛǘƻǊΥ 

¶ Identity Object 

¶ TCP/IP Interface Object 

¶ Ethernet Link Object 

¶ Proprietary Object 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜǎ ƛƴǘǊƻŘǳŎŜ ǘƘŜ ǎǳǇǇƻǊǘŜŘ ŀǘǘǊƛōǳǘŜǎΣ ƛƴŎƭǳŘƛƴƎ ŀŎŎŜǎǎ ǊǳƭŜǎ ŦƻǊ ŜŀŎƘ ŀǘǘǊƛōǳǘŜΣ 

ŀƴŘ ǎŜǊǾƛŎŜǎ ŦƻǊ ǘƘŜ ŀōƻǾŜ ƻōƧŜŎǘǎΦ ¦ǎŜǊǎ Ŏŀƴ ŀƭǎƻ ǊŜŦŜǊ ǘƻ ǘƘŜ ƻŦŦƛŎƛŀƭ ŘƻŎǳƳŜƴǘǎ ƻŦ /Lt ƛƴǘǊƻŘǳŎǘƛƻƴ 

ό±ƻƭΦ мύ ŀƴŘ ǘƘŜ 9ǘƘŜǊƴŜǘκLt !ŘŀǇǘƛƻƴ ƻŦ /Lt ό±ƻƭΦ нύ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ ŘŜǘŀƛƭǎ ƻŦ ŜŀŎƘ ŀǘǘǊƛōǳǘŜ ƻŦ 

ǘƘŜ ǎǘŀƴŘŀǊŘ ƻōƧŜŎǘǎΦ 

 

)ÄÅÎÔÉÔÙ /ÂÊÅÃÔ 
¢ƘŜ /ƭŀǎǎ ŎƻŘŜ ƻŦ LŘŜƴǘƛǘȅ ƻōƧŜŎǘ ƛǎ ŘŜŦƛƴŜŘ ƛƴ /Lt ±ƻƭ мΣ р-н ŀƴŘ ǘƘŜ ǾŀƭǳŜ ƛǎ лȄлмΦ 

 

 #ÌÁÓÓ !ÔÔÒÉÂÕÔÅ ,ÉÓÔ 

!ŘŘǊ 

L5 

!ŎŎŜǎǎ 

wǳƭŜ 
bŀƳŜ 5ŀǘŀ ¢ȅǇŜ 5ŜǎŎǊƛǇǘƛƻƴ 

м DŜǘ wŜǾƛǎƛƻƴ ¦Lb¢ όмсύ wŜǾƛǎƛƻƴ ƻŦ ǘƘƛǎ ƻōƧŜŎǘ 

н DŜǘ aŀȄ LƴǎǘŀƴŎŜ ¦Lb¢ όмсύ 

aŀȄƛƳǳƳ ƛƴǎǘŀƴŎŜ ƴǳƳōŜǊ ƻŦ ŀƴ 

ƻōƧŜŎǘ ŎǳǊǊŜƴǘƭȅ ŎǊŜŀǘŜŘ ƛƴ ǘƘƛǎ Ŏƭŀǎǎ 

ƭŜǾŜƭ ƻŦ ǘƘŜ ŘŜǾƛŎŜ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ рп 
 

о DŜǘ bǳƳōŜǊ ƻŦ LƴǎǘŀƴŎŜǎ ¦Lb¢ όмсύ 
bǳƳōŜǊ ƻŦ ƻōƧŜŎǘ ƛƴǎǘŀƴŎŜǎ ŎǳǊǊŜƴǘƭȅ 

ŎǊŜŀǘŜŘ ƛƴ ǘƘƛǎ Ŏƭŀǎǎ ƭŜǾŜƭ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

с DŜǘ 
aŀȄƛƳǳƳ L5 bǳƳōŜǊ 

/ƭŀǎǎ !ǘǘǊƛōǳǘŜǎ 
¦Lb¢ όмсύ 

¢ƘŜ ŀǘǘǊƛōǳǘŜ L5 ƴǳƳōŜǊ ƻŦ ǘƘŜ ƭŀǎǘ 

Ŏƭŀǎǎ ŀǘǘǊƛōǳǘŜ ƻŦ ǘƘŜ Ŏƭŀǎǎ ŘŜŦƛƴƛǘƛƻƴ 

ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ ǘƘŜ ŘŜǾƛŎŜ 

т DŜǘ 
aŀȄƛƳǳƳ L5 bǳƳōŜǊ 

LƴǎǘŀƴŎŜ !ǘǘǊƛōǳǘŜǎ 
¦Lb¢ όмсύ 

¢ƘŜ ŀǘǘǊƛōǳǘŜ L5 ƴǳƳōŜǊ ƻŦ ǘƘŜ ƭŀǎǘ 

ƛƴǎǘŀƴŎŜ ŀǘǘǊƛōǳǘŜ ƻŦ ǘƘŜ Ŏƭŀǎǎ 

ŘŜŦƛƴƛǘƛƻƴ ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ ǘƘŜ ŘŜǾƛŎŜ 

  

)ÎÓÔÁÎÃÅ !ÔÔÒÉÂÕÔÅ ,ÉÓÔ 

!ŘŘǊ 

L5 

!ŎŎŜǎǎ 

wǳƭŜ 
bŀƳŜ ό{ǘǊǳŎǘΦύ 5ŀǘŀ ¢ȅǇŜ 5ŜǎŎǊƛǇǘƛƻƴ 

м DŜǘ ±ŜƴŘƻǊ L5  ¦Lb¢ όмсύ ¢ƘŜ ǾŜƴŘƻǊ L5 ƻŦ ŎƻƳǇŀƴȅ 

н DŜǘ 5ŜǾƛŎŜ ¢ȅǇŜ  ¦Lb¢ όмсύ лȄлΣ άaŀƴŀƎŜŘ 9ǘƘŜǊƴŜǘ {ǿƛǘŎƘέ 

о DŜǘ tǊƻŘǳŎǘ /ƻŘŜ  ¦Lb¢ όмсύ bκ! 

п DŜǘ wŜǾƛǎƛƻƴ 

 ό{ǘǊǳŎǘΦύ ¢ƘŜ ǾŜǊǎƛƻƴ ƻŦ ǘƘŜ LŘŜƴǘƛǘȅ ƻōƧŜŎǘ 

aŀƧƻǊ ¦{Lb¢ όуύ ¢ƘŜ ǎǘǊǳŎǘǳǊŜ ƳŜƳōŜǊΣ ƳŀƧƻǊ 

aƛƴƻǊ ¦{Lb¢ όуύ ¢ƘŜ ǎǘǊǳŎǘǳǊŜ ƳŜƳōŜǊΣ ƳƛƴƻǊ 

р DŜǘ {ǘŀǘǳǎ  ²hw5 όмсύ bƻǘ ǳǎŜŘ 

т DŜǘ tǊƻŘǳŎǘ bŀƳŜ 
 {Ihw¢ψ 

{¢wLbD 

¢ƘŜ ǇǊƻŘǳŎǘ ƴŀƳŜ ƛƴ 

ƘǳƳŀƴ-ǊŜŀŘŀōƭŜ ŦƻǊƳŀǘ 

млм DŜǘ {ŜǊƛŀƭ bǳƳōŜǊ  ¦5Lb¢ όонύ ¢ƘŜ ǎŜǊƛŀƭ ƴǳƳōŜǊ ƻŦ ŜŀŎƘ ŘŜǾƛŎŜ 

  

#ÏÍÍÏÎ 3ÅÒÖÉÃÅ ,ÉÓÔ 

{ŜǊǾƛŎŜ 

/ƻŘŜ 

LƳǇƭŜƳŜƴǘŀǘƛƻƴ 
{ŜǊǾƛŎŜ bŀƳŜ 5ŜǎŎǊƛǇǘƛƻƴ 

/ƭŀǎǎ LƴǎǘŀƴŎŜ 

лȄлм ṉ ṉ DŜǘψ!ǘǊƛōǳǘŜǎψ!ƭƭ 
wŜǘǳǊƴ ǘƘŜ ŎƻƴǘŜƴǘǎ ƻŦ ŀƭƭ ŀǘǘǊƛōǳǘŜǎ ƻŦ 

ǘƘŜ Ŏƭŀǎǎ 

лȄл9 ṉ ṉ DŜǘψ!ǘǊƛōǳǘŜǎψ{ƛƴƎƭŜ ¦ǎŜŘ ǘƻ ǊŜŀŘ ŀƴ ƻōƧŜŎǘ ƛƴǎǘŀƴŎŜ ŀǘǘǊƛōǳǘŜ 

лȄмл  ṉ {Ŝǘψ!ǘǊƛōǳǘŜǎψ{ƛƴƎƭŜ ¦ǎŜŘ ǘƻ ǿǊƛǘŜ ŀƴ ƻōƧŜŎǘ ƛƴǎǘŀƴŎŜ ŀǘǘǊƛōǳǘŜ 

лȄлр  ṉ wŜǎŜǘ LƴǾƻƪŜǎ ǘƘŜ ǊŜǎŜǘ ǎŜǊǾƛŎŜ ŦƻǊ ǘƘŜ ŘŜƛǾŎŜ 

 
  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ рр 
 

4#0Ⱦ)0 )ÎÔÅÒÆÁÃÅ /ÂÊÅÃÔ 
¢ƘŜ /ƭŀǎǎ ŎƻŘŜ ƻŦ ¢/tκLt LƴǘŜǊŦŀŎŜ ƻōƧŜŎǘ ƛǎ ŘŜŦƛƴŜŘ ƛƴ /Lt ±ƻƭ нΣ р-о ŀƴŘ ǘƘŜ ǾŀƭǳŜ ƛǎ лȄŦрΦ 

 #ÌÁÓÓ !ÔÔÒÉÂÕÔÅ ,ÉÓÔ 

!ŘŘǊ 

L5 

!ŎŎŜǎǎ 

wǳƭŜ 
bŀƳŜ 5ŀǘŀ ¢ȅǇŜ 5ŜǎŎǊƛǇǘƛƻƴ 

м DŜǘ wŜǾƛǎƛƻƴ ¦Lb¢ όмсύ wŜǾƛǎƛƻƴ ƻŦ ǘƘƛǎ ƻōƧŜŎǘ 

н DŜǘ aŀȄ LƴǎǘŀƴŎŜ ¦Lb¢ όмсύ 

aŀȄƛƳǳƳ ƛƴǎǘŀƴŎŜ ƴǳƳōŜǊ ƻŦ ŀƴ 

ƻōƧŜŎǘ ŎǳǊǊŜƴǘƭȅ ŎǊŜŀǘŜŘ ƛƴ ǘƘƛǎ Ŏƭŀǎǎ 

ƭŜǾŜƭ ƻŦ ǘƘŜ ŘŜǾƛŎŜ 

о DŜǘ bǳƳōŜǊ ƻŦ LƴǎǘŀƴŎŜǎ ¦Lb¢ όмсύ 
bǳƳōŜǊ ƻŦ ƻōƧŜŎǘ ƛƴǎǘŀƴŎŜǎ ŎǳǊǊŜƴǘƭȅ 

ŎǊŜŀǘŜŘ ƛƴ ǘƘƛǎ Ŏƭŀǎǎ ƭŜǾŜƭ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

с DŜǘ 
aŀȄƛƳǳƳ L5 bǳƳōŜǊ 

/ƭŀǎǎ !ǘǘǊƛōǳǘŜǎ 
¦Lb¢ όмсύ 

¢ƘŜ ŀǘǘǊƛōǳǘŜ L5 ƴǳƳōŜǊ ƻŦ ǘƘŜ ƭŀǎǘ 

Ŏƭŀǎǎ ŀǘǘǊƛōǳǘŜ ƻŦ ǘƘŜ Ŏƭŀǎǎ ŘŜŦƛƴƛǘƛƻƴ 

ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ ǘƘŜ ŘŜǾƛŎŜ 

т DŜǘ 
aŀȄƛƳǳƳ L5 bǳƳōŜǊ 

LƴǎǘŀƴŎŜ !ǘǘǊƛōǳǘŜǎ 
¦Lb¢ όмсύ 

¢ƘŜ ŀǘǘǊƛōǳǘŜ L5 ƴǳƳōŜǊ ƻŦ ǘƘŜ ƭŀǎǘ 

ƛƴǎǘŀƴŎŜ ŀǘǘǊƛōǳǘŜ ƻŦ ǘƘŜ Ŏƭŀǎǎ 

ŘŜŦƛƴƛǘƛƻƴ ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ ǘƘŜ ŘŜǾƛŎŜ 

  

 )ÎÓÔÁÎÃÅ !ÔÔÒÉÂÕÔÅ ,ÉÓÔ 

!ŘŘǊ 

L5 

!ŎŎŜǎǎ 

wǳƭŜ 
bŀƳŜ ό{ǘǊǳŎǘΦύ 5ŀǘŀ ¢ȅǇŜ 5ŜǎŎǊƛǇǘƛƻƴ 

м DŜǘ {ǘŀǘǳǎ  5²hw5 

όонύ 

LƴǘŜǊŦŀŎŜ ǎǘŀǘǳǎ 

л Ґ ¢ƘŜ LƴǘŜǊŦŀŎŜ 

/ƻƴŦƛƎǳǊŀǘƛƻƴ ŀǘǘǊƛōǳǘŜ Ƙŀǎ 

ƴƻǘ ōŜŜƴ ŎƻƴŦƛƎǳǊŜŘΦ 

м Ґ ¢ƘŜ LƴǘŜǊŦŀŎŜ 

/ƻƴŦƛƎǳǊŀǘƛƻƴ 

ŀǘǘǊƛōǳǘŜ Ŏƻƴǘŀƛƴǎ ǾŀƭƛŘ 

ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻōǘŀƛƴŜŘ ŦǊƻƳ 

.hh¢tΣ 5I/t ƻǊ ƴƻƴ-ǾƻƭŀǘƛƭŜ 

ǎǘƻǊŀƎŜ 

н DŜǘ /ƻƴŦƛƎǳǊŀǘƛƻƴ 

/ŀǇŀōƛƭƛǘȅ 

 5²hw5 

όонύ 

LƴǘŜǊŦŀŎŜ ŎŀǇŀōƛƭƛǘȅ ŦƭŀƎǎ 

.ƛǘ ƳŀǇ ƻŦ ŎŀǇŀōƛƭƛǘȅ ŦƭŀƎǎΥ 

.ƛǘ лΥ .hh¢t /ƭƛŜƴǘ 

.ƛǘ мΥ 5b{ /ƭƛŜƴǘ 

.ƛǘ нΥ 5I/t /ƭƛŜƴǘ 

.ƛǘ оΥ 5I/t-5b{ ¦ǇŘŀǘŜ 

.ƛǘ пΥ /ƻƴŦƛƎǳǊŀǘƛƻƴ {ŜǘǘŀōƭŜ 

о DŜǘκ{Ŝǘ /ƻƴŦƛƎǳǊŀǘƛƻƴ  5²hw5 LƴǘŜǊŦŀŎŜ ŎƻƴǘǊƻƭ ŦƭŀƎǎ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ рс 
 

/ƻƴǘǊƻƭ όонύ .ƛǘ ƳŀǇ ƻŦ ŎƻƴǘǊƻƭ ŦƭŀƎǎΥ 

.ƛǘ л ǘƻ оΥ {ǘŀǊǘǳǇ /ƻƴŦƛƎǳǊŀǘƛƻƴ 

л Ґ ¢ƘŜ ŘŜǾƛŎŜ ǎƘŀƭƭ ǳǎŜ ǘƘŜ 

ƛƴǘŜǊŦŀŎŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǾŀƭǳŜǎ 

ǇǊŜǾƛƻǳǎƭȅ ǎǘƻǊŜŘ όŦƻǊ 

ŜȄŀƳǇƭŜΣ 

ƛƴ ƴƻƴ-ǾƻƭŀǘƛƭŜ ƳŜƳƻǊȅ ƻǊ Ǿƛŀ 

ƘŀǊŘǿŀǊŜ ǿƛǘŎƘŜǎύΦ 

м Ґ ¢ƘŜ ŘŜǾƛŎŜ ǎƘŀƭƭ ƻōǘŀƛƴ ƛǘǎ 

ƛƴǘŜǊŦŀŎŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǾŀƭǳŜǎ 

Ǿƛŀ .hh¢tΦ 

н Ґ ¢ƘŜ ŘŜǾƛŎŜ ǎƘŀƭƭ ƻōǘŀƛƴ ƛǘǎ 

ƛƴǘŜǊŦŀŎŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǾŀƭǳŜǎ 

Ǿƛŀ 5I/t ǳǇƻƴ ǎǘŀǊǘ-ǳǇΦ 

о ǘƻмр Ґ wŜǎŜǊǾŜŘΦ 

п DŜǘ tƘȅǎƛŎŀƭ [ƛƴƪ 

hōƧŜŎǘ 

 ό{ǘǊǳŎǘΦύ tŀǘƘ ǘƻ ǇƘȅǎƛŎŀƭ ƭƛƴƪ ƻōƧŜŎǘ 

tŀǘƘ {ƛȊŜ ¦Lb¢ όмсύ {ƛȊŜ ƻŦ tŀǘƘ 

tŀǘƘ tŀŘŘŜŘ 

9t!¢I 

[ƻƎƛŎŀƭ ǎŜƎƳŜƴǘǎ ƛŘŜƴǘƛŦȅƛƴƎ ǘƘŜ 

ǇƘȅǎƛŎŀƭ ƭƛƴƪ ƻōƧŜŎǘ 

р DŜǘκ{Ŝǘ LƴǘŜǊŦŀŎŜ 

/ƻƴŦƛƎǳǊŀǘƛƻƴ 

 
ό{ǘǊǳŎǘΦύ 

¢/tκLt ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜ 

ŎƻƴŦƛƎǳǊŀǘƛƻƴ 

Lt !ŘŘǊŜǎǎ ¦5Lb¢ όонύ ¢ƘŜ ŘŜǾƛŎŜΩǎ Lt ŀŘŘǊŜǎǎ 

bŜǘǿƻǊƪ 

aŀǎƪ 
¦5Lb¢ όонύ ¢ƘŜ ŘŜǾƛŎŜΩǎ ƴŜǘǿƻǊƪ Ƴŀǎƪ 

DŀǘŜǿŀȅ 

!ŘŘǊŜǎǎ 
¦5Lb¢ όонύ 5ŜŦŀǳƭǘ ƎŀǘŜǿŀȅ ŀŘŘǊŜǎǎ 

bŀƳŜ 

{ŜǊǾŜǊ 
¦5Lb¢ όонύ 

tǊƛƳŀǊȅ ƴŀƳŜ ǎŜǊǾŜǊ 

 

bŀƳŜ 

{ŜǊǾŜǊ н 
¦5Lb¢ όонύ {ŜŎƻƴŘŀǊȅ ƴŀƳŜ ǎŜǊǾŜǊ 

5ƻƳŀƛƴ 

bŀƳŜ 
{¢wLbD 5ŜŦŀǳƭǘ ŘƻƳŀƛƴ ƴŀƳŜ 

с DŜǘκ{Ŝǘ Iƻǎǘ bŀƳŜ  ¦5Lb¢ όонύ Iƻǎǘ ƴŀƳŜ 

  

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ рт 
 

 #ÏÍÍÏÎ 3ÅÒÖÉÃÅ ,ÉÓÔ 

{ŜǊǾƛŎŜ 

/ƻŘŜ 

LƳǇƭŜƳŜƴǘŀǘƛƻƴ 
{ŜǊǾƛŎŜ bŀƳŜ 5ŜǎŎǊƛǇǘƛƻƴ 

/ƭŀǎǎ LƴǎǘŀƴŎŜ 

лȄлм ṉ ṉ DŜǘψ!ǘǊƛōǳǘŜǎψ!ƭƭ 
wŜǘǳǊƴ ǘƘŜ ŎƻƴǘŜƴǘǎ ƻŦ ŀƭƭ ŀǘǘǊƛōǳǘŜǎ ƻŦ 

ǘƘŜ Ŏƭŀǎǎ 

лȄл9 ṉ ṉ DŜǘψ!ǘǊƛōǳǘŜǎψ{ƛƴƎƭŜ ¦ǎŜŘ ǘƻ ǊŜŀŘ ŀƴ ƻōƧŜŎǘ ƛƴǎǘŀƴŎŜ ŀǘǘǊƛōǳǘŜ 

лȄмл  ṉ {Ŝǘψ!ǘǊƛōǳǘŜǎψ{ƛƴƎƭŜ ¦ǎŜŘ ǘƻ ǿǊƛǘŜ ŀƴ ƻōƧŜŎǘ ƛƴǎǘŀƴŎŜ ŀǘǘǊƛōǳǘŜ 

 
 
%ÔÈÅÒÎÅÔ ,ÉÎË /ÂÊÅÃÔ 
¢ƘŜ /ƭŀǎǎ ŎƻŘŜ ƻŦ ¢/tκLt LƴǘŜǊŦŀŎŜ ƻōƧŜŎǘ ƛǎ ŘŜŦƛƴŜŘ ƛƴ /Lt ±ƻƭ нΣ р-п ŀƴŘ ǘƘŜ ǾŀƭǳŜ ƛǎ лȄŦсΦ ¢ƘŜǊŜ 

ƛǎ ŀƴ ƛƴǎǘŀƴŎŜ ŦƻǊ ŜŀŎƘ ǎǿƛǘŎƘ ǇƻǊǘΣ ŀƴŘ ƳŀǇǇƛƴƎ ŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜΥ 

 

LƴǎǘŀƴŎŜ bǳƳōŜǊ aŀǇǇƛƴƎ ǘƻ 

л 9ǘƘŜǊƴŜǘ [ƛƴƪ Ŏƭŀǎǎ 

м мǎǘ ǎǿƛǘŎƘ ǇƻǊǘ 

н нƴŘ ǎǿƛǘŎƘ ǇƻǊǘ 

о оǊŘ ǎǿƛǘŎƘ ǇƻǊǘ 

Χ bǘƘ ǎǿƛǘŎƘ ǇƻǊǘ 

  

 

 #ÌÁÓÓ !ÔÔÒÉÂÕÔÅ ,ÉÓÔ 

!ŘŘǊ 

L5 

!ŎŎŜǎǎ 

wǳƭŜ 
bŀƳŜ 5ŀǘŀ ¢ȅǇŜ 5ŜǎŎǊƛǇǘƛƻƴ 

м DŜǘ wŜǾƛǎƛƻƴ ¦Lb¢ όмсύ wŜǾƛǎƛƻƴ ƻŦ ǘƘƛǎ ƻōƧŜŎǘ 

н DŜǘ aŀȄ LƴǎǘŀƴŎŜ ¦Lb¢ όмсύ 

aŀȄƛƳǳƳ ƛƴǎǘŀƴŎŜ ƴǳƳōŜǊ ƻŦ ŀƴ 

ƻōƧŜŎǘ ŎǳǊǊŜƴǘƭȅ ŎǊŜŀǘŜŘ ƛƴ ǘƘƛǎ Ŏƭŀǎǎ 

ƭŜǾŜƭ ƻŦ ǘƘŜ ŘŜǾƛŎŜ 

о DŜǘ bǳƳōŜǊ ƻŦ LƴǎǘŀƴŎŜǎ ¦Lb¢ όмсύ 
bǳƳōŜǊ ƻŦ ƻōƧŜŎǘ ƛƴǎǘŀƴŎŜǎ ŎǳǊǊŜƴǘƭȅ 

ŎǊŜŀǘŜŘ ƛƴ ǘƘƛǎ Ŏƭŀǎǎ ƭŜǾŜƭ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

с DŜǘ 
aŀȄƛƳǳƳ L5 bǳƳōŜǊ 

/ƭŀǎǎ !ǘǘǊƛōǳǘŜǎ 
¦Lb¢ όмсύ 

¢ƘŜ ŀǘǘǊƛōǳǘŜ L5 ƴǳƳōŜǊ ƻŦ ǘƘŜ ƭŀǎǘ 

Ŏƭŀǎǎ ŀǘǘǊƛōǳǘŜ ƻŦ ǘƘŜ Ŏƭŀǎǎ ŘŜŦƛƴƛǘƛƻƴ 

ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ ǘƘŜ ŘŜǾƛŎŜ 

т DŜǘ 
aŀȄƛƳǳƳ L5 bǳƳōŜǊ 

LƴǎǘŀƴŎŜ !ǘǘǊƛōǳǘŜǎ 
¦Lb¢ όмсύ 

¢ƘŜ ŀǘǘǊƛōǳǘŜ L5 ƴǳƳōŜǊ ƻŦ ǘƘŜ ƭŀǎǘ 

ƛƴǎǘŀƴŎŜ ŀǘǘǊƛōǳǘŜ ƻŦ ǘƘŜ Ŏƭŀǎǎ 

ŘŜŦƛƴƛǘƛƻƴ ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ ǘƘŜ ŘŜǾƛŎŜ 
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 )ÎÓÔÁÎÃÅ !ÔÔÒÉÂÕÔÅ ,ÉÓÔ 

!ŘŘǊ 

L5 

!ŎŎŜǎǎ 

wǳƭŜ 
bŀƳŜ ό{ǘǊǳŎǘΦύ 5ŀǘŀ ¢ȅǇŜ 5ŜǎŎǊƛǇǘƛƻƴ 

м DŜǘ LƴǘŜǊŦŀŎŜ 

{ǇŜŜŘ 

 ¦5Lb¢ όонύ LƴǘŜǊŦŀŎŜ ǎǇŜŜŘ ŎǳǊǊŜƴǘƭȅ ƛƴ ǳǎŜ 

ό{ǇŜŜŘ ƛƴ aōǇǎΣ ŜΦƎΦΣ лΣ млΣ мллΣ 

млллΣ мллллΣ ŜǘŎΦύ 

н DŜǘ LƴǘŜǊŦŀŎŜ 

CƭŀƎǎ 

 5²hw5 

όонύ 
wŜŦŜǊ ǘƻ ǘƘŜ LƴǘŜǊŦŀŎŜ CƭŀƎǎ ǘŀōƭŜ 

о DŜǘ tƘȅǎƛŎŀƭ 

!ŘŘǊŜǎǎ 

 !ww!¸ ƻŦ с 

¦{Lb¢ όуύ 

a!/ ƭŀȅŜǊ ŀŘŘǊŜǎǎ ό¢ƘŜ {ȅǎǘŜƳ 

a!/ ŀŘŘǊŜǎǎύ 

п DŜǘ LƴǘŜǊŦŀŎŜ 

/ƻǳƴǘŜǊǎ 

 
ό{ǘǊǳŎǘΦύ 

/ƻǳƴǘŜǊǎ ǊŜƭŜǾŀƴǘ ǘƻ ǘƘŜ ǊŜŎŜƛǇǘ ƻŦ 

ǇŀŎƪŜǘǎ 

Lƴ hŎǘŜǘǎ ¦5Lb¢ όонύ hŎǘŜǘǎ ǊŜŎŜƛǾŜŘ ƻƴ ǘƘŜ ƛƴǘŜǊŦŀŎŜΦ 

Lƴ ¦Ŏŀǎǘ 

tŀŎƪŜǘǎ 
¦5Lb¢ όонύ 

¦ƴƛŎŀǎǘ ǇŀŎƪŜǘǎ ǊŜŎŜƛǾŜŘ ƻƴ 

ǘƘŜ ƛƴǘŜǊŦŀŎŜ 

Lƴ b¦Ŏŀǎǘ 

tŀŎƪŜǘǎ 
¦5Lb¢ όонύ 

bƻƴ-ǳƴƛŎŀǎǘ ǇŀŎƪŜǘǎ ǊŜŎŜƛǾŜŘ ƻƴ ǘƘŜ 

ƛƴǘŜǊŦŀŎŜ 

Lƴ 5ƛǎŎŀǊŘǎ 
¦5Lb¢ όонύ 

LƴōƻǳƴŘ ǇŀŎƪŜǘǎ ǊŜŎŜƛǾŜŘ ƻƴ 

ǘƘŜ ƛƴǘŜǊŦŀŎŜ ōǳǘ ŀǊŜ ŘƛǎŎŀǊŘŜŘ 

Lƴ 9ǊǊƻǊǎ 

¦5Lb¢ όонύ 

LƴōƻǳƴŘ ǇŀŎƪŜǘǎ ǘƘŀǘ Ŏƻƴǘŀƛƴ 

9ǊǊƻǊǎ όŘƻŜǎ ƴƻǘ ƛƴŎƭǳŘŜ Lƴ 

5ƛǎŎŀǊŘǎύ 

Lƴ ¦ƴƪƴƻǿƴ 

tǊƻǘƻǎ 
¦5Lb¢ όонύ 

LƴōƻǳƴŘ ǇŀŎƪŜǘǎ ǿƛǘƘ ǳƴƪƴƻǿƴ 

ǇǊƻǘƻŎƻƭ 

hǳǘ hŎǘŜǘǎ ¦5Lb¢ όонύ hŎǘŜǘǎ ǎŜƴǘ ƻƴ ǘƘŜ ƛƴǘŜǊŦŀŎŜ 

hǳǘ ¦Ŏŀǎǘ 

tŀŎƪŜǘǎ 
¦5Lb¢ όонύ 

¦ƴƛŎŀǎǘ ǇŀŎƪŜǘǎ ǎŜƴǘ ƻƴ ǘƘŜ 

ƛƴǘŜǊŦŀŎŜ 

hǳǘ b¦Ŏŀǎǘ 

tŀŎƪŜǘǎ 
¦5Lb¢ όонύ 

bƻƴ-ǳƴƛŎŀǎǘ ǇŀŎƪŜǘǎ ǎŜƴǘ ƻƴ 

ǘƘŜ ƛƴǘŜǊŦŀŎŜ 

hǳǘ 

5ƛǎŎŀǊŘǎ 
¦5Lb¢ όонύ 5ƛǎŎŀǊŘŜŘ ƻǳǘōƻǳƴŘ ǇŀŎƪŜǘǎ 

hǳǘ 9ǊǊƻǊǎ 
¦5Lb¢ όонύ 

hǳǘōƻǳƴŘ ǇŀŎƪŜǘǎ ǘƘŀǘ Ŏƻƴǘŀƛƴ 

ŜǊǊƻǊǎ 

с DŜǘκ{Ŝǘ LƴǘŜǊŦŀŎŜ 

/ƻƴǘǊƻƭ 

 ό{ǘǊǳŎǘΦύ /ƻƴŦƛƎǳǊŀǘƛƻƴ ŦƻǊ ǇƘȅǎƛŎŀƭ ƛƴǘŜǊŦŀŎŜ 

/ƻƴǘǊƻƭ .ƛǘǎ 

²hw5 όмсύ 

.ƛǘ лΥ !ǳǘƻ-bŜƎƻǘƛŀǘŜ 

±ŀƭǳŜ лΥ CƻǊŎŜ 

±ŀƭǳŜ мΥ !ǳǘƻ-bŜƎƻ 

.ƛǘ мΥ IŀƭŦκCǳƭƭ 5ǳǇƭŜȄ 

±ŀƭǳŜ лΥ ƘŀƭŦ ŘǳǇƭŜȄ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ рф 
 

±ŀƭǳŜ мΥ Ŧǳƭƭ ŘǳǇƭŜȄ 

.ƛǘ н ǘƻ мрΥ wŜǎŜǊǾŜŘΣ ŀƭƭ ȊŜǊƻ 

CƻǊŎŜŘ 

LƴǘŜǊŦŀŎŜ 

{ǇŜŜŘ 

¦Lb¢ όмсύ 
{ǇŜŜŘ ŀǘ ǿƘƛŎƘ ǘƘŜ ƛƴǘŜǊŦŀŎŜ 

ǎƘŀƭƭ ōŜ ŦƻǊŎŜŘ ǘƻ ƻǇŜǊŀǘŜ 

т DŜǘ LƴǘŜǊŦŀŎŜ 

¢ȅǇŜ 

 

¦{Lb¢ 

±ŀƭǳŜ лΥ ¦ƴƪƴƻǿƴ ƛƴǘŜǊŦŀŎŜ ǘȅǇŜΦ 

±ŀƭǳŜ мΥ ¢ƘŜ ƛƴǘŜǊŦŀŎŜ ƛǎ ƛƴǘŜǊƴŀƭ ǘƻ 

ǘƘŜ ŘŜǾƛŎŜΣ ŦƻǊ ŜȄŀƳǇƭŜΣ ƛƴ ǘƘŜ ŎŀǎŜ 

ƻŦ ŀƴ ŜƳōŜŘŘŜŘ ǎǿƛǘŎƘΦ 

±ŀƭǳŜ нΥ ¢ǿƛǎǘŜŘ-ǇŀƛǊ όŜΦƎΦΣ 

мл.ŀǎŜ-¢Σ млл.ŀǎŜ-¢·Σ мллл.ŀǎŜ-¢Σ 

ŜǘŎΦύ 

±ŀƭǳŜ оΥ hǇǘƛŎŀƭ ŦƛōŜǊ όŜΦƎΦΣ 

млл.ŀǎŜ-C·ύ 

±ŀƭǳŜ п ǘƻ нрсΥ wŜǎŜǊǾŜŘ 

у DŜǘ LƴǘŜǊŦŀŎŜ 

{ǘŀǘŜ 

 ¦{Lb¢ ±ŀƭǳŜ лΥ ¦ƴƪƴƻǿƴ ƛƴǘŜǊŦŀŎŜ ǎǘŀǘŜ 

±ŀƭǳŜ мΥ ¢ƘŜ ƛƴǘŜǊŦŀŎŜ ƛǎ ŜƴŀōƭŜŘ 

ŀƴŘ ƛǎ ǊŜŀŘȅ ǘƻ ǎŜƴŘ ŀƴŘ ǊŜŎŜƛǾŜ 

Řŀǘŀ 

±ŀƭǳŜ нΥ ¢ƘŜ ƛƴǘŜǊŦŀŎŜ ƛǎ ŘƛǎŀōƭŜŘ 

±ŀƭǳŜ оΥ ¢ƘŜ ƛƴǘŜǊŦŀŎŜ ƛǎ ǘŜǎǘƛƴƎ 

±ŀƭǳŜ п ǘƻ нрсΥ wŜǎŜǊǾŜŘ 

ф DŜǘ !ŘƳƛƴ 

{ǘŀǘŜ 

 ¦{Lb¢ ±ŀƭǳŜ лΥ wŜǎŜǊǾŜŘ 

±ŀƭǳŜ мΥ 9ƴŀōƭŜ ǘƘŜ ƛƴǘŜǊŦŀŎŜ 

±ŀƭǳŜ нΥ 5ƛǎŀōƭŜ ǘƘŜ ƛƴǘŜǊŦŀŎŜΦ LŦ ǘƘƛǎ 

ƛǎ ǘƘŜ ƻƴƭȅ /Lt ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ 

ƛƴǘŜǊŦŀŎŜΣ ŀ ǊŜǉǳŜǎǘ ǘƻ ŘƛǎŀōƭŜ ǘƘŜ 

ƛƴǘŜǊŦŀŎŜ ǎƘŀƭƭ ǊŜǎǳƭǘ ƛƴ ŀƴ ŜǊǊƻǊ 

όǎǘŀǘǳǎ ŎƻŘŜ лȄлфύΦ 

±ŀƭǳŜ о ǘƻ нрсΥ wŜǎŜǊǾŜŘ 

мл DŜǘ LƴǘŜǊŦŀŎŜ 

[ŀōŜƭ 

 {Ihw¢ψ 

{¢wLbD 
IǳƳŀƴ ǊŜŀŘŀōƭŜ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ 

млм DŜǘ tƻ9 

{ǘŀǘǳǎ 

 
¦{Lb¢ όуύ 

±ŀƭǳŜ мΥ tƻ9 hƴ 

±ŀƭǳŜ нΥ tƻ9 hŦŦ 

млн DŜǘ tƻ9 

tƻǿŜǊ 

 
¦5Lb¢ όонύ tƻ9 tƻǿŜǊ ƛƴ ²ŀǘǘ 

мло DŜǘκ{Ŝǘ tƻ9 

aƻŘŜ 

 

¦5Lb¢ όонύ 

±ŀƭǳŜ лΥ ¦ƴƪƴƻǿƴ 

±ŀƭǳŜ мΥ 9ƴŀōƭŜ 

±ŀƭǳŜ нΥ 5ƛǎŀōƭŜ 
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±ŀƭǳŜ оΥ CƻǊŎŜ 

  

 

 )ÎÔÅÒÆÁÃÅ &ÌÁÇÓ 

.ƛǘόǎύ /ŀƭƭŜŘ 5ŜŦƛƴƛǘƛƻƴ 

л [ƛƴƪ {ǘŀǘǳǎ 
л ƛƴŘƛŎŀǘŜǎ ŀƴ ƛƴŀŎǘƛǾŜ ƭƛƴƪΤ 

м ƛƴŘƛŎŀǘŜǎ ŀƴ ŀŎǘƛǾŜ ƭƛƴƪΦ 

м IŀƭŦκCǳƭƭ 5ǳǇƭŜȄ 
л ƛƴŘƛŎŀǘŜǎ ƘŀƭŦ ŘǳǇƭŜȄΤ 

м ƛƴŘƛŎŀǘŜǎ Ŧǳƭƭ ŘǳǇƭŜȄΦ 

н-п bŜƎƻǘƛŀǘƛƻƴ {ǘŀǘǳǎ 

LƴŘƛŎŀǘŜǎ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ƭƛƴƪ ŀǳǘƻ-ƴŜƎƻǘƛŀǘƛƻƴ 

л Ґ !ǳǘƻ-ƴŜƎƻǘƛŀǘƛƻƴ ƛƴ ǇǊƻƎǊŜǎǎΦ 

м Ґ !ǳǘƻ-ƴŜƎƻǘƛŀǘƛƻƴ ŀƴŘ ǎǇŜŜŘ ŘŜǘŜŎǘƛƻƴ ŦŀƛƭŜŘΦ ¦ǎƛƴƎ 

ŘŜŦŀǳƭǘ ǾŀƭǳŜǎ ŦƻǊ ǎǇŜŜŘ ŀƴŘ ŘǳǇƭŜȄΦ 5ŜŦŀǳƭǘ ǾŀƭǳŜǎ ŀǊŜ 

ǇǊƻŘǳŎǘ-ŘŜǇŜƴŘŜƴǘΤ ǊŜŎƻƳƳŜƴŘŜŘ ŘŜŦŀǳƭǘǎ ŀǊŜ млaōǇǎ ŀƴŘ 

ƘŀƭŦ ŘǳǇƭŜȄΦ 

н Ґ !ǳǘƻ ƴŜƎƻǘƛŀǘƛƻƴ ŦŀƛƭŜŘ ōǳǘ ŘŜǘŜŎǘŜŘ ǎǇŜŜŘΦ 5ǳǇƭŜȄ ǿŀǎ 

ŘŜŦŀǳƭǘŜŘΦ 5ŜŦŀǳƭǘ ǾŀƭǳŜ ƛǎ ǇǊƻŘǳŎǘ-ŘŜǇŜƴŘŜƴǘΤ 

ǊŜŎƻƳƳŜƴŘŜŘ ŘŜŦŀǳƭǘ ƛǎ ƘŀƭŦ ŘǳǇƭŜȄΦ 

о Ґ {ǳŎŎŜǎǎŦǳƭƭȅ ƴŜƎƻǘƛŀǘŜŘ ǎǇŜŜŘ ŀƴŘ ŘǳǇƭŜȄΦ 

п Ґ !ǳǘƻ-ƴŜƎƻǘƛŀǘƛƻƴ ƴƻǘ ŀǘǘŜƳǇǘŜŘΦ CƻǊŎŜŘ ǎǇŜŜŘ ŀƴŘ 

ŘǳǇƭŜȄΦ 

р 
aŀƴǳŀƭ {ŜǘǘƛƴƎ 

wŜǉǳƛǊŜǎ wŜǎŜǘ 

л ƛƴŘƛŎŀǘŜǎ ǘƘŜ ƛƴǘŜǊŦŀŎŜ Ŏŀƴ ŀŎǘƛǾŀǘŜ ŎƘŀƴƎŜǎ ǘƻ ƭƛƴƪ 

ǇŀǊŀƳŜǘŜǊǎ όŀǳǘƻ-ƴŜƎƻǘƛŀǘŜΣ ŘǳǇƭŜȄ ƳƻŘŜΣ ƛƴǘŜǊŦŀŎŜ ǎǇŜŜŘύ 

ŀǳǘƻƳŀǘƛŎŀƭƭȅΦ м ƛƴŘƛŎŀǘŜǎ ǘƘŜ ŘŜǾƛŎŜ ǊŜǉǳƛǊŜǎ ŀ wŜǎŜǘ ǎŜǊǾƛŎŜ 

ōŜ ƛǎǎǳŜŘ ǘƻ ƛǘǎ LŘŜƴǘƛǘȅ hōƧŜŎǘ ƛƴ ƻǊŘŜǊ ŦƻǊ ǘƘŜ ŎƘŀƴƎŜǎ ǘƻ 

ǘŀƪŜ ŜŦŦŜŎǘΦ 

с [ƻŎŀƭ IŀǊŘǿŀǊŜ Cŀǳƭǘ 

л ƛƴŘƛŎŀǘŜǎ ǘƘŜ ƛƴǘŜǊŦŀŎŜ ŘŜǘŜŎǘǎ ƴƻ ƭƻŎŀƭ ƘŀǊŘǿŀǊŜ ŦŀǳƭǘΤ м 

ƛƴŘƛŎŀǘŜǎ ŀ ƭƻŎŀƭ ƘŀǊŘǿŀǊŜ Ŧŀǳƭǘ ƛǎ ŘŜǘŜŎǘŜŘΦ ¢ƘŜ ƳŜŀƴƛƴƎ ƻŦ 

ǘƘƛǎ ƛǎ ǇǊƻŘǳŎǘ-ǎǇŜŎƛŦƛŎΦ CƻǊ ŜȄŀƳǇƭŜΣ ŀƴ !¦LκaLL ƛƴǘŜǊŦŀŎŜ 

ƳƛƎƘǘ ŘŜǘŜŎǘ ƴƻ ǘǊŀƴǎŎŜƛǾŜǊ ŀǘǘŀŎƘŜŘΣ ƻǊ ŀ ǊŀŘƛƻ ƳƻŘŜƳ 

ƳƛƎƘǘ ŘŜǘŜŎǘ ƴƻ ŀƴǘŜƴƴŀ ŀǘǘŀŎƘŜŘΦ Lƴ ŎƻƴǘǊŀǎǘ ǘƻ ǘƘŜ ǎƻŦǘΣ 

Ǉƻǎǎƛōƭȅ ǎŜƭŦ-ŎƻǊǊŜŎǘƛƴƎ ƴŀǘǳǊŜ ƻŦ ǘƘŜ [ƛƴƪ {ǘŀǘǳǎ ōŜƛƴƎ 

ƛƴŀŎǘƛǾŜΣ ǘƘƛǎ ƛǎ ŀǎǎǳƳŜŘ ŀ ƘŀǊŘ-Ŧŀǳƭǘ ǊŜǉǳƛǊƛƴƎ ǳǎŜǊ 

ƛƴǘŜǊǾŜƴǘƛƻƴΦ 

т-ом wŜǎŜǊǾŜŘ {Ƙŀƭƭ ōŜ ǎŜǘ ǘƻ ȊŜǊƻ 
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 #ÏÍÍÏÎ 3ÅÒÖÉÃÅ ,ÉÓÔ 

{ŜǊǾƛŎŜ 

/ƻŘŜ 

LƳǇƭŜƳŜƴǘŀǘƛƻƴ 
{ŜǊǾƛŎŜ bŀƳŜ 5ŜǎŎǊƛǇǘƛƻƴ 

/ƭŀǎǎ LƴǎǘŀƴŎŜ 

лȄл9 ṉ ṉ DŜǘψ!ǘǊƛōǳǘŜǎψ{ƛƴƎƭŜ ¦ǎŜŘ ǘƻ ǊŜŀŘ ŀƴ ƻōƧŜŎǘ ƛƴǎǘŀƴŎŜ ŀǘǘǊƛōǳǘŜ 

лȄмл  ṉ {Ŝǘψ!ǘǊƛōǳǘŜǎψ{ƛƴƎƭŜ ¦ǎŜŘ ǘƻ ǿǊƛǘŜ ŀƴ ƻōƧŜŎǘ ƛƴǎǘŀƴŎŜ ŀǘǘǊƛōǳǘŜ 

 
 
0ÒÏÐÒÉÅÔÁÒÙ /ÂÊÅÃÔ 
¢ƘŜ /ƭŀǎǎ ŎƻŘŜ ƻŦ tǊƻǇǊƛŜǘŀǊȅ ƻōƧŜŎǘ ƛǎ ŘŜŦƛƴŜŘ ōȅ ǾŜƴŘƻǊΣ ŀƴŘ ǘƘŜ ǾŀƭǳŜ ƛǎ лȄм/мΦ 

 

 #ÌÁÓÓ !ÔÔÒÉÂÕÔÅ ,ÉÓÔ 

!ŘŘǊ 

L5 

!ŎŎŜǎǎ 

wǳƭŜ 
bŀƳŜ 5ŀǘŀ ¢ȅǇŜ 5ŜǎŎǊƛǇǘƛƻƴ 

м DŜǘ tƻǿŜǊ м ¦{Lb¢ όуύ 

tƻǿŜǊ м ǎǘŀǘǳǎΦ  

±ŀƭǳŜ мΥ hƴ 

±ŀƭǳŜ лΥ hŦŦ 

н DŜǘ tƻǿŜǊ н ¦{Lb¢ όуύ 

tƻǿŜǊ н ǎǘŀǘǳǎΦ  

±ŀƭǳŜ мΥ hƴ 

±ŀƭǳŜ лΥ hŦŦ 

о DŜǘ !ƭŀǊƳ wŜƭŀȅ ¦{Lb¢ όуύ 

!ƭŀǊƳ wŜƭŀȅ ǎǘŀǘǳǎΦ  

±ŀƭǳŜ мΥ hƴ 

±ŀƭǳŜ лΥ hŦŦ 

п DŜǘ 5ƛƎƛǘŀƭ LƴǇǳǘ ¦{Lb¢ όуύ 

5ƛƎƛǘŀƭ LƴǇǳǘ ǎǘŀǘǳǎΦ 

±ŀƭǳŜ мΥ IƛƎƘ 

±ŀƭǳŜ лΥ [ƻǿ 

р DŜǘ {ȅǎǘŜƳ ¢ƛƳŜ ¦5Lb¢ όонύ {ȅǎǘŜƳ ¢ƛƳŜ ŜƴŎƻŘŜǎ ŀǎ ǳƴƛȄ ǘƛƳŜΦ 

с DŜǘ !ƭƭ LƴǘŜǊŦŀŎŜ {ǇŜŜŘ 
!ww!¸ ƻŦ ну 

¦5Lb¢όонύ 

!ǊǊŀȅ ƭƛǎǘ ƻŦ ŀƭƭ ƛƴǘŜǊŦŀŎŜ ǎǇŜŜŘ 

ŎǳǊǊŜƴǘƭȅ ƛƴ ǳǎŜ 

т DŜǘ !ƭƭ LƴǘŜǊŦŀŎŜ CƭŀƎǎ 
!ww!¸ ƻŦ ну 

5²hw5όонύ 

!ǊǊŀȅ ƭƛǎǘ ƻŦ ŀƭƭ ƛƴǘŜǊŦŀŎŜ ŦƭŀƎǎΦ wŜŦŜǊ 

ǘƻ ǘƘŜ LƴǘŜǊŦŀŎŜ CƭŀƎǎ ǘŀōƭŜ 

у DŜǘ !ƭƭ LƴǘŜǊŦŀŎŜ {ǘŀǘŜǎ ¦5Lb¢ όонύ 

.ƛǘǿƛǎŜ ƻŦ ŀƭƭ ŎǳǊǊŜƴǘ ƛƴǘŜǊŦŀŎŜ ǎǘŀǘŜǎΦ 

.ƛǘ лΥ tƻǊǘ м 

±ŀƭǳŜ лΥ [ƛƴƪ Řƻǿƴ 

±ŀƭǳŜ мΥ [ƛƴƪ ǳǇ 

.ƛǘ мΥ tƻǊǘ нΣ ŀƴŘ ǎƻ ƻƴ 

 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ сн 
 

%ÔÈÅÒÎÅÔȾ)0 %ÌÅÃÔÒÏÎÉÃ $ÁÔÁ 3ÈÅÅÔ ɉ%$3Ɋ &ÉÌÅ 

¢ƘŜ 95{ ό9ƭŜŎǘǊƻƴƛŎ 5ŀǘŀ {ƘŜŜǘύ ŦƛƭŜ ƛƴŎƭǳŘŜǎ ŜƭŜŎǘǊƻƴƛŎ ŘŜǎŎǊƛǇǘƛƻƴǎ ƻŦ ŀƭƭ ǊŜƭŜǾŀƴǘ 

ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǇŀǊŀƳŜǘŜǊǎ ŀƴŘ ƻōƧŜŎǘǎ ƻŦ ŀƴ 9ǘƘŜǊbŜǘκLt ŘŜǾƛŎŜΦ Lǘ ƛǎ ǊŜǉǳƛǊŜŘ ŦƻǊ Lκh ŎƻƴǘǊƻƭƭŜǊǎ ǘƻ 

ǊŜŎƻƎƴƛȊŜ ǎǿƛǘŎƘ ŀƴŘ ƛǘǎ /Lt ŎŀǇŀōƛƭƛǘȅΦ 

¢ƘŜ ƭƛǎǘ ƛƴŎƭǳŘŜǎ ǘƘŜ ǎŜŎǘƛƻƴǎ ǿƘƛŎƘ ŀǊŜ ŘŜǎŎǊƛōŜŘ ƛƴ ƻǳǊ 95{ ŦƛƭŜΦ 

¶ [File] 

¶ [Device] 

¶ [Device Classification] 

¶ [Port] 

¶ LŎƻƴ ǎƘƻǳƭŘ ōŜ он ϝ он ƛƴ ǇƛȄŜƭΦ 

 

 

 Modbus  

 aƻŘōǳǎ ƛǎ ŀ ǇƻǇǳƭŀǊ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǇǊƻǘƻŎƻƭ ǳǎŜŘ ŦƻǊ ƛƴŘǳǎǘǊƛŀƭ ǎŜǊƛŀƭ ŘŜǾƛŎŜǎΦ Lǘ ǳǎǳŀƭƭȅ 

ǿƻǊƪǎ ŀǎ άƳŀǎǘŜǊ-ǎƭŀǾŜέ ŀǊŎƘƛǘŜŎǘǳǊŜ ŀƴŘ ǿƛǘƘ ǇǊƻƎǊŀƳƳŀōƭŜ ƭƻƎƛŎ ŎƻƴǘǊƻƭƭŜǊǎ ǿƘƛŎƘ ŀǊŜ ŀƭǎƻ ŎŀƭƭŜŘ 

t[/ǎΦ aƻŘōǳǎκ¢/t ǇǊƻǾƛŘŜǎ aƻŘōǳǎ aŜǎǎŀƎƛƴƎ ǎŜǊǾƛŎŜ ƻƴ ¢/tκLt ǇǊƻǘƻŎƻƭΣ ǎƻ ǘƘŀǘ ǘƘŜ ŘŜǾƛŎŜǎ 

ǿƘƛŎƘ ŀǊŜ ǊǳƴƴƛƴƎ aƻŘōǳǎ Ŏŀƴ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ ŜŀŎƘ ƻǘƘŜǊ ǳǎƛƴƎ aƻŘōǳǎ ƳŜǎǎŀƎŜǎΦ ¢ƘŜ aƻŘōǳǎ 

ƳŜǎǎŀƎŜǎ ŀǊŜ ŜƴŎŀǇǎǳƭŀǘŜŘ ǿƛǘƘ ŀƴ 9ǘƘŜǊƴŜǘ ¢/tκLt ǿǊŀǇǇŜǊ ŀǎ ǇŜǊ ǘƘŜ ǎǘŀƴŘŀǊŘΦ 5ǳǊƛƴƎ ǘƘŜ 

ǘǊŀƴǎƳƛǎǎƛƻƴΣ ǘƘŜ ǎǿƛǘŎƘŜǎ Ŏŀƴ ƻƴƭȅ ŀŎǉǳƛǊŜ ǘƘŜ ŜƴŎŀǇǎǳƭŀǘŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ǿƘŜƴ aƻŘōǳǎκ¢/t ƛǎ 

ŜƴŀōƭŜŘΦ LŦ ǳǎŜǊǎ ǿƻǳƭŘ ƭƛƪŜ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ ǊŜŀƭ ŎƻƴǘŜƴǘ ƻŦ aƻŘōǳǎ ƳŜǎǎŀƎŜΣ ǳǎŜǊǎ ƘŀǾŜ ǘƻ ƛƴǎǘŀƭƭ 

ƻǘƘŜǊ ǳǘƛƭƛǘƛŜǎ ǎǳŎƘ ŀǎ άaƻŘ{ŎŀƴέΦ hǳǊ ǎǿƛǘŎƘŜǎ ƛƳǇƭŜƳŜƴǘ ǘƘŜ aƻŘōǳǎκ¢/t ǊŜƎƛǎǘŜǊǎ ƛƴŎƭǳŘƛƴƎ 

ǎȅǎǘŜƳ ƛƴŦƻǊƳŀǘƛƻƴΣ ŦƛǊƳǿŀǊŜ ƛƴŦƻǊƳŀǘƛƻƴΣ ǇƻǊǘ ƛƴŦƻǊƳŀǘƛƻƴΣ ŀƴŘ ǇŀŎƪŜǘ ƛƴŦƻǊƳŀǘƛƻƴΦ CƻǊ ŘŜǘŀƛƭǎΣ 

ǊŜŦŜǊ ǘƻ ǘƘŜ ά 

aƻŘōǳǎ 5ŀǘŀ aŀǇǇƛƴƎ )ÎÆÏÒÍÁÔÉÏÎέ ǎŜŎǘƛƻƴΦ 

 

 

-ÏÄÂÕÓ $ÁÔÁ &ÏÒÍÁÔ ÁÎÄ &ÕÎÃÔÉÏÎ #ÏÄÅ 

¢ƘŜ ǇǊƛƳŀǊȅ ŦƻǳǊ ǘȅǇŜǎ ƻŦ aƻŘōǳǎκ¢/t Řŀǘŀ ŦƻǊƳŀǘ ŀǊŜ ŀǎ ŦƻƭƭƻǿƛƴƎΥ 

5ŀǘŀ !ŎŎŜǎǎ ¢ȅǇŜ CǳƴŎǘƛƻƴ /ƻŘŜ CǳƴŎǘƛƻƴ bŀƳŜ 

.ƛǘ !ŎŎŜǎǎ 
tƘȅǎƛŎŀƭ 5ƛǎŎǊŜǘŜ LƴǇǳǘǎ н wŜŀŘ 5ƛǎŎǊŜǘŜ LƴǇǳǘǎ 

LƴǘŜǊƴŀƭ .ƛǘǎ ƻǊ tƘȅǎƛŎŀƭ /ƻƛƭǎ м wŜŀŘ /ƻƛƭǎ 

²ƻǊŘ !ŎŎŜǎǎ 

όмс-ōƛǘ !ŎŎŜǎǎύ 

tƘȅǎƛŎŀƭ LƴǇǳǘ wŜƎƛǎǘŜǊǎ п wŜŀŘ LƴǇǳǘ wŜƎƛǎǘŜǊǎ 

tƘȅǎƛŎŀƭ hǳǘǇǳǘ wŜƎƛǎǘŜǊǎ о wŜŀŘ IƻƭŘƛƴƎ wŜƎƛǎǘŜǊǎ 

 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ со 
 

-ÏÄÂÕÓ $ÁÔÁ -ÁÐÐÉÎÇ )ÎÆÏÒÍÁÔÉÏÎ 

Lƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜǎΣ ǿŜ ŀǎǎǳƳŜ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊ ƛǎ нуΦ  

 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ƛǎ ŦƻǊ CǳƴŎǘƛƻƴ /ƻŘŜ о όIƻƭŘƛƴƎ wŜƎƛǎǘŜǊǎύ κ CǳƴŎǘƛƻƴ /ƻŘŜ сΦ 

!ŘŘǊŜǎǎ hŦŦǎŜǘ 5ŀǘŀ ¢ȅǇŜ LƴǘŜǊǇǊŜǘŀǘƛƻƴ 5ŜǎŎǊƛǇǘƛƻƴ 

{ȅǎǘŜƳ LƴŦƻǊƳŀǘƛƻƴ 

лȄлллл ǘƻ 

лȄлллу 
м ǿƻǊŘ I9· 

tƻǊǘ м ǘƻ tƻǊǘ у {ǘŀǘǳǎ /ƻƴŦƛƎǳǊŀǘƛƻƴ 

лȄллллΥ 5ƛǎŀōƭŜ  

лȄлллмΥ 9ƴŀōƭŜ 

  

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ƛǎ ŦƻǊ CǳƴŎǘƛƻƴ /ƻŘŜ п όLƴǇǳǘ wŜƎƛǎǘŜǊǎύΦ ¢ƘŜ Řŀǘŀ ƳŀǇ ŀŘŘǊŜǎǎŜǎ ƛƴ ǘƘŜ 

ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ǎǘŀǊǘǎ ŦǊƻƳ aƻŘōǳǎ ŀŘŘǊŜǎǎ олллмΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ ŀŘŘǊŜǎǎ ƻŦŦǎŜǘ лȄллллI Ŝǉǳŀƭǎ 

aƻŘōǳǎ ŀŘŘǊŜǎǎ олллмΣ ŀƴŘ ǘƘŜ ŀŘŘǊŜǎǎ ƻŦŦǎŜǘ лȄллолI Ŝǉǳŀƭǎ aƻŘōǳǎ ŀŘŘǊŜǎǎ оллпфΦ !ƭƭ ǘƘŜ 

ƛƴŦƻǊƳŀǘƛƻƴ ǊŜŀŘ ŦǊƻƳ ƻǳǊ ǎǿƛǘŎƘŜǎ ƛǎ ƛƴ ǘƘŜ I9· ƳƻŘŜ ŀƴŘ ǳǎŜǊǎ Ŏŀƴ ǊŜŦŜǊ ǘƻ ǘƘŜ !{/LL ǘŀōƭŜ ŦƻǊ ǘƘŜ 

ǘǊŀƴǎƭŀǘƛƻƴ όŜΦƎΦ лȄп.ҐΩYΩΣ лȄтпҐΩǘΩύΦ 

!ŘŘǊŜǎǎ hŦŦǎŜǘ 5ŀǘŀ ¢ȅǇŜ LƴǘŜǊǇǊŜǘŀǘƛƻƴ 5ŜǎŎǊƛǇǘƛƻƴ 

{ȅǎǘŜƳ LƴŦƻǊƳŀǘƛƻƴ 

лȄллол нл ǿƻǊŘǎ !{/LL 

tǊƻŘǳŎǘ bŀƳŜ Ґ άa¢-лулпDέ 

²ƻǊŘ л Iƛ ōȅǘŜ Ґ ΨaΩ 

²ƻǊŘ л [ƻ ōȅǘŜ Ґ Ψ¢Ω 

²ƻǊŘ м Iƛ ōȅǘŜ Ґ Ψ-Ψ 

²ƻǊŘ м [ƻ ōȅǘŜ Ґ ΨлΩ 

²ƻǊŘ н Iƛ ōȅǘŜ Ґ ΨуΩ 

²ƻǊŘ н [ƻ ōȅǘŜ Ґ ΨлΩ 

²ƻǊŘ о Iƛ ōȅǘŜ Ґ ΨпΩ 

²ƻǊŘ о [ƻ ōȅǘŜ Ґ ΨDΩ 

лȄллрл м ǿƻǊŘ  tǊƻŘǳŎǘ {ŜǊƛŀƭ bǳƳōŜǊ 

лȄллрм н ǿƻǊŘǎ I9· 

CƛǊƳǿŀǊŜ ±ŜǊǎƛƻƴ 

CƻǊ ŜȄŀƳǇƭŜΥ 

²ƻǊŘ л Ґ лȄлмло 

²ƻǊŘ м Ґ лȄлнлл 

CƛǊƳǿŀǊŜ ǾŜǊǎƛƻƴ ƛǎ мΦоΦн 

лȄллро н ǿƻǊŘǎ I9· 

CƛǊƳǿŀǊŜ wŜƭŜŀǎŜ 5ŀǘŜ 

CƻǊ ŜȄŀƳǇƭŜΥ 

²ƻǊŘ л Ґ лȄмтмф 

²ƻǊŘ м Ґ лȄмрлс 

CƛǊƳǿŀǊŜ ǿŀǎ ǊŜƭŜŀǎŜŘ ƻƴ нлмр-лс-мт ŀǘ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ сп 
 

мф ƻΩŎƭƻŎƪ 

лȄллрс о ǿƻǊŘǎ I9· 

9ǘƘŜǊƴŜǘ a!/ !ŘŘǊŜǎǎ 

9ȄΥ a!/ Ґ лмΥлнΥлоΥл!Υл.Υл/ 

²ƻǊŘ л Iƛ ōȅǘŜ Ґ лȄлм 

²ƻǊŘ л [ƻ ōȅǘŜ Ґ лȄлн 

²ƻǊŘ м Iƛ ōȅǘŜ Ґ лȄло 

²ƻǊŘ м [ƻ ōȅǘŜ Ґ лȄл! 

²ƻǊŘ н Iƛ ōȅǘŜ Ґ лȄл. 

²ƻǊŘ н [ƻ ōȅǘŜ Ґ лȄл/ 

лȄллрф м ǿƻǊŘ I9· 

tƻǿŜǊ м 

лȄллллΥ hŦŦ 

лȄлллмΥ hƴ 

лȄллр! м ǿƻǊŘ I9· 

tƻǿŜǊ н 

лȄллллΥ hŦŦ 

лȄлллмΥ hƴ 

лȄллр. м ǿƻǊŘ I9· 

Cŀǳƭǘ [95 {ǘŀǘǳǎ 

лȄллллΥ .ƻƻǘ ŜǊǊƻǊ 

лȄлллмΥ bƻǊƳŀƭ 

лȄлллнΥ Cŀǳƭǘ 

лȄллун м ǿƻǊŘ I9· 

5hм 

лȄллллΥ hŦŦ 

лȄлллмΥ hƴ 

tƻǊǘ LƴŦƻǊƳŀǘƛƻƴ 

лȄмллл ǘƻ 
лȄмллу 

м ǿƻǊŘ I9· 

tƻǊǘ м ǘƻ tƻǊǘ у {ǘŀǘǳǎ 

лȄллллΥ [ƛƴƪ Řƻǿƴ 

лȄлллмΥ [ƛƴƪ ǳǇ 

лȄлллнΥ 5ƛǎŀōƭŜ 

лȄCCCCΥ bƻ ǇƻǊǘ 

лȄммлл ǘƻ 
лȄммлу 

м ǿƻǊŘ I9· 

tƻǊǘ м ǘƻ tƻǊǘ у {ǇŜŜŘ 

лȄллллΥ млa-IŀƭŦ 

лȄлллмΥ млa-Cǳƭƭ 

лȄлллнΥ мллa-IŀƭŦ 

лȄлллоΥ мллa-Cǳƭƭ 

лȄCCCCΥ bƻ ǇƻǊǘ 

лȄмнлл ǘƻ 
лȄмнлу 

м ǿƻǊŘ I9· 

tƻǊǘ м ǘƻ tƻǊǘ у Cƭƻǿ /ǘǊƭ 

лȄллллΥ hŦŦ 

лȄлллмΥ hƴ 

лȄCCCCΥ bƻ ǇƻǊǘ 

лȄмолл ǘƻ нл ǿƻǊŘǎ !{/LL tƻǊǘ м ǘƻ tƻǊǘ у 5ŜǎŎǊƛǇǘƛƻƴ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ ср 
 

лȄмомо όtƻǊǘ мύ 
 
лȄмомп ǘƻ 
лȄмонт όtƻǊǘ нύ 
Χ 
 
лȄмоу/ ǘƻ 
лȄмофC όtƻǊǘ уύ 

tƻǊǘ 5ŜǎŎǊƛǇǘƛƻƴ Ґ άмлл¢ȄΣwWпрΦέ 

²ƻǊŘ л Iƛ ōȅǘŜ Ґ ΨмΩ 

²ƻǊŘ л [ƻ ōȅǘŜ Ґ ΨлΩ 

²ƻǊŘ м Iƛ ōȅǘŜ Ґ ΨлΩ 

²ƻǊŘ м [ƻ ōȅǘŜ Ґ Ψ¢Ω 

Ν  

²ƻǊŘ п Iƛ ōȅǘŜ Ґ ΨпΩ 

²ƻǊŘ п [ƻ ōȅǘŜ Ґ ΨрΩ 

²ƻǊŘ р Iƛ ōȅǘŜ Ґ ΨΦΩ 

²ƻǊŘ р [ƻ ōȅǘŜ Ґ ΨξлΩ 

лȄмрлл ǘƻ 
лȄмрлу 

м ²ƻǊŘ I9· 
tƻǊǘ м ǘƻ tƻǊǘ у tƻ9 {ǘŀǘǳǎ 
лȄллллΥ tƻ9 hŦŦ 
лȄлллмΥ tƻ9 hƴ 

лȄмслл ǘƻ 
лȄмслу 

м ²ƻǊŘ I9· tƻǊǘ м ǘƻ tƻǊǘ у tƻ9 tƻǿŜǊ ƛƴ ²ŀǘǘ 

tŀŎƪŜǘ LƴŦƻǊƳŀǘƛƻƴ 

лȄнллл ǘƻ 
лȄнллC 

н ǿƻǊŘǎ I9· 

tƻǊǘ м ǘƻ tƻǊǘ у ¢Ȅ tŀŎƪŜǘǎ 
9ȄΥ ǇƻǊǘ м ¢Ȅ tŀŎƪŜǘ !Ƴƻǳƴǘ Ґ монпусор 
wŜŎŜƛǾŜŘ aƻŘōǳǎ ǊŜǎǇƻƴǎŜΥ 
лȄмонпусор 

²ƻǊŘ л Ґ монп 

²ƻǊŘ м Ґ усор 

лȄнлул ǘƻ 
лȄнлуC 

н ǿƻǊŘǎ I9· 

tƻǊǘ м ǘƻ tƻǊǘ у ¢Ȅ .ȅǘŜǎ 
9ȄΥ ǇƻǊǘ м ¢Ȅ .ǘȅŜǎ !Ƴƻǳƴǘ Ґ монпусор 
wŜŎŜƛǾŜŘ aƻŘōǳǎ ǊŜǎǇƻƴǎŜΥ 
лȄмонпусор 

²ƻǊŘ л Ґ монп 

²ƻǊŘ м Ґ усор 

лȄнмлл ǘƻ 
лȄнмό¸¸ϝн-мύ 

н ǿƻǊŘǎ I9· 

tƻǊǘ м ǘƻ ¸¸ wȄ tŀŎƪŜǘǎ 
9ȄΥ ǇƻǊǘ м wȄ tŀŎƪŜǘ !Ƴƻǳƴǘ Ґ монпусор 
wŜŎŜƛǾŜŘ aƻŘōǳǎ ǊŜǎǇƻƴǎŜΥ 
лȄмонпусор 

²ƻǊŘ л Ґ монп 

²ƻǊŘ м Ґ усор 

лȄнмул ǘƻ 
лȄнмуC 

н ǿƻǊŘǎ I9· 

tƻǊǘ м ǘƻ tƻǊǘ у wȄ .ȅǘŜǎ 
9ȄΥ ǇƻǊǘ м wȄ .ǘȅŜǎ !Ƴƻǳƴǘ Ґ монпусор 
wŜŎŜƛǾŜŘ aƻŘōǳǎ ǊŜǎǇƻƴǎŜΥ 
лȄмонпусор 

²ƻǊŘ л Ґ монп 

²ƻǊŘ м Ґ усор 
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 Profinet  

 twhCLb9¢ ƛǎ ŀ ǘŜŎƘƴƛŎŀƭ ǎǘŀƴŘŀǊŘ ŦƻǊ ŀǳǘƻƳŀǘƛƻƴ Řŀǘŀ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƻǾŜǊ LƴŘǳǎǘǊƛŀƭ 9ǘƘŜǊƴŜǘΦ 

Lǘ ƛǎ ŘŜǎƛƎƴŜŘ ŦƻǊ ŎƻƭƭŜŎǘƛƴƎ Řŀǘŀ ŀƴŘ ŎƻƴǘǊƻƭƭƛƴƎ ŘŜǾƛŎŜǎ ƛƴ ƛƴŘǳǎǘǊƛŀƭ ǎȅǎǘŜƳǎΦ twhCLb9¢ ƛǎ 

ƳŀƛƴǘŀƛƴŜŘ ŀƴŘ ǎǳǇǇƻǊǘŜŘ ōȅ twhCL.¦{ ϧ twhCLb9¢ LƴǘŜǊƴŀǘƛƻƴŀƭ όtLύΦ Lǘ ŘŜŦƛƴŜǎ ǘƘŜ ŜƴǘƛǊŜ Řŀǘŀ 

ŜȄŎƘŀƴƎŜ ŦƻǊ ƴƻǘ ƻƴƭȅ Lh-ŎƻƴǘǊƻƭƭŜǊǎ ŀƴŘ Lh-ŘŜǾƛŎŜǎ ōǳǘ ŀƭǎƻ ǇŀǊŀƳŜǘŜǊ ǎŜǘǘƛƴƎ ŀƴŘ ŘƛŀƎƴƻǎƛǎΦ 

twhCLb9¢ ƛǎ ǳǎŜŦǳƭ ŦƻǊ ǇǊƻŘǳŎǘƛƻƴ ŀƴŘ ǇǊƻŎŜǎǎ ŀǳǘƻƳŀǘƛƻƴΣ ǎŀŦŜǘȅ ŀǇǇƭƛŎŀǘƛƻƴǎΣ ŀƴŘ ŀƭƭ ǊŀƴƎŜ ƻŦ 

ŘǊƛǾŜ ǘŜŎƘƴƻƭƻƎȅ ǿƘŜǊŜ ǘƘŜǎŜ ŀǇǇƭƛŎŀǘƛƻƴǎ ŀǊŜ ƛƳǇƭŜƳŜƴǘŜŘΦ  

 

 

02/&).%4 0ÁÒÁÍÅÔÅÒÓ -ÁÐÐÉÎÇ )ÎÆÏÒÍÁÔÉÏÎ 

¢ƘŜǊŜ ŀǊŜ ǘƘǊŜŜ ŎŀǘŜƎƻǊƛŜǎ ƻŦ ǇŀǊŀƳŜǘŜǊǎ ς 5ŜǾƛŎŜ tŀǊŀƳŜǘŜǊǎΣ 5ŜǾƛŎŜ {ǘŀǘǳǎΣ ŀƴŘ tƻǊǘ 

tŀǊŀƳŜǘŜǊǎΦ 

· ǊκǿΥ wŜŀŘ ŀƴŘ ²ǊƛǘŜ 

· ǊƻΥ wŜŀŘ hƴƭȅ 

 
$ÅÖÉÃÅ 0ÁÒÁÍÅÔÅÒÓ 

.ȅǘŜ bŀƳŜ !ŎŎŜǎǎ ±ŀƭǳŜ 5ŜǎŎǊƛǇǘƛƻƴ 5ŜŦŀǳƭǘ ±ŀƭǳŜ 

л {ǘŀǘǳǎ !ƭŀǊƳ Ǌǿ 
л 5ƻ ƴƻǘ ǎŜƴŘ ŀƴȅ ŀƭŀǊƳǎ 

лΥ bƻ !ƭŀǊƳǎ 
м {ŜƴŘ ŀƭŀǊƳ ƛŦ ŀƴȅ ǎǘŀǘǳǎ ŎƘŀƴƎŜ 

м tƻǿŜǊ !ƭŀǊƳ м Ǌǿ 
л 5ƻ ƴƻǘ ǎŜƴŘ ǇƻǿŜǊ ŦŀƛƭŜŘ ŀƭŀǊƳǎ 

лΥ bƻ !ƭŀǊƳǎ 
м {ŜƴŘ ŀƭŀǊƳ ƛŦ ǇƻǿŜǊ ǎǳǇǇƭȅ м Ŧŀƛƭǎ 

н tƻǿŜǊ !ƭŀǊƳ н Ǌǿ 
л 5ƻ ƴƻǘ ǎŜƴŘ ǇƻǿŜǊ ŦŀƛƭŜŘ ŀƭŀǊƳǎ 

лΥ bƻ !ƭŀǊƳǎ 
м {ŜƴŘ ŀƭŀǊƳ ƛŦ ǇƻǿŜǊ ǎǳǇǇƭȅ н Ŧŀƛƭǎ 

 
$ÅÖÉÃÅ 3ÔÁÔÕÓ 
 

.ȅǘŜ bŀƳŜ !ŎŎŜǎǎ ±ŀƭǳŜ 5ŜǎŎǊƛǇǘƛƻƴ 

л hǾŜǊŀƭƭ 5ŜǾƛŎŜ {ǘŀǘǳǎ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м hY 

н 5ŜǾƛŎŜ 9ǊǊƻǊ 

м Cŀǳƭǘ {ǘŀǘǳǎ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м hY 

н 5ŜǾƛŎŜ 5ŜǘŜŎǘ Cŀǳƭǘ 

н tƻǿŜǊ м {ǘŀǘǳǎ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м hY 

н tƻǿŜǊ м Cŀƛƭǎ 

о tƻǿŜǊ н {ǘŀǘǳǎ Ǌƻ л ¦ƴŀǾŀƛƭŀōƭŜ 
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м hY 

н tƻǿŜǊ н Cŀƛƭǎ 

п wŜƭŀȅ м Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м /ƭƻǎŜŘ 

н hǇŜƴ 

р wŜƭŀȅ н Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м /ƭƻǎŜŘ 

н hǇŜƴ 

с wŜŘǳƴŘŀƴǘ aƻŘŜ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м w{¢t 

н 9wt{ 

о 9wt{ {ǳō-ǊƛƴƎ м 

п 9wt{ {ǳō-ǊƛƴƎ н 

т wƛƴƎ {ǘŀǘǳǎ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м IŜŀƭǘƘȅ 

н .ǊŜŀƪ 

у wŜŘǳƴŘŀƴǘ tƻǊǘ м {ǘŀǘǳǎ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м CƻǊǿŀǊŘƛƴƎ 

н .ƭƻŎƪƛƴƎ 

о [ƛƴƪ 5ƻǿƴ 

ф wŜŘǳƴŘŀƴǘ tƻǊǘ н {ǘŀǘǳǎ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м CƻǊǿŀǊŘƛƴƎ 

н .ƭƻŎƪƛƴƎ 

о [ƛƴƪ 5ƻǿƴ 

мл {ǳō-ǊƛƴƎ aƻŘŜ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м IŜŀƭǘƘȅ 

н .ǊŜŀƪ 

мм {ǳō-ǊƛƴƎ tƻǊǘ м {ǘŀǘǳǎ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м CƻǊǿŀǊŘƛƴƎ 

н .ƭƻŎƪƛƴƎ 

о [ƛƴƪ 5ƻǿƴ 

мн {ǳō-ǊƛƴƎ tƻǊǘ н {ǘŀǘǳǎ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м CƻǊǿŀǊŘƛƴƎ 

н .ƭƻŎƪƛƴƎ 

о [ƛƴƪ 5ƻǿƴ 

мо /ƻƴƴŜŎǘƛƻƴ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м hY 

н /ƻƴƴŜŎǘƛƻƴ CŀƛƭǳǊŜ 
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0ÏÒÔ 0ÁÒÁÍÅÔÅÒÓ 

.ȅǘŜ bŀƳŜ !ŎŎŜǎǎ ±ŀƭǳŜ 5ŜǎŎǊƛǇǘƛƻƴ 

л tƻǊǘ !ƭŀǊƳ Ǌǿ 
л hŦŦΣ Řƻ ƴŜǘ ǎŜƴŘ ŀƭŀǊƳ 

м hƴΣ ǎŜƴŘ ŀƭŀǊƳ ǿƘŜƴ ǇƻǊǘ ƭƛƴƪ Řƻǿƴ 

м tƻǊǘ !ŘƳƛƴ {ǘŀǘŜ Ǌǿ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м hŦŦΣ ƛƴŀŎǘƛǾŜ 

н hƴΣ ŀŎǘƛǾŜ 

н tƻǊǘ [ƛƴƪ {ǘŀǘŜ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м [ƛƴƪ ƛǎ Řƻǿƴ 

н [ƛƴƪ ƛǎ ǳǇ 

о tƻǊǘ {ǇŜŜŘ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м ¦ƴƪƴƻǿƴ 

н млa 

о мллa 

п мD 

р млD 

п tƻǊǘ 5ǳǇƭŜȄ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м IŀƭŦ 

н Cǳƭƭ 

р tƻǊǘ !ǳǘƻ-ƴŜƎƻǘƛŀǘƛƻƴ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м hŦŦ 

н hƴ 

с tƻǊǘ Cƭƻǿ /ƻƴǘǊƻƭ Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м hŦŦ 

н hƴ 

т tƻǊǘ a5Lκa5L· Ǌƻ 

л ¦ƴŀǾŀƛƭŀōƭŜ 

м a5L 

н a5L· 
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 Configure Industrial Protocols Information  

 

¶ Modbus Mode 

άEnableέ or άDisableέ the Modbus/TCP function. 

¶ Ethernet/IP Mode 

άEnableέ or άDisableέ the Ethernet/IP function. 

¶ PROFINET Mode 

άEnableέ or άDisableέ the PROFINET function. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.5.3  DHCP  

$(#0 3ÅÒÖÅÒȾ#ÌÉÅÎÔ 

DHCP, Dynamic Host Configuration Protocol, is a standardized protocol used in the IP 

networks. The DHCP Server holds an IP address pool and when a DHCP Client requests an IP 

address, the DHCP Server picks an IP address from the pool and assigns it to the client.  The DHCP 

Server also manages other IP information such as Default Gateway and DNS Server. DHCP is very 

useful to configure the IP information for multiple devices. Only the administrator can enable the 

DHCP Client for each device and setup the DHCP Server. The clients will then obtain a unique IP 

address and other IP settings to connect to the network. 

$(#0 3ÅÒÖÅÒ "ÉÎÄÉÎÇ 

Apart from dynamically allocating an IP address to a DHCP Client, the DHCP Server also 

provides a function to manually assign a static IP address to the device with a specific MAC Address. 

This is called DHCP Server Binding.  

$(#0 2ÅÌÁÙȾ/ÐÔÉÏÎόφ 

 In a large network, there might be several subnets and the DHCP Client is not able to be served 

by a DHCP Server directly.  In this case, we need a relay agent to help to transmit the request 

frames to the DHCP Servers. When a relay agent receives the broadcast request frame from a DHCP 

Client, the relay agent will transmit the frame to the DHCP Servers, which are in the same subnet by 

unicast. 

Option 82 is an information option to identify the clients by Circuit ID and Remote ID. The 

Circuit ID is an identity containing the interface name and/or VLAN information, and the Remote ID 

is to identify the remote host (the relay agent). The DHCP Server can distribute an IP address to the 

DHCP Client according to Option 82 information and make the IP addresses more controllable. 

The frame format for the Circuit ID is as below: 

 

¶ VLAN 

The VLAN field is for the management VLAN ID, which is natively set to 1. 

¶ Module 

The stack number for the device sending the DHCP request is on. For industrial switches, this 

byte is always filled as 0. 
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¶ Port 

The port number identifies the incoming DHCP request frame/DHCP Client.  

 

 The frame format for the Remote ID is as below: 

 

¶ MAC Address 

By default, the MAC address is set to the MAC address of DHCP relay agent. 

 

 Configure DHCP Client  

 

¶ IPv4 Mode 

Set the IPv4 Mode ǘƻ άDHCP Clientέ ǘƻ ŜƴŀōƭŜ the DHCP Client. The system sends a 

discovery frame to the network and tires to obtain an IP address from the DHCP Server.  

After enabling the DHCP Client, users may need to connect to the Console Port to get the IP 

address by using άshow ip addressέ ƻƴ ǘƘŜ /[LΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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 DHCP Server  

 

For more information, hover the mouse over the icon in the system. 

¶ Server Status 

Shows the status of the DHCP server: Down or Up. 

¶ Server Mode 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ the DHCP Server function. 

¶ Start IP Address 

Set the range of the Lt ǇƻƻƭΦ ¢ƘŜ ά{ǘŀǊǘ Lt !ŘŘǊŜǎǎέ is the starting. 

ά{ǘŀǊǘ Lt !ŘŘǊŜǎǎέ Ƴǳǎǘ ōŜ ƛƴ ǘƘŜ same subnet as that of the switch itself. 

¶ End IP Address 

{Ŝǘ ǘƘŜ ǊŀƴƎŜ ƻŦ Lt ǇƻƻƭΦ ¢ƘŜ ά9ƴŘ Lt !ŘŘǊŜǎǎέ is the end. 

ά9ƴŘ Lt !ŘŘǊŜǎǎέ Ƴǳǎǘ ōŜ ƛƴ ǘƘŜ same subnet as that of the switch itself. 

¶ Default Gateway 

Set the Default Gateway for the DHCP Clients to make them connect to the WAN. 

ά5ŜŦŀǳƭǘ DŀǘŜǿŀȅέ Ƴǳǎǘ ōŜ ƛƴ ǘƘŜ same subnet as that of the switch itself. 

¶ DNS Server 

Set the DNS Server for the DHCP Clients to make them connect to another device based on 

the URL instead of IP address. 
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¶ Lease Time 

DHCP Server leases an IP address to a device for a period of time. When the lease time 

expires, the DHCP server may assign a different IP address in the pool to the device. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

 DHCP Leased Table  

 

¶ IP Address 

This field implies the IP Address that this device acquired from DHCP Server. 

¶ MAC Address 

The MAC Address of the device that acquired mapped IP Address. Administrators can use 

MAC Address to map to the deviceΩs IP Address. 

¶ Expired Time 

The Expired Time implies the deadline of designated IP Address that leased from DHCP 

Server. After Expired Time, the DHCP Client has to communicate with DHCP Server and ask 

for the IP Address again. 

 

 DHCP Server Binding  

 

For more information, hover the mouse over the icon in the system. 

¶ Binding ID 

An ID used to identify the binding. 
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¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ .ƛƴŘƛƴƎ L5 ƛǎ ŦǊƻƳ м ǘƻ онΦ 

¶ MAC Address 

The device with the specified MAC Address will be assigned to the static Binding IP Address. 

¶ Binding IP Address 

A static IP Address will be assigned to the specified MAC Address. 

¶ ȡ /ƭƛŎƪ ǘƘŜ Ǉƭǳǎ ƛŎƻƴ ǘƻ ŀŘŘ ŀ 5I/t .ƛƴŘƛƴƎ ǊƻǿΦ 

¶ Υ /ƭƛŎƪ ǘƘŜ ǊŜƳƻǾŜ ƛŎƻƴ ǘƻ ŘŜƭŜǘŜ ǘƘŜ 5I/t .ƛƴŘƛƴƎ ǊƻǿΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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 DHCP Relay  

 

For more information, hover the mouse over the icon in the system. 

¶ Relay Basic Settings 

̢ wŜƭŀȅ aƻŘŜ 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǘƘŜ 5I/t wŜƭŀȅ ŦǳƴŎǘƛƻƴΦ 

̢ wŜƭŀȅ hǇǘƛƻƴун 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǘƘŜ 5I/t wŜƭŀȅ ǿƛǘƘ hǇǘƛƻƴун ǘŀƎΦ 

̢ IŜƭǇŜǊ !ŘŘǊŜǎǎ м - п 

¢ƘŜ Lt !ŘŘǊŜǎǎŜǎ ƻŦ ǘƘŜ 5I/t {ŜǊǾŜǊǎ ǇǊƻǾƛŘŜ Lt ŀŘŘǊŜǎǎŜǎ ǘƻ ǘƘŜ 5I/t /ƭƛŜƴǘǎΦ ! 

ōŀŎƪǳǇ ƻŦ CƻǳǊ IŜƭǇŜǊ !ŘŘǊŜǎǎŜǎ ŀǊŜ ŀǾŀƛƭŀōƭŜ ŘǳǊƛƴƎ ōǊŜŀƪŘƻǿƴΦ 

 

¶ Relay Untrust 

̢ tƻǊǘ 

tƻǊǘм ǘƻ tƻǊǘ bΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

̢ ¦ƴǘǊǳǎǘ {ǘŀǘǳǎ 
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ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǘƻ ǳƴǘǊǳǎǘ ǘƘŜ ǎǇŜŎƛŦƛŎ ǇƻǊǘΦ LŦ ǘƘŜ ǳƴǘǊǳǎǘŜŘ ǎǘŀǘǳǎ ƛǎ ŜƴŀōƭŜŘ 

ƻƴ ŀ ǇƻǊǘΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ŘǊƻǇ ǘƘŜ 5I/t ƳŀƴŀƎŜƳŜƴǘ ŦǊŀƳŜǎ ƻƴ ǘƘŜ ǇƻǊǘΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.5.4  UP n P 

 ¦tƴt ƛǎ ¦ƴƛǾŜǊǎŀƭ tƭǳƎ ŀƴŘ tƭŀȅΣ ŀ ǎŜǘ ƻŦ ƴŜǘǿƻǊƪƛƴƎ ǇǊƻǘƻŎƻƭǎ ǘƘŀǘ ǇŜǊƳƛǘ ǘƘŜ ƴŜǘǿƻǊƪ ŘŜǾƛŎŜǎ 

ǘƻ ǎŜŀƳƭŜǎǎƭȅ ŘƛǎŎƻǾŜǊ ŜŀŎƘ ƻǘƘŜǊ ƛƴ ǘƘŜ ƴŜǘǿƻǊƪǎΦ Lǘ ƛǎ ǇǊƻƳƻǘŜŘ ōȅ ǘƘŜ ¦tƴt CƻǊǳƳΣ ōǳǘ ǎƛƴŎŜ 

нлмсΣ ŀƭƭ ¦tƴt ŜŦŦƻǊǘǎ ŀǊŜ ƳŀƴŀƎŜŘ ōȅ ǘƘŜ hǇŜƴ /ƻƴƴŜŎǘƛǾƛǘȅ CƻǳƴŘŀǘƛƻƴΦ 

 ¦tƴt ŜȄǘŜƴŘǎ άǇƭǳƎ ŀƴŘ Ǉƭŀȅέ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ŀ ƴŜǘǿƻǊƪ ŘŜǾƛŎŜ ǿƛǘƘƻǳǘ ŎƻƴŦƛƎǳǊŀǘƛƻƴΦ ²ƘŜƴ ŀƴ 

¦tƴt ŘŜǾƛŎŜ ǎǳŎƘ ŀǎ ǇǊƛƴǘŜǊΣ ²ƛ-Cƛ !tΣ ƻǊ ƳƻōƛƭŜ ŘŜǾƛŎŜ ŎƻƴƴŜŎǘǎ ǘƻ ŀ ƴŜǘǿƻǊƪΣ ƛǘ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ 

ŜǎǘŀōƭƛǎƘ ǘƘŜ ǿƻǊƪƛƴƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ǿƛǘƘ ŀƴƻǘƘŜǊ ŘŜǾƛŎŜǎΦ 

 

 Configure UPnP Information  

 

For more information, hover the mouse over the icon in the system. 

¶ UPnP Mode 

άEnableέ or άDisableέ the UPnP function. 

¶ Advertisement Interval 

A time period used to send the UPnP advertisement frame. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ !ŘǾŜǊǘƛǎŜƳŜƴǘ LƴǘŜǊǾŀƭ ƛǎ ŦǊƻƳ олл ǘƻ усплл ǎŜŎƻƴŘǎΦ 

The default !ŘǾŜǊǘƛǎŜƳŜƴǘ LƴǘŜǊǾŀƭ is 1800 ǎŜŎƻƴŘǎ. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

2.5.5  PoE  (PoE Model Only)  

 tƻ9Σ ƻǊ tƻǿŜǊ ƻǾŜǊ 9ǘƘŜǊƴŜǘΣ ŀƭƭƻǿǎ ǎǿƛǘŎƘŜǎ ǘƻ ǇǊƻǾƛŘŜ ŜƭŜŎǘǊƛŎ ǇƻǿŜǊ ŀƭƻƴƎ ǿƛǘƘ Řŀǘŀ ƻƴ ǘƘŜ 

ǘǿƛǎǘŜŘ ǇŀƛǊ 9ǘƘŜǊƴŜǘ ŎŀōƭŜǎΦ ¢ƘŜ tƻǿŜǊ ƻǾŜǊ 9ǘƘŜǊƴŜǘ ŘŜŦƛƴŜŘ ƛƴ L999 улнΦоŀŦ ǇǊƻǾƛŘŜǎ ǳǇ ǘƻ мрΦп² 

ŀƴŘ L999 улнΦоŀǘ ǇǊƻǾƛŘŜǎ ǳǇ ǘƻ нрΦр²Φ Lǘ ǊŜǉǳƛǊŜǎ ŎŀǘŜƎƻǊȅ р ŎŀōƭŜǎ ƻǊ ōŜǘǘŜǊ ǘƻ ǎǳǇǇƻǊǘ ƘƛƎƘ 

ǇƻǿŜǊ ƭŜǾŜƭǎΦ tƻ9 ƛǎ ƘŜƭǇŦǳƭ ǿƘŜƴ ǘƘŜ !/ ǇƻǿŜǊ ƛǎ ƴƻǘ ŀǾŀƛƭŀōƭŜ ƻǊ ƛǎ ŀǾŀƛƭŀōƭŜ ǿƛǘƘ ƘƛƎƘ ŎƻǎǘΦ Lǘ ƛǎ 

ǳǎǳŀƭƭȅ ǳǎŜŘ ƛƴ ǎǳǊǾŜƛƭƭŀƴŎŜ Lt ŎŀƳŜǊŀǎΣ Lκh ǎŜƴǎƻǊǎΣ ǿƛǊŜƭŜǎǎ ŀŎŎŜǎǎ ǇƻƛƴǘǎΣ ŀƴŘ Lt ǘŜƭŜǇƘƻƴŜǎΦ 

 

 Power De -rating Protection  

 {ƛƴŎŜ ǘƘŜ ǇƻǿŜǊ ǎǳǇǇƭȅ ƛǎ ƭƻŎŀǘŜŘ ƛƴǎƛŘŜ ǘƘŜ ǎǿƛǘŎƘΣ ǘƘŜ ǇƻǿŜǊ ōǳŘƎŜǘ Ƴŀȅ ōŜ ŀŦŦŜŎǘŜŘ ōȅ 

ƻǇŜǊŀǘƛƴƎ ǘŜƳǇŜǊŀǘǳǊŜΦ ¢ƻ ŜƴǎǳǊŜ ǘƘŜ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƻŦ tƻ9 ƻǾŜǊ ǘŜƳǇŜǊŀǘǳǊŜΣ ǿŜ ŀŘƧǳǎǘ ǘƘŜ ōǳŘƎŜǘ 

ƛƴ ǎƻŦǘǿŀǊŜ ŀǎ ǘŜƳǇŜǊŀǘǳǊŜ ǊƛǎŜǎΦ tƭŜŀǎŜ ǊŜŦŜǊ ǘƻ ǘƘŜ IŀǊŘǿŀǊŜ ¦ǎŜǊ aŀƴǳŀƭ ŦƻǊ ǘƘŜ ŘŜǘŀƛƭ ƻŦ ǘƘŜ 

ǊŜƭŀǘƛƻƴǎƘƛǇ ƻŦ ǇƻǿŜǊ ōǳŘƎŜǘ ŀƴŘ ǘŜƳǇŜǊŀǘǳǊŜΦ 
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 PoE Debug Code  

²Ŝ ǇǊƻǾƛŘŜ tƻ9 5ŜōǳƎ /ƻƳƳŀƴŘǎ ƛƴ ǘƘŜ /[L ŦƻǊ ǘǊƻǳōƭŜǎƘƻƻǘƛƴƎΦ ²ƘŜƴ ǳǎŜǊǎ ŦƛƴŘ ǘƘŀǘ ǘƘŜ 

tƻ9 ŦǳƴŎǘƛƻƴǎ ŀǊŜ ƴƻǘ ŦǳƴŎǘƛƻƴƛƴƎ ƴƻǊƳŀƭƭȅΣ ǘƘŜ ǳǎŜǊ Ŏŀƴ ǳǎŜ ǘƘŜ ŎƻƳƳŀƴŘ ǘƻ ŀŎǉǳƛǊŜ ǘƘŜ ŜǊǊƻǊ ŎƻŘŜΦ 

¢ƘŜ ŜǊǊƻǊ ŎƻŘŜǎ ƳŀǇ ǘƻ ŘƛŦŦŜǊŜƴǘ ǎƛǘǳŀǘƛƻƴǎ ŀǎ ŘŜŦƛƴŜŘ ōŜƭƻǿΥ  

 

/ƻŘŜ 5ŜǎŎǊƛǇǘƛƻƴ 

лȄлл 

tƻ9 ǇƻǊǘ ƛǎ ƻƴΦ 

 

лȄлм 

лȄлн 

лȄло 

лȄлп 

лȄлс tƻ9 ǇƻǊǘ ƛǎ ƻŦŦΦ aŀƛƴǎ ǾƻƭǘŀƎŜ ƛǎ ƘƛƎƘŜǊ ǘƘŀƴ ƳŀȄƛƳǳƳ ǾƻƭǘŀƎŜ ƭƛƳƛǘŀǘƛƻƴΦ 

лȄлт tƻ9 ǇƻǊǘ ƛǎ ƻŦŦΦ aŀƛƴǎ ǾƻƭǘŀƎŜ ƛǎ ƭƻǿŜǊ ǘƘŀƴ ƳƛƴƛƳǳƳ ǾƻƭǘŀƎŜ ƭƛƳƛǘŀǘƛƻƴΦ 

лȄмм tƻ9 ǇƻǊǘ ƛǎ ƴƻǘ ŘŜŦƛƴŜŘ ȅŜǘΣ ǇƭŜŀǎŜ ŎƘŜŎƪ ǘƘŜ tƻ9 ǇƻǿŜǊ ƛƴǇǳǘΦ 

лȄнл tƻ9 ǇƻǊǘ ƛǎ ƻŦŦ ōŜŎŀǳǎŜ ƻŦ ǇƻǿŜǊ ōǳŘƎŜǘ ŜȄŎŜŜŘŜŘΦ 

лȄмC tƻ9 ǇƻǊǘ ƛǎ ƻŦŦ ōŜŎŀǳǎŜ ƻŦ ƻǾŜǊ-ƭƻŀŘ ǎǘŀǘŜ ŀŎŎƻǊŘƛƴƎ ǘƻ улнΦо!Cκ!¢Φ 

лȄпо tƻ9 ǇƻǊǘ ƛǎ ƻŦŦ ōŜŎŀǳǎŜ ƻŦ Ŏƭŀǎǎ ŜǊǊƻǊΦ 

лȄум улнΦо.¢ - ŎƻƳǇƭƛŀƴǘ t5 ǿŀǎ ŘŜǘŜŎǘŜŘ ǳǎƛƴƎ .¢ tƻǊǘ όолǿύ 

лȄур 
улнΦо.¢ - {{t5 ǿŀǎ ŘŜǘŜŎǘŜŘ ǳǎƛƴƎ .¢ tƻǊǘ όслǿκфрǿύ ŀƴŘ ƻǇŜǊŀǘŜǎ ŀǎ .¢ tƻǊǘ 

όолǿύ ƛŦ ǊŜǉǳŜǎǘŜŘ Ŏƭŀǎǎ Ґғ пΦ 

лȄус 
улнΦо.¢ - {{t5 ǿŀǎ ŘŜǘŜŎǘŜŘ ǳǎƛƴƎ .¢ tƻǊǘ όслǿμфрǿύ ŀƴŘ ƻǇŜǊŀǘŜǎ ŀǎ .¢ tƻǊǘ 

όслǿκфрǿύ ƛŦ ǊŜǉǳŜǎǘŜŘ Ŏƭŀǎǎ Ҕ пΦ 

лȄфл .¢ tƻǊǘ όолǿύ ŀƴŘ ŘŜƭƛǾŜǊǎ ǇƻǿŜǊ ŘǳŜ ǘƻ ŦƻǊŎŜ ǇƻǿŜǊ ŎƻƳƳŀƴŘΦ 

лȄфм .¢ tƻǊǘ όслǿκфрǿύ ŀƴŘ ŘŜƭƛǾŜǊǎ ǇƻǿŜǊ ŘǳŜ ǘƻ ŦƻǊŎŜ ǇƻǿŜǊ ŎƻƳƳŀƴŘΦ 

лȄм. tƻ9 ǇƻǊǘ ƛǎ ƻŦŦ ōŜŎŀǳǎŜ ŘŜǘŜŎǘƛƻƴ ƛǎ ƛƴ ǇǊƻŎŜǎǎΦ 

лȄ!у tƻ9 ǇƻǊǘ ƛǎ ƴƻǘ ŎƻƴƴŜŎǘŜŘΦ 

hǘƘŜǊǎ tƭŜŀǎŜ ŎƻƴǘŀŎǘ ȅƻǳǊ ǎȅǎǘŜƳ ŀŘƳƛƴƛǎǘǊŀǘƻǊ 
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 Power over Ethernet (PoE)  

 

¶ Port 

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ tƻ9 ǇƻǊǘ ƴǳƳōŜǊΦ 

¶ Mode 

άEnableέ, άDisableέ, or άForceέ PoE function on the specific port. If the mode is configured 

to άForceέ, the system will provide power forcedly on the specific port even there is no 

device connected to this port. 

¶ Status 

The field shows the PoE status of the specific port.  

On: PoE is enabled or configured to force on the port and power is delivered on the port. 

Off: PoE is enabled on the port but no Powered Device (PD) is connected. 

Disabled: PoE is disabled on the port. 

¶ Class 

The field shows the class followed by the PD. The acceptable power of the class is defined in 

the IEEE 802.3af/at. 

¶ Voltage 

This field shows the output voltage that PSE provided. The power output of the boost switch 

will be boosted to 53V. 

¶ Power 

The Consumption field contains provided power in watts. The PSE can provide up to 

30Watts and the PDs can receive up to 25.5Watts. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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 PoE Keep Alive  

 

For more information, hover the mouse over the icon in the system. 

¶ Port 

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ tƻ9 ǇƻǊǘ ƴǳƳōŜǊΦ 

¶ Detect 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǘƻ ŘŜǘŜŎǘ ǘƘŜ tƻǿŜǊŜŘ 5ŜǾƛŎŜ όt5ύ ƻƴ ǘƘŜ ǎǇŜŎƛŦƛŎ ǇƻǊǘΦ ²ƘŜƴ ǘƘŜ 

ŘŜǘŜŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ ǎȅǎǘŜƳ ǇƛƴƎǎ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ Lt !ŘŘǊŜǎǎ ƻƴ ŜǾŜǊȅ tƛƴƎ LƴǘŜǊǾŀƭΦ 

¶ IP Address 

¢ƘŜ ŦƛŜƭŘ ƛǎ ǘƘŜ Lt !ŘŘǊŜǎǎ ƻŦ ǘƘŜ tƻǿŜǊŜŘ 5ŜǾƛŎŜ όt5ύΦ 

¶ Ping Interval 

¢ƘŜ tƛƴƎ LƴǘŜǊǾŀƭ ƛǎ ǘƘŜ ŘǳǊŀǘƛƻƴ ǘƻ ǇƛƴƎ ǘƘŜ tƻǿŜǊŜŘ 5ŜǾƛŎŜ όt5ύΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ tƛƴƎ LƴǘŜǊǾŀƭ ƛǎ ŦǊƻƳ м ǘƻ сррор ǎŜŎƻƴŘǎΦ 

The default tƛƴƎ LƴǘŜǊǾŀƭ is 30 ǎŜŎƻƴŘǎ. 

¶ Hold Time 

¢ƘŜ IƻƭŘ ¢ƛƳŜ ƛǎ ǳǎŜŘ ǿƘŜƴ ǘƘŜ ǇƛƴƎ ŦŀƛƭǎΦ ¢ƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǿŀƛǘ ŦƻǊ ǘƘŜ IƻƭŘ ¢ƛƳŜ ǘƻ ŜȄǇƛǊŜ 

ŀƴŘ ǘƘŜƴ ǘǊȅ ǘƻ ǇƛƴƎ ǘƘŜ t5 ŀƎŀƛƴΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ IƻƭŘ ¢ƛƳŜ ƛǎ ŦǊƻƳ м ǘƻ сррор ǎŜŎƻƴŘǎΦ 

The default IƻƭŘ ¢ƛƳŜ is 60 ǎŜŎƻƴŘǎ. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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 PoE Schedule  

 

¶ Port Selector 

{ŜƭŜŎǘ ǘƘŜ ǇƻǊǘ ƴǳƳōŜǊ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ tƻ9 {ŎƘŜŘǳƭŜΦ  

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ tƻ9 ǇƻǊǘ ƴǳƳōŜǊΦ 

¶ Schedule Mode 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǘƻ ǇǊƻǾƛŘŜ ǇƻǿŜǊ ōȅ ǘƘŜ ǎŎƘŜŘǳƭŜ ƻƴ ǘƘŜ ǎǇŜŎƛŦƛŎ ǇƻǊǘΦ 

¶ Enable (for each day) 

¢ƘŜ ǿŜŜƪ ƛǎ ŦǊƻƳ {ǳƴŘŀȅ ǘƻ {ŀǘǳǊŘŀȅΦ 

¶ Week (The x-ray of the table) 

¢ƘŜ ǿŜŜƪ ƛǎ ŦǊƻƳ {ǳƴŘŀȅ ǘƻ {ŀǘǳǊŘŀȅΦ 

¶ Hour (The y-ray of the table) 

¢ƘŜ ƘƻǳǊ ƛǎ ŦǊƻƳ лл όллΥллύ ǘƻ но όноΥллύΦ 

¦ǎŜǊǎ Ŏŀƴ ǎŜƭŜŎǘ ǘƘŜ ŎƘŜŎƪōƻȄ ǿƛǘƘ ǘƘŜ ²ŜŜƪ ŀƴŘ IƻǳǊ ƛƴ ǘƘŜ ǘŀōƭŜ ǘƻ ŜƴŀōƭŜ ǘƘŜ tƻ9 

{ŎƘŜŘǳƭŜ ƻƴ ǘƘŜ ǎǇŜŎƛŦƛŎ ǘƛƳŜΦ CƻǊ ŜȄŀƳǇƭŜΣ ƛŦ ǘƘŜ ǳǎŜǊ ǿŀƴǘǎ ǘƘŜ tƻ9 ǘƻ ōŜ ŜƴŀōƭŜŘ ƻƴƭȅ ƻƴ 
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aƻƴŘŀȅ ŦǊƻƳ сΥлл ǘƻ тΥлл ŀƴŘ ƻƴ ²ŜŘƴŜǎŘŀȅ ŦǊƻƳ моΥлл ǘƻ мрΥллΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƘŜŎƪōƻȄŜǎ 

Ƴǳǎǘ ōŜ ǎŜƭŜŎǘŜŘ ς άaƻƴ-лсέΣ άaƻƴ-лтέΣ ά²ŜŘ-моέΣ ά²ŜŘ-мпέΣ ŀƴŘ ά²ŜŘ-мрέΦ  

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

 PoE Priority  

From v1.1.48, we remove άPriority Modeέ and άPower Limitέ for each port configurations in 

the PoE Priority Page because of the support of the PoE chipset. 

From v1.1.77, all PoE Models (including MP/MT/MH/MQ/CP/CT/CH/CQ) support PoE 

Priority function including 60W/95W 802.3bt switches.  

 

For more information, hover the mouse over the icon in the system. 

¶ Basic Setting 

̢ Power Budget 

¢Ƙƛǎ ŦƛŜƭŘ ŘŜŦƛƴŜǎ ǘƘŜ ƳŀȄƛƳǳƳ ǇƻǿŜǊ ǘƘŀǘ Ŏŀƴ ǇǊƻǾƛŘŜ ǘƻ ŀƭƭ ǘƘŜ ŎƻƴƴŜŎǘŜŘ t5ǎΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ tƻǿŜǊ .ǳŘƎŜǘ ƛǎ ŦǊƻƳ м ǘƻ нпл ²ŀǘǘΦ 

¢ƘŜ ŘŜŦŀǳƭǘ tƻǿŜǊ .ǳŘƎŜǘ ƛǎ нпл ²ŀǘǘΦ 

¶ Power Settings 

̢ Port 

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ tƻ9 ǇƻǊǘ ƴǳƳōŜǊΦ 

̢ Priority 

!ǎǎƛƎƴ ǘƘŜ tƻ9 ǇǊƛƻǊƛǘȅ ǘƻ ƘƛƎƘΣ ƳƛŘŘƭŜΣ ƻǊ ƭƻǿ ŦƻǊ ǘƘŜ ǎǇŜŎƛŦƛŎ ǇƻǊǘΦ 
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¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.6  L2 Switching  

2.6.1  Port Management  

 

 tƻǊǘ aŀƴŀƎŜƳŜƴǘ Ŏƻƴǘŀƛƴǎ ŀ ά5ŜǎŎǊƛǇǘƛƻƴέ ŦƛŜƭŘ ǘƘŀǘ ƛǎ ǳǎŜŘ ǘƻ ŘŜǎŎǊƛōŜ ǘƘŜ ǇƻǊǘΣ ά9ƴŀōƭŜέ ƻǊ 

ά5ƛǎŀōƭŜέ ƻǇǘƛƻƴ ǘƻ ǘǳǊƴ ƻƴ ƻǊ ǘǳǊƴ ƻŦŦ ŀ ǎǇŜŎƛŦƛŎ ǇƻǊǘΣ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎǇŜŜŘ-ŘǳǇƭŜȄ ŦƻǊ ǘƘŜ ǇƻǊǘΣ ŀƴŘ 

Cƭƻǿ /ƻƴǘǊƻƭ ƻƴ ǘƘŜ ǇƻǊǘΦ Lƴ ǘƘŜ tƻǊǘ {ǘŀǘǳǎ ǇŀƎŜΣ ǘƘŜ ǳǎŜǊǎ Ŏŀƴ ƻōǘŀƛƴ ƛƴŦƻǊƳŀǘƛƻƴ ǎǳŎƘ ŀǎ [ƛƴƪ 

{ǘŀǘǳǎΣ {ǇŜŜŘΣ 5ǳǇƭŜȄΣ Cƭƻǿ /ƻƴǘǊƻƭΣ ¢Ȅ ŀƴŘ wȄ ƛƴ .ȅǘŜǎΣ ŀƴŘ tƻ9 ǎǘŀǘǳǎΦ ¢ƘŜǎŜ ŀǊŜ ǾŜǊȅ ƘŜƭǇŦǳƭ ŦƻǊ 

ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǘƻ ƳŀƴŀƎŜ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎ ƻƴ ǘƘŜ ǎǿƛǘŎƘΦ 

 

 Configure Port Information  

 

For more information, hover the mouse over the icon in the system. 

¶ Port 

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

¶ Description 

The description for the port is helpful for the administrator to identify the difference 

between the ports. 

The max. length for the 5ŜǎŎǊƛǇǘƛƻƴ is 32 characters. 
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Note: #, \ , ', ", ? are invalid characters. 

¶ Link Status 

Link Status shows άUpέ, άDownέ, or άDisableέ to reflect the link status of the port. 

¶ Admin Status 

άEnableέ or άDisableέ the Admin Status of the port to restrict the transmission on the port. 

Note: Administrator can turn off the un-used port to secure the network with unexpected 

device.  

¶ Speed 

The users are able to manually fix the speed and duplex or automatically run 

auto-negotiation to determine the speed and duplex for copper ports. 

̢  Auto: The port follows IEEE 802.3 protocol to auto-negotiate with connected device. 

̢ 100M-Full: The port transmits frames with 100Mbits  per second speed and full duplex . 

̢ 100M-Half: The port transmits frames with 100Mbits  per second speed and half  duplex . 

̢ 10M-Full: The port transmits frames with 10Mbits  per second speed and full duplex . 

̢ 10M-Half: The port transmits frames with 10Mbits  per second speed and half  duplex . 

The users have to manually configure SFP ports to fix the speed and duplex. The default 

setting is the highest speed for the SFP slot. 

̢ Auto: The port follows IEEE 802.3 protocol to auto-negotiate with connected device. 

̢ 10G-Full (Only supported on 10G models ) 

The port transmits frames with 10Gbits  per second speed and full duplex . 

̢ 1G-Full: The port transmits frames with 1Gbits  per second speed and full duplex . 

̢ 100M-Full (Only supported on dual speed SFP ports ) 

The port transmits frames with 100Mbits  per second speed and full duplex . 

̢ Copper-Full: Select Copper-Full when using copper SFP module. 

Note: Configure the port speed to "1G-Full" if users need the VDSL2 SFP supported. 

  /ƻƴŦƛƎǳǊŜ ǘƘŜ ǇƻǊǘ ǎǇŜŜŘ ǘƻ άAutoέ ƛŦ ǘƘŜ ŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜ ƛǎ ǳƴƳŀƴŀƎŜd. 

For Copper SFP  Module , please refer to the following instructions to configure the correct speed: 

 

/ƻǇǇŜǊ {Ct aƻŘǳƭŜ ¢ȅǇŜ {ǇŜŜŘ /ƻƴŦƛƎ bƻǘŜ 

SGMII (10/100/1000M) Copper-Full Only support transmitting on 1000M 

Multi-Speed (1G/10G) 10G-Full Depends on the connected speed 

10G 10G-Full  

1G / VDSL2 1G-Full  

¶ Flow Control 

άEnableέ or άDisableέ the Flow Control when the speed is set to άAutoέ. Enabling the Flow 

Control helps to prevent the traffic from losing when the network is in congestion. 

¶  (Apply Button) 
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After configuring above fields, click "Apply" button to make the changes effective. 

 SFP DDM Status  

 

¶ SFP Port Selector 

{ŜƭŜŎǘ ǘƘŜ {Ct ǇƻǊǘ ƴǳƳōŜǊ ǘƻ ŘƛǎǇƭŀȅ {Ct 55a ƛƴŦƻǊƳŀǘƛƻƴΦ 

¶ Transceiver Info 

LŦ ǘƘŜǊŜ ƛǎ ƴƻ {Ct ƳƻŘǳƭŜ ƛƴǎŜǊǘŜŘ ƻǊ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ Ŏŀƴƴƻǘ ōŜ ǊŜŀŘΣ ǘƘŜ ŦƛŜƭŘ ǿƛƭƭ ǎƘƻǿ ά-άΦ 

̢ Vendor Name 

¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ōǊŀƴŘ ƻǊ ǾŜƴŘƻǊ ƴŀƳŜ ƻŦ ǘƘŜ {Ct ƳƻŘǳƭŜΦ  

̢ Part Number 

¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ƳƻŘŜƭ ƴŀƳŜ όǇŀǊǘ ƴǳƳōŜǊύ ƻŦ ǘƘŜ {Ct ƳƻŘǳƭŜΦ 

̢ Transceiver Type 

¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ǘǊŀƴǎŎŜƛǾŜǊ ǘȅǇŜ ƻŦ ǘƘŜ {Ct ƳƻŘǳƭŜ ƛƴŎƭǳŘƛƴƎ ǘǊŀƴǎƳƛǘǘƛƴƎ ǎǇŜŜŘ 

ŀƴŘ ǘƘŜ ǘȅǇŜ ƻŦ ŦƛōŜǊΦ LŦ ǘƘŜǊŜ ƛǎ ƴƻ {Ct ƳƻŘǳƭŜ ƛƴǎŜǊǘŜŘ ƻǊ ǘƘŜ ǘǊŀƴǎŎŜƛǾŜǊ ǘȅǇŜ 

Ŏŀƴƴƻǘ ōŜ ǊŜŀŘΣ ǘƘŜ ŦƛŜƭŘ ǿƛƭƭ ǎƘƻǿ ά¦ƴƪƴƻǿƴάΦ 

̢ Laser Wavelength 

¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ƭŀǎŜǊ ƻǇŜǊŀǘƛƴƎ ǿŀǾŜƭŜƴƎǘƘ ƻŦ ǘƘŜ {Ct ƳƻŘǳƭŜΦ 

̢ Link Length 

¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ƳŀȄƛƳǳƳ ƭƛƴƪ ƭŜƴƎǘƘ ƻŦ ǘƘŜ {Ct ƳƻŘǳƭŜΦ 
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¶ DDM Module 

¢Ƙƛǎ ǎŜŎǘƛƻƴ ƻƴƭȅ ǎƘƻǿǎ ǿƘŜƴ ǘƘŜ {Ct 55a ƛǎ ǎǳǇǇƻǊǘŜŘ ƻƴ ǘƘŜ ƛƴǎŜǊǘŜŘ {Ct ƳƻŘǳƭŜΦ 

̢ Real Time Value 

The current operating information including temperature, voltage, current, Tx 

power, and Rx power. 

̢ Alarm Warning 

The default configured threshold for triggering the alarm and system warning. There 

are 5 types of information (temperature, voltage, current, Tx power, and Rx power) 

and 4 levels of alarm and warning (high alarm/warning, low alarm/warning). 
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 Port Status  

 

 

¶ Port 

tƻǊǘ м ǘƻ bΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

¶ Link Status 

[ƛƴƪ {ǘŀǘǳǎ ŘƛǎǇƭŀȅǎ ǘƘŜ ƭƛƴƪ ǎǘŀǘŜ όά¦Ǉέ ƻǊ ά5ƻǿƴέύ ƻŦ ǘƘŜ ǇƻǊǘΦ LŦ ǘƘŜ ǇƻǊǘ ƛǎ ŘƛǎŀōƭŜŘΣ ƛǘ 

ŘƛǎǇƭŀȅǎ ά5ƛǎŀōƭŜŘέΦ 

¶ Speed 

{ǇŜŜŘ ŘƛǎǇƭŀȅǎ ǘƘŜ ŀŎŎŜǎǎ ǎǇŜŜŘ ƛƴ ōƛǘ ǇŜǊ ǎŜŎƻƴŘ ƻŦ ǘƘŜ ǇƻǊǘΦ LŦ ǘƘŜ ǇƻǊǘ ƛǎ ƭƛƴƪŜŘ ŘƻǿƴΣ ƛǘ 

ŘƛǎǇƭŀȅǎ ά-άΦ 

¶ Duplex 

5ǳǇƭŜȄ ŘƛǎǇƭŀȅǎ ǘƘŜ ƭƛƴƪ-ǘȅǇŜ όCǳƭƭ ƻǊ IŀƭŦύ ƻŦ ǘƘŜ ǇƻǊǘΦ LŦ ǘƘŜ ǇƻǊǘ ƛǎ ƭƛƴƪŜŘ ŘƻǿƴΣ ƛǘ ŘƛǎǇƭŀȅǎ 

ά-άΦ 

¶ Flow Control 

Lǘ ƛǎ ǘƘŜ ǎǘŀǘŜ όhƴ ƻǊ hŦŦύ ƻŦ ǘƘŜ Cƭƻǿ /ƻƴǘǊƻƭΦ 

¶ Rx Byte 

¢Ƙƛǎ ƛǎ ǘƘŜ ǘƻǘŀƭ ǊŜŎŜƛǾŜŘ ŦǊŀƳŜǎ ŦƻǊƳŀǘǘŜŘ ƛƴ ōȅǘŜΦ 

¶ Tx Byte 

¢Ƙƛǎ ƛǎ ǘƘŜ ǘƻǘŀƭ ǘǊŀƴǎƳƛǘǘŜŘ ŦǊŀƳŜǎ ŦƻǊƳŀǘǘŜŘ ƛƴ ōȅǘŜΦ 
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¶ PoE (PoE Model Only) 

tƻ9 ŘƛǎǇƭŀȅǎ ǘƘŜ tƻ9 ǎǘŀǘŜ ό5ŜƭƛǾŜǊȅΣ bƻ t5Σ 5ƛǎŀōƭŜŘΣ bƻƴŜύ ƻŦ ǘƘŜ ǇƻǊǘΦ LŦ ǘƘŜ ǇƻǊǘ ŘƻŜǎ ƴƻǘ 

ǎǳǇǇƻǊǘ tƻ9 ŦǳƴŎǘƛƻƴΣ ƛǘ ŘƛǎǇƭŀȅǎ άbƻƴŜέΦ 

bƻǘŜΥ ¢Ƙƛǎ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ ǎȅǎǘŜƳ ǘƘŀǘ ǎǳǇǇƻǊǘǎ ǘƘŜ tƻ9 ŦǳƴŎǘƛƻƴΦ 

¶ Clear Rx/Tx 

{ŜƭŜŎǘ ǘƘŜ ǎǇŜŎƛŦƛŎ ǇƻǊǘǎ ŀƴŘ ŎƭƛŎƪ ǘƘŜ ά/ƭƛŎƪ {ŜƭŜŎǘŜŘέ ōǳǘǘƻƴ ǘƻ ŎƭŜŀǊ ǘƘŜ ¢ȄκwȄ .ȅǘŜ 

ƛƴŦƻǊƳŀǘƛƻƴ ƻǊ ŎƭƛŎƪ ά/ƭƛŎƪ !ƭƭέ ōǳǘǘƻƴ ǘƻ ŎƭŜŀǊ ŀƭƭ ǇƻǊǘǎΩ ¢ȄκwȄ .ȅǘŜ ƛƴŦƻǊƳŀǘƛƻƴΦ 

 

 Detailed Port Status  

 ¢ƘŜǊŜ ŀǊŜ ǘǿƻ ƳŜǘƘƻŘǎ ǘƻ ƭƛƴƪ ǘƻ ŘŜǘŀƛƭŜŘ ǇƻǊǘ ǎǘŀǘǳǎ όwahbύΦ hƴŜ ƛǎ ŦǊƻƳ ƳŜƴǳ ŀƴŘ ǘƘŜ 

ƻǘƘŜǊ ƛǎ ŦǊƻƳ ǘƘŜ ŦǊƻƴǘ ǇŀƴŜƭ ǇƛŎǘǳǊŜΦ ¦ǎŜǎ Ŏŀƴ ŘƛǊŜŎǘƭȅ ŎƭƛŎƪ ǘƘŜ ǇƻǊǘ ƻƴ ǘƘŜ ŦǊƻƴǘ ǇŀƴŜƭ ŀƴŘ ǘƘŜƴ 

ǘƘŜ ǇŀƎŜ ǿƛƭƭ ǊŜŘƛǊŜŎǘ ǘƻ ǘƘŜ ŘŜǘŀƛƭŜŘ ǇƻǊǘ ǎǘŀǘǳǎ ǇŀƎŜ ƻŦ ǘƘŜ ǎǇŜŎƛŦƛŎ ǇƻǊǘΦ ¢ƘŜ wahb ƛǎ ŀ ǎŜǘ ƻŦ 

ǎǘŀƴŘŀǊŘ {ƛƳǇƭŜ bŜǘǿƻǊƪ aŀƴŀƎŜƳŜƴǘ tǊƻǘƻŎƻƭ ό{batύ ŀƴŘ ƛǘ ƛǎ ǳǎŜŦǳƭ ǘƻ ƳƻƴƛǘƻǊ ŀƴŘ ƳŀƴŀƎŜ ǘƘŜ 

ƛƴŎƻƳƛƴƎ ŀƴŘ ƻǳǘƎƻƛƴƎ ǘǊŀŦŦƛŎΦ  
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¶ Port Selector 

{ŜƭŜŎǘ ǘƘŜ ǇƻǊǘ ƴǳƳōŜǊ ǘƻ ƳƻƴƛǘƻǊ ǘƘŜ wahb ƛƴŦƻǊƳŀǘƛƻƴΦ  

tƻǊǘ м ǘƻ bΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

¶ Received Packets 

̢ Rx Octets: ǘƘŜ ǘƻǘŀƭ ǊŜŎŜƛǾŜŘ ǘǊŀŦŦƛŎ ƛƴ ōȅǘŜǎ 

̢ Rx Unicast: the number of received unicast packets 

̢ Rx Multicast: ǘƘŜ ƴǳƳōŜǊ ƻŦ ǊŜŎŜƛǾŜŘ ƳǳƭǘƛŎŀǎǘ ǇŀŎƪŜǘǎ 

̢ Rx Broadcast: ǘƘŜ ƴǳƳōŜǊ ƻŦ ǊŜŎŜƛǾŜŘ ōǊƻŀŘŎŀǎǘ ǇŀŎƪŜǘǎ 

̢ Rx Pause: ǘƘŜ ƴǳƳōŜǊ ƻŦ a!/ /ƻƴǘǊƻƭ ǇŀŎƪŜǘǎ ǊŜŎŜƛǾŜŘ ƻƴ ǘƘŜ ǎǇŜŎƛŦƛŎ ƛƴǘŜǊŦŀŎŜ ǿƛǘƘ 

ŀƴ ƻǇŎƻŘŜ ƛƴŘƛŎŀǘƛƴƎ ǘƘŜ t!¦{9 ƻǇŜǊŀǘƛƻƴΦ 

¶ Received Size Counter 

̢ Rx 64 Bytes: ǘƘŜ ƴǳƳōŜǊ ƻŦ ǊŜŎŜƛǾŜŘ ǇŀŎƪŜǘǎ ǘƘŀǘ ǿŜǊŜ сп ƻŎǘŜǘǎ 

̢ Rx 65-127 Bytes: ǘƘŜ ƴǳƳōŜǊ ƻŦ ǊŜŎŜƛǾŜŘ ǇŀŎƪŜǘǎ ǘƘŀǘ ǿŜǊŜ ŦǊƻƳ ср ǘƻ мнт ƻŎǘŜǘǎ 

̢ Rx 128-255 Bytes: ǘƘŜ ƴǳƳōŜǊ ƻŦ ǊŜŎŜƛǾŜŘ ǇŀŎƪŜǘǎ ǘƘŀǘ ǿŜǊŜ ŦǊƻƳ мну ǘƻ нрр ƻŎǘŜǘǎ 

̢ Rx 256-511 Bytes: ǘƘŜ ƴǳƳōŜǊ ƻŦ ǊŜŎŜƛǾŜŘ ǇŀŎƪŜǘǎ ǘƘŀǘ ǿŜǊŜ ŦǊƻƳ нрс ǘƻ рмм ƻŎǘŜǘǎ 

̢ Rx 512-1023 Bytes: ǘƘŜ ƴǳƳōŜǊ ƻŦ ǊŜŎŜƛǾŜŘ ǇŀŎƪŜǘǎ ǘƘŀǘ ǿŜǊŜ ŦǊƻƳ рмн ǘƻ млно 

ƻŎǘŜǘǎ 

̢ Rx 1024-1518 Bytes: ǘƘŜ ƴǳƳōŜǊ ƻŦ ǊŜŎŜƛǾŜŘ ǇŀŎƪŜǘǎ ǘƘŀǘ ǿŜǊŜ ŦǊƻƳ млнп ǘƻ мрму 

ƻŎǘŜǘǎ 

¶ Received Error Counter 

̢ Rx Collision: ǘƘŜ ǘƻǘŀƭ ƴǳƳōŜǊ ƻŦ Ŏƻƭƭƛǎƛƻƴǎ ƻƴ ǘƘŜ 9ǘƘŜǊƴŜǘ ǎŜƎƳŜƴǘΦ 

̢ Rx CRC/Alignment: ǘƘŜ ǘƻǘŀƭ ƴǳƳōŜǊ ƻŦ ǊŜŎŜƛǾŜŘ ǇŀŎƪŜǘǎ ǘƘŀǘ ƘŀǾŜ ŜƛǘƘŜǊ ŀ ōŀŘ 

CǊŀƳŜ /ƘŜŎƪ {ŜǉǳŜƴŎŜ όC/{ύ ǿƛǘƘ ŀƴ ƛƴǘŜƎǊŀƭ ƴǳƳōŜǊ ƻŦ ƻŎǘŜǘǎ όC/{ 9ǊǊƻǊύ ƻǊ ŀ ōŀŘ 

C/{ ǿƛǘƘ ŀ ƴƻƴ-ƛƴǘŜƎǊŀƭ ƴǳƳōŜǊ ƻŦ ƻŎǘŜǘǎ ό!ƭƛƎƴƳŜƴǘ 9ǊǊƻǊύΦ 

̢ Rx Drop: ǘƘŜ ǘƻǘŀƭ ƴǳƳōŜǊ ƻŦ ŘǊƻǇǇŜŘ ǇŀŎƪŜǘǎ ŘǳŜ ǘƻ ƭŀŎƪ ƻŦ ǊŜǎƻǳǊŎŜǎΦ 

̢ Rx Fragment: ǘƘŜ ǘƻǘŀƭ ƴǳƳōŜǊ ƻŦ ǊŜŎŜƛǾŜŘ ǇŀŎƪŜǘǎ ǘƘŀǘ ŀǊŜ ƭŜǎǎ ǘƘŀƴ сп ƻŎǘŜǘǎ ŀƴŘ 

ƘŀŘ ŜƛǘƘŜǊ ŀ ōŀŘ CǊŀƳŜ /ƘŜŎƪ {ŜǉǳŜƴŎŜ όC/{ύ ǿƛǘƘ ŀƴ ƛƴǘŜƎǊŀƭ ƴǳƳōŜǊ ƻŦ ƻŎǘŜǘǎ όC/{ 

9ǊǊƻǊύ ƻǊ ŀ ōŀŘ C/{ ǿƛǘƘ ŀ ƴƻƴ-ƛƴǘŜƎǊŀƭ ƴǳƳōŜǊ ƻŦ ƻŎǘŜǘǎ ό!ƭƛƎƴƳŜƴǘ 9ǊǊƻǊύΦ 

̢ Rx Jabber: ǘƘŜ ǘƻǘŀƭ ƴǳƳōŜǊ ƻŦ ǊŜŎŜƛǾŜŘ ǇŀŎƪŜǘǎ ǘƘŀǘ ŀǊŜ ƭƻƴƎŜǊ ǘƘŀƴ мрму ƻŎǘŜǘǎ ŀƴŘ 

ƘŀŘ ŜƛǘƘŜǊ ŀ ōŀŘ CǊŀƳŜ /ƘŜŎƪ {ŜǉǳŜƴŎŜ όC/{ύ ǿƛǘƘ ŀƴ ƛƴǘŜƎǊŀƭ ƴǳƳōŜǊ ƻŦ ƻŎǘŜǘǎ όC/{ 

9ǊǊƻǊύ ƻǊ ŀ ōŀŘ C/{ ǿƛǘƘ ŀ ƴƻƴ-ƛƴǘŜƎǊŀƭ ƴǳƳōŜǊ ƻŦ ƻŎǘŜǘǎ ό!ƭƛƎƴƳŜƴǘ 9ǊǊƻǊύΦ 

̢ Rx Oversize: ǘƘŜ ǘƻǘŀƭ ƴǳƳōŜǊ ƻŦ ǊŜŎŜƛǾŜŘ ǇŀŎƪŜǘǎ ǘƘŀǘ ŀǊŜ ƭƻƴƎŜǊ ǘƘŀƴ мрму ƻŎǘŜǘǎΦ 

̢ Rx Undersize: ǘƘŜ ǘƻǘŀƭ ƴǳƳōŜǊ ƻŦ ǊŜŎŜƛǾŜŘ ǇŀŎƪŜǘǎ ǘƘŀǘ ŀǊŜ ƭŜǎǎ ǘƘŀƴ сп ƻŎǘŜǘǎΦ 

¶ Transmitted Packets 

̢ Tx Octets: ǘƘŜ ǘƻǘŀƭ ǘǊŀƴǎƳƛǘǘŜŘ ǘǊŀŦŦƛŎ ƛƴ ōȅǘŜǎΦ 

̢ Tx Unicast: the number of ǘǊŀƴǎƳƛǘǘŜŘ unicast packets 

̢ Tx Multicast: ǘƘŜ ƴǳƳōŜǊ ƻŦ ǘǊŀƴǎƳƛǘǘŜŘ ƳǳƭǘƛŎŀǎǘ ǇŀŎƪŜǘǎ 

̢ Tx Broadcast: ǘƘŜ ƴǳƳōŜǊ ƻŦ ǘǊŀƴǎƳƛǘǘŜŘ ōǊƻŀŘŎŀǎǘ ǇŀŎƪŜǘǎ 
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̢ Tx Pause: ǘƘŜ ƴǳƳōŜǊ ƻŦ a!/ /ƻƴǘǊƻƭ ǇŀŎƪŜǘǎ ǘǊŀƴǎƳƛǘǘŜŘ ƻƴ ǘƘŜ ǎǇŜŎƛŦƛŎ ƛƴǘŜǊŦŀŎŜ 

ǿƛǘƘ ŀƴ ƻǇŎƻŘŜ ƛƴŘƛŎŀǘƛƴƎ ǘƘŜ t!¦{9 ƻǇŜǊŀǘƛƻƴΦ 

¶ Transmitted Error Counter 

̢ Tx Discard: ǘƘŜ ƴǳƳōŜǊ ƻŦ ƻǳǘōƻǳƴŘ ǇŀŎƪŜǘǎ ǿƘƛŎƘ ŀǊŜ ŎƘƻǎŜƴ ǘƻ ōŜ ŘƛǎŎŀǊŘŜŘ ŜǾŜƴ 

ǘƘƻǳƎƘ ƴƻ ŜǊǊƻǊǎ ƘŀŘ ōŜŜƴ ŘŜǘŜŎǘŜŘΦ hƴŜ ǇƻǎǎƛōƭŜ ǊŜŀǎƻƴ ŦƻǊ ŘƛǎŎŀǊŘƛƴƎ ǎǳŎƘ ŀ 

ǇŀŎƪŜǘ ŎƻǳƭŘ ōŜ ǘƻ ŦǊŜŜ ǳǇ ōǳŦŦŜǊ ǎǇŀŎŜΦ 

̢ Tx Error: the number of outbound packets that could not be transmitted because of 

errors. 

 

 EEE Status  

 9ƴŜǊƎȅ-9ŦŦƛŎƛŜƴǘ 9ǘƘŜǊƴŜǘ ό999ύ ƛǎ ŀ ŦŜŀǘǳǊŜ ǘƻ ǎŀǾŜ ǇƻǿŜǊ ǿƘŜƴ ǘƘŜ ƭƛƴƪ ƛǎ ƛŘƭŜΣ ǿƘƛŎƘ ƳŜŀƴǎ 

ǘƘŜ ǇƻǊǘ ƛǎ ƭƛƴƪŜŘ ǳǇ ōǳǘ ǘƘŜǊŜ ƛǎ ƴƻ ǘǊŀŦŦƛŎ ƻƴ ǘƘŜ ƭƛƴƪΦ ¢ƘŜ 999 ŦǳƴŎǘƛƻƴ Ŏŀƴ ōŜ ŜƴŀōƭŜŘ ƻǊ ŘƛǎŀōƭŜŘ 

ōȅ ǇƻǊǘΦ  

 

¶ Port 

tƻǊǘ м ǘƻ bΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

¶ State 

Display the state, Enable or Disable, of EEE function. 

¶ TxIdleTime 

The TxIdleTime is the required time to enter the EEE low-power mode. 

¶ TxWakeupTime 

The TxWakeupTime is the required time to exit the EEE low-power mode. 

¶ TxEventCount 

The TxEventCount is the EEE Low Power Idle (LPI) event counter of Tx. This counter implies 

the number of times that the LPI mode has been enforced by EEE function on the 

transmitting side. 
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¶ TxDuration 

The TxDuration is an LPI event duration on the transmitting path which is updated if the port 

is in the EEE LPI mode. 

¶ RxEventCount 

The RxEventCount is the EEE LPI event counter of Rx. This counter implies the number of 

times that the LPI mode has been enforced by EEE function on the receiving side. 

¶ RxDuration 

The RxDuration is an LPI event duration on the receiving path which is updated if the port is 

in the EEE LPI mode. 

¶ Enable 

{ŜƭŜŎǘ ǘƘŜ ǎǇŜŎƛŦƛŎ ǇƻǊǘǎ ƻǊ ŘŜǎŜƭŜŎǘ ǘƘŜ ǎŜƭŜŎǘŜŘ ǇƻǊǘǎ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ ǘƘŜ ά!ǇǇƭȅ {ŜƭŜŎǘŜŘέ 

ōǳǘǘƻƴ ǘƻ ŜƴŀōƭŜ ƻǊ ŘƛǎŀōƭŜ ǘƘŜ 999 ŦǳƴŎǘƛƻƴΦ 5ƛǊŜŎǘƭȅ ŎƭƛŎƪ ά9ƴŀōƭŜ !ƭƭέ ǘƻ ŜƴŀōƭŜ 999 

ŦǳƴŎǘƛƻƴ ƻƴ ŀƭƭ ǇƻǊǘǎ ƻǊ ά5ƛǎŀōƭŜ !ƭƭέ ǘƻ ŘƛǎŀōƭŜ 999 ŦǳƴŎǘƛƻƴ ƻƴ ŀƭƭ ǇƻǊǘǎΦ 
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2.6.2  IGMP Snooping  

 LƴǘŜǊƴŜǘ DǊƻǳǇ aŀƴŀƎŜƳŜƴǘ tǊƻǘƻŎƻƭ όLDatύ ƛǎ ǳǎŜŘ ƛƴ ŎƻƳƳǳƴƛŎŀǘƛƴƎ ŀƳƻƴƎ Ƙƻǎǘǎ ŀƴŘ 

ŜǎǘŀōƭƛǎƘƛƴƎ ŀ ƳǳƭǘƛŎŀǎǘ ƎǊƻǳǇ ƳŜƳōŜǊǎƘƛǇ ƻƴ ǘƘŜ LtǾп ƴŜǘǿƻǊƪǎ ό[ŀȅŜǊ оύΦ LDat ǇǊƻǾƛŘŜǎ ǘƘŜ 

ŀōƛƭƛǘȅ ǘƻ ǇǊǳƴŜ ƳǳƭǘƛŎŀǎǘ ǘǊŀŦŦƛŎ ǘƻ ǘƘƻǎŜ ǿƘƻ ƴŜŜŘ ǘƘƛǎ ƪƛƴŘ ƻŦ ǘǊŀŦŦƛŎ ŀƴŘ ǊŜŘǳŎŜ ǘƘŜ ŀƳƻǳƴǘ ƻŦ 

ǘǊŀŦŦƛŎ ƻƴ ǘƘŜ ƴŜǘǿƻǊƪΦ IƻǿŜǾŜǊΣ ǎǿƛǘŎƘŜǎ ǿƻǊƪ ƻƴ ǘƘŜ a!/ [ŀȅŜǊ ό[ŀȅŜǊ нύ ŀƴŘ ŀǊŜ ǳƴŀōƭŜ ǘƻ ƻōǘŀƛƴ 

LDat ƛƴŦƻǊƳŀǘƛƻƴΦ LDat {ƴƻƻǇƛƴƎ ŀƭƭƻǿǎ ǘƘŜ ǎǿƛǘŎƘ ǘƻ ƭƛǎǘŜƴ ǘƻ ǘƘŜ LDat ŎƻƳƳǳƴƛŎŀǘƛƻƴ ōŜǘǿŜŜƴ 

Ƙƻǎǘǎ ŀƴŘ ǊƻǳǘŜǊǎΣ ŀƴŘ Ƴŀƛƴǘŀƛƴǎ ŀ ǘŀōƭŜ ƻŦ ƳǳƭǘƛŎŀǎǘ Ltǎ ŀƴŘ ƎǊƻǳǇ ƳŜƳōŜǊǎΦ LDat {ƴƻƻǇƛƴƎ Ŏŀƴ 

ǇǊŜǾŜƴǘ ǘƘŜ Ƙƻǎǘǎ ƻƴ ǘƘŜ [!b ŦǊƻƳ ǊŜŎŜƛǾƛƴƎ ǘǊŀŦŦƛŎ ŦǊƻƳ ŀ ƴƻƴ-ƧƻƛƴŜŘ ƳǳƭǘƛŎŀǎǘ ƎǊƻǳǇ ŀƴŘ ǎŀǾŜ 

ōŀƴŘǿƛŘǘƘ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪΦ 

 

 Configure IGMP Snooping Information  

 

For more information, hover the mouse over the icon in the system. 

¶ Basic Setting 

̢ Mode 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǘƘŜ LDat {ƴƻƻǇƛƴƎ ŦǳƴŎǘƛƻƴΦ 

̢ Last-Member Count 

¢ƘŜ Ŏƻǳƴǘ ƛǎ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǘƛƳŜǎ ǘƘŀǘ ǘƘŜ ǊƻǳǘŜǊ ǎŜƴŘǎ LDat ǉǳŜǊȅ ƳŜǎǎŀƎŜǎ ǘƻ 

ǊŜŎŜƛǾŜ ǘƘŜ ƭŜŀǾŜ ƳŜǎǎŀƎŜΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ [ŀǎǘ-aŜƳōŜǊ /ƻǳƴǘ ƛǎ ŦǊƻƳ н ǘƻ млΦ 

The default [ŀǎǘ-aŜƳōŜǊ /ƻǳƴǘ LƴǘŜǊǾŀƭ is 2. 
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̢ Last-Member Interval 

¢ƘŜ ƛƴǘŜǊǾŀƭ ƛǎ ǘƘŜ ǇŜǊƛƻŘ ǘƻ ǎŜƴŘ LDat ǉǳŜǊȅ ƳŜǎǎŀƎŜǎΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ Last-Member Interval ƛǎ ŦǊƻƳ м ǘƻ нр ǎŜŎƻƴŘǎΦ 

The default Last-Member Interval is 1 second. 

¶ Fast-Leave Setting 

̢ Port 

tƻǊǘ м ǘƻ bΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

̢ Fast-Leave Mode 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǘƘŜ Ŧŀǎǘ-ƭŜŀǾŜ ŦǳƴŎǘƛƻƴ ƻƴ ǘƘŜ ǎǇŜŎƛŦƛŎ ǇƻǊǘΦ LŦ ǘƘŜ Ŧŀǎǘ-ƭŜŀǾŜ 

ƳƻŘŜ ƛǎ ŜƴŀōƭŜŘ ƻƴ ǘƘŜ ǇƻǊǘΣ ǘƘŜ ǎǿƛǘŎƘ ǿƛƭƭ ŎƭƻǎŜ ǘƘŜ ƳǳƭǘƛŎŀǎǘ ǎǘǊŜŀƳ ǿƘŜƴ 

ǊŜŎŜƛǾƛƴƎ ŀ ƭŜŀǾŜ ƳŜǎǎŀƎŜ ƻƴ ǘƘƛǎ ǇƻǊǘ ǿƛǘƘƻǳǘ ŦǳǊǘƘŜǊ ŀŎǘƛƻƴΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

 IGMP Snooping Table  

 

¶ Multicast IP 

¢ƘŜ aǳƭǘƛŎŀǎǘ Lt ƛǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ƳǳƭǘƛŎŀǎǘ ƎǊƻǳǇΦ 

¶ Group 

¢ƘŜ ƎǊƻǳǇ ǎƘƻǿǎ ǘƘŜ ǇƻǊǘ ƴǳƳōŜǊΣ ǿƘƛŎƘ ƧƻƛƴŜŘ ǘƘŜ ƎǊƻǳǇΦ 
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 Configure IGMP Snooping Querier Information  

 

For more information, hover the mouse over the icon in the system. 

¶ Basic Settings 

̢ Mode 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǘƘŜ LDat {ƴƻƻǇƛƴƎ vǳŜǊƛŜǊ ŦǳƴŎǘƛƻƴΦ LŦ ƛǘ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ 

ǎȅǎǘŜƳ ǎŜƴŘǎ LDat ǎƴƻƻǇƛƴƎ ǾŜǊǎƛƻƴ м ŀƴŘ н ǉǳŜǊƛŜǎΦ 

̢ Querier Interval 

¢Ƙƛǎ ǇŜǊƛƻŘ ƛǎ ǘƘŜ ƛƴǘŜǊǾŀƭ ǘƻ ǎŜƴŘ ǘƘŜ LDat ǎƴƻƻǇƛƴƎ ǉǳŜǊƛŜǎΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ Querier Interval ƛǎ ŦǊƻƳ м ǘƻ ослл ǎŜŎƻƴŘǎΦ 

The default Querier Interval is 125 seconds. 

̢ Query Max Response Time 

¢Ƙƛǎ ƛǎ ŀ ǘƛƳŜǊ ǘƻ ǿŀƛǘ ŦƻǊ ǘƘŜ ƳŜƳōŜǊ ǊŜǎǇƻƴǎŜ ƻŦ ǘƘŜ LDat ƎǊƻǳǇǎΦ Lǘ ƛǎ ǳǎŜŘ ƛƴ 

ǊŜƳƻǾƛƴƎ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ LDat ƎǊƻǳǇǎ ƛŦ ƴƻ ƳŜƳōŜǊ ǊŜǎǇƻƴŘǎ ǘƻ ǘƘŜ ǉǳŜǊȅΦ 

¶ Query Version Settings 

The Query Version Settings is configured for per-VLAN query. 

̢ VLAN ID 

¢ƘŜ ŦƛŜƭŘ ƛǎ ǘƻ Ŧƛƭƭ ƛƴ ǘƘŜ ±[!b L5 ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ LDat {ƴƻƻǇƛƴƎ ǉǳŜǊȅ ǾŜǊǎƛƻƴΦ 

̢ State 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǘƘŜ LDat {ƴƻƻǇƛƴƎ ǉǳŜǊȅ ƻƴ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ ±[!b L5Φ 

̢ Version 

{Ŝǘ ǘƘŜ LDat {ƴƻƻǇƛƴƎ ǾŜǊǎƛƻƴ όǾмΣ ǾнŎΣ Ǿоύ ƻƴ ǘƘŜ ǎǇŜŎƛŦƛŎ ±[!bΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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 Configure Unknown Multicast Information  

 

¶ Action Settings 

̢ Unknown-Multicast 

/ƻƴŦƛƎǳǊŜ ǘƘŜ ŀŎǘƛƻƴ ǿƘŜƴ ǘƘŜ ǎȅǎǘŜƳ ǊŜŎŜƛǾŜǎ ŀƴ ǳƴƪƴƻǿƴ-ƳǳƭǘƛŎŀǎǘ ǇŀŎƪŜǘΦ 

CƭƻƻŘƛƴƎΥ ŦƭƻƻŘ ǘƘŜ ǳƴƪƴƻǿƴ-ƳǳƭǘƛŎŀǎǘ ǇŀŎƪŜǘ ǘƻ ŀƭƭ ƻǘƘŜǊ ǇƻǊǘǎΦ 

5ƛǎŎŀǊŘƛƴƎΥ ŘƛǎŎŀǊŘ ǘƘŜ ǳƴƪƴƻǿƴ-ƳǳƭǘƛŎŀǎǘ ǇŀŎƪŜǘΦ 

wƻǳǘŜǊΥ ŦƻǊǿŀǊŘ ǘƘŜ ǳƴƪƴƻǿƴ-ƳǳƭǘƛŎŀǎǘ ǇŀŎƪŜǘ ǘƻ ǘƘŜ ǊƻǳǘŜǊ ǇƻǊǘΦ 

¶ Router Port Settings 

̢ No. 

tƻǊǘ м ǘƻ bΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

̢ Router Port 

{Ŝǘ ǘƘŜ ǎǇŜŎƛŦƛŎ ǇƻǊǘ ǘƻ ǊƻǳǘŜǊ ǇƻǊǘ ƻǊ ƴƻǘΦ 

̢ Status 

¢ƘŜ ǎǘŀǘǳǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ǇƻǊǘΩǎ ǎǘŀǘǳǎ ǿƘƛŎƘ ά-ά ƛƳǇƭƛŜǎ ƴƻǘ ŀ ǊƻǳǘŜǊ ǇƻǊǘ ŀƴŘ άǎǘŀǘƛŎέ 

ƛƳǇƭƛŜǎ ǎŜǘ ǘƻ ǊƻǳǘŜǊ ǇƻǊǘΦ 
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2.6.3  802.1Q VLAN  

 

 ±ƛǊǘǳŀƭ [ƻŎŀƭ !ǊŜŀ bŜǘǿƻǊƪ ό±[!bύ ƛǎ ŀ ǎǘǊǳŎǘǳǊŜ ǘƘŀǘ Ŏŀƴ ŜŀǎŜ bŜǘǿƻǊƪ ǇƭŀƴƴƛƴƎΦ ¢ƘŜ ŘŜǾƛŎŜǎ 

ƛƴ ŀ ±[!b Ŏŀƴ ōŜ ƭƻŎŀǘŜŘ ŀƴȅǿƘŜǊŜ ǿƛǘƘƻǳǘ ǘƘŜ ǊŜǎǘǊƛŎǘƛƻƴ ƻŦ ǇƘȅǎƛŎŀƭ ŎƻƴƴŜŎǘƛƻƴǎ ōǳǘ ǿƻǊƪ ƭƛƪŜ 

ǘƘŜȅ ŀǊŜ ƻƴ ǘƘŜ ǎŀƳŜ ǇƘȅǎƛŎŀƭ ǎŜƎƳŜƴǘΦ 

 L999 улнΦмv ŘŜŦƛƴŜǎ ±[!b ǘŀƎƎƛƴƎ ŎƻƴŎŜǇǘƛƻƴ ŦƻǊ ǘƘŜ 9ǘƘŜǊƴŜǘ ŦǊŀƳŜǎΦ ±[!b ǘŀƎƎƛƴƎ ǎǳǇǇƻǊǘǎ 

ŦǊŀƳŜǎ ƛƴ ǘƘŜ ŘƛŦŦŜǊŜƴǘ ±[!b ƎǊƻǳǇǎ ǘǊŀƴǎƳƛǘǘƛƴƎ ƻƴ ŀ ƭƛƴƪ όŎŀƭƭŜŘ ±[!b ǘǊǳƴƪύΦ ¢ƘŜ ƳŀȄƛƳǳƳ 

ƴǳƳōŜǊ ƻŦ ±[!bǎ ƻƴ ǘƘŜ 9ǘƘŜǊƴŜǘ ƴŜǘǿƻǊƪ ƛǎ плфсΦ ¢ƘŜ ±[!b л ŀƴŘ ±[!b плфр ŀǊŜ ŦƻǊ ǎǇŜŎƛŦƛŎ ǳǎŜ 

ŀƴŘ ƘŜƴŎŜ ǘƘŜ ǳǎŀōƭŜ ±[!b ƴǳƳōŜǊ ƛǎ плфпΦ 

 

 ±[!b v-ƛƴ-vΣ ŀƭǎƻ ŎŀƭƭŜŘ {ǘŀŎƪŜŘ ±[!bΣ ƛǎ ŀƴ ŜȄǘŜƴǎƛƻƴ ŦƻǊ улнΦмv ±[!bΦ Lǘ ǎǳǇǇƻǊǘǎ ŀ 

ƳŀȄƛƳǳƳ ƻŦ плфсϝплфс ±[!b ƎǊƻǳǇǎΦ ±[!b v-ƛƴ-v Ŏŀƴ ŀǇǇƭȅ ŀ ǇƻǊǘ ǘƻ ŀ ǇǊƻǾƛŘŜǊΣ ŎǳǎǘƻƳŜǊΣ ƻǊ 

ǘǳƴƴŜƭ ŦƻǊ ŘƛŦŦŜǊŜƴǘ ŀǇǇƭƛŎŀǘƛƻƴǎΦ ¢ƘŜ ƘŜŀŘŜǊ ƻŦ ǘƘŜ ǎǘŀŎƪŜŘ ±[!b ŦǊŀƳŜ Ŏƻƴǘŀƛƴǎ ǘǿƻ улнΦмv 

IŜŀŘŜǊǎ ǿƛǘƘ ŘƛŦŦŜǊŜƴǘ 9ǘƘŜǊǘȅǇŜ ό¢tL5ύΦ ¢ƘŜ ¢tL5 άлȄуу!уέ ƛǎ ǘƘŜ ƻǳǘŜǊ ǘŀƎ ōȅ ŘŜŦŀǳƭǘ ŀƴŘ ǘƘŜ ¢tL5 

άлȄумллέ ƛǎ ǘƘŜ ƛƴƴŜǊ ǘŀƎ ŦƻǊ улнΦмv ±[!bΦ /ǳǎǘƻƳƛȊŜŘ ŜǘƘŜǊǘȅǇŜ ŎŀƭƭŜŘ {ǇŜŎƛŦƛŎ tǊƻǾƛŘŜǊ 9ǘƘŜǊǘȅǇŜ 

ŀǊŜ ǎǳǇǇƻǊǘŜŘ ƛŦ ƻƴŜ ƻǊ ƳƻǊŜ ǇƻǊǘǎ ŀǊŜ ǎŜǘ ǘƻ ά{ǇŜŎƛŦƛŎ tǊƻǾƛŘŜǊέΦ 

 

 Configure 802.1Q VLAN Information  

 
For more information, hover the mouse over the icon in the system. 

¶ Management VLAN 

̢ VLAN ID 

¢ƘŜ ±[!b L5 ƛǎ ŦƻǊ ǘƘŜ ƴŀǘƛǾŜ ±[!bΦ hƴƭȅ ǘƘŜ ǇƻǊǘǎ ƛƴ ǘƘŜ ǎŀƳŜ ±[!b ŀǎ aŀƴŀƎŜƳŜƴǘ 

±[!b Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ǎǿƛǘŎƘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŎƻƴǎƻƭŜ Ǿƛŀ 9ǘƘŜǊƴŜǘΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ ±[!b L5 ƛǎ ŦǊƻƳ м ǘƻ плфпΦ 

¢ƘŜ ŘŜŦŀǳƭǘ aŀƴŀƎŜƳŜƴǘ ±[!b L5 ƛǎ ρΦ 

¶ VLAN Member Settings 

̢ VLAN ID 

!ǎǎƛƎƴǎ ŀ ǳƴƛǉǳŜ ±[!b L5 ǘƻ ǘƘƛǎ ±[!b ƎǊƻǳǇΦ  

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ ±[!b L5 ƛǎ ŦǊƻƳ м ǘƻ плфпΦ 

̢ Name 

!ǎǎƛƎƴǎ ŀ ƴŀƳŜ ǘƻ ǘƘƛǎ ±[!b ƎǊƻǳǇ ǘƻ ƛŘŜƴǘƛŦȅ ǘƘŜ ŘƛŦŦŜǊŜƴǘ ±[!bǎΦ 
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The max. length for the bŀƳŜ is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

̢ Untagged Ports 

{Ŝǘǎ ǘƘŜ ǳƴǘŀƎƎŜŘ ǇƻǊǘǎ ŦƻǊ ǘƘƛǎ ±[!b ƎǊƻǳǇΦ ¢ƘŜ ǎȅǎǘŜƳ ǊŜƳƻǾŜǎ ǘƘŜ ±[!b ǘŀƎ 

ōŜŦƻǊŜ ǘǊŀƴǎƳƛǘǘƛƴƎ ŦǊƻƳ ǘƘŜ ǇƻǊǘ ǘƘŀǘ ƛǎ ǎŜǘ ǘƻ άǳƴǘŀƎƎŜŘέΦ ¦ǎǳŀƭƭȅΣ ǘƘƛǎ ǇƻǊǘ ƛǎ 

ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ŜƴŘ ŘŜǾƛŎŜ ǘƘŀǘ ōŜƭƻƴƎǎ ǘƻ ǘƘƛǎ ±[!bΦ 

̢ Tagged Ports 

{Ŝǘǎ ǘƘŜ ǘŀƎƎŜŘ ǇƻǊǘǎ ŦƻǊ ǘƘƛǎ ±[!b ƎǊƻǳǇΦ ¢ƘŜ ǎȅǎǘŜƳ ƪŜŜǇǎ ǘƘŜ ±[!b ǘŀƎ ǿƘŜƴ 

ǘǊŀƴǎƳƛǘǘƛƴƎ ŦǊƻƳ ǘƘŜ ǇƻǊǘ ǘƘŀǘ ƛǎ ǎŜǘ ǘƻ άǘŀƎƎŜŘέΦ ¦ǎǳŀƭƭȅ ǘƘƛǎ ǇƻǊǘ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ 

ŀƴƻǘƘŜǊ ǎǿƛǘŎƘ ŀƴŘ ǳǎŜǎ ǘƘŜ ±[!b ǘŀƎ ǘƻ ǘǊŀƴǎŦŜǊ ǘƘŜ ±[!b ƛƴŦƻǊƳŀǘƛƻƴΦ 

̢ ȡ /ƭƛŎƪ ǘƘŜ Ǉƭǳǎ ƛŎƻƴ ǘƻ ŀŘŘ ŀ ±[!b aŜƳōŜǊ ǊƻǿΦ 

̢ Υ /ƭƛŎƪ ǘƘŜ ǊŜƳƻǾŜ ƛŎƻƴ ǘƻ ŘŜƭŜǘŜ ǘƘŜ ±[!b aŜƳōŜǊ ǊƻǿΦ 

 

#ÏÎÆÉÇÕÒÅ ότφȢυ1 6,!. 06)$ Ǫ !ÃÃÅÐÔ 4ÙÐÅ 

 
For more information, hover the mouse over the icon in the system. 

¶ VLAN PVID 

̢ Port 

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

̢ PVID 
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!ǎǎƛƎƴ ŀ ±[!b L5 ǘƻ ǘƘŜ ŦǊŀƳŜǎ ǿƛǘƘƻǳǘ ŀ ±[!b ǘŀƎ ǘƘŀǘ ŎƻƳŜ ƛƴǘƻ ǘƘŜ ǎǇŜŎƛŦƛŎ ǇƻǊǘΦ 

¶ Accept Type 

̢ No. 

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

̢ Filter 

¢ƘǊŜŜ ǘȅǇŜǎ ƻŦ ŦƛƭǘŜǊǎ ŀǊŜ ǇǊƻǾƛŘŜŘΥ !ƭƭΣ ¢ŀƎƎŜŘ hƴƭȅΣ ¦ƴǘŀƎƎŜŘ hƴƭȅΦ 

!ƭƭΥ !ŎŎŜǇǘ ōƻǘƘ ǘŀƎƎŜŘ ŀƴŘ ǳƴǘŀƎƎŜŘ ŦǊŀƳŜǎ ǘƘŀǘ ŎƻƳŜ ƛƴǘƻ ǘƘŜ ǇƻǊǘΦ 

¢ŀƎƎŜŘ hƴƭȅΥ !ŎŎŜǇǘ ƻƴƭȅ ǘŀƎƎŜŘ ŦǊŀƳŜǎ ǘƘŀǘ ŎƻƳŜ ƛƴǘƻ ǘƘŜ ǇƻǊǘΦ 

5ÎÔÁÇÇÅÄ /ÎÌÙȡ !ÃÃÅÐÔ ÏÎÌÙ ÕÎÔÁÇÇÅÄ ÆÒÁÍÅÓ ÔÈÁÔ ÃÏÍÅ ÉÎÔÏ ÔÈÅ ÐÏÒÔȢ 

¶  (Apply Button) 

After configuring the above fields, click "Apply" button to make it effective. 

 

 802.1Q VLAN Table  

 

¶ VLAN ID 

¢Ƙƛǎ ƛǎ ǘƘŜ ŀǎǎƛƎƴŜŘ ǳƴƛǉǳŜ ±[!b L5 ŦƻǊ ǘƘƛǎ ±[!b ƎǊƻǳǇΦ 

¶ VLAN Name 

¢Ƙƛǎ ƛǎ ǘƘŜ ŀǎǎƛƎƴŜŘ ±[!b bŀƳŜ ŦƻǊ ǘƘƛǎ ±[!b ƎǊƻǳǇΦ 

¶ Untag Member 

¢ƘŜǎŜ ǇƻǊǘǎ ŀǊŜ ŀǎǎƛƎƴŜŘ ŀǎ ±[!b ǳƴǘŀƎƎŜŘ ǇƻǊǘǎΦ 

¶ Tag Member 

¢ƘŜǎŜ ǇƻǊǘǎ ŀǊŜ ŀǎǎƛƎƴŜŘ ŀǎ ±[!b ǘŀƎƎŜŘ ǇƻǊǘǎΦ 
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 Configuration Example for Management VLAN  

 
YŜȅ tƻƛƴǘǎ 

1.  LƳǇƭŜƳŜƴǘ ±[!b ттт ŀƴŘ ŀǇǇƭȅ ƻƴƭȅ [ŀƴт ǘƻ ±[!b ттт 

2.  LƳǇƭŜƳŜƴǘ ±[!b мно ŀƴŘ ŀǇǇƭȅ ǘƘŜ ǇƻǊǘǎ ǿƘƛŎƘ ŀǊŜ ŎƻƴƴŜŎǘŜŘ ǘƻ Lt ŎŀƳŜǊŀǎ 

3.  !ǎǎƛƎƴ aŀƴŀƎŜƳŜƴǘ ±[!b ǘƻ ±[!b ттт 

 

{ǘŜǇ-ōȅ-ǎǘŜǇ /ƻƴŦƛƎǳǊŀǘƛƻƴ 

1. [ƻƎƛƴ ²Ŝō /ƻƴǎƻƭŜ ŀƴŘ ŎƭƛŎƪ ƳŜƴǳ ά[н {ǿƛǘŎƘƛƴƎέ -Ҕ άулнΦмv ±[!bέ -Ҕ ά±[!b {ŜǘǘƛƴƎǎέ 

2. !ŘŘ Ǌƻǿǎ ŦƻǊ ±[!b мно ŀƴŘ тттΦ !ǇǇƭȅ ŀǎǎƛƎƴŜŘ ǇƻǊǘǎ όǳƴǘŀƎƎŜŘύ ǘƻ ǘƘŜ ±[!bΦ 

²Ƙȅ ǳƴǘŀƎƎŜŘΚ ¢ƘŜ ŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜǎ ŀǊŜ ŀƭƭ Ƙƻǎǘǎ ǿƘƛŎƘ ŀǊŜ ǳƴŀōƭŜ ǘƻ ŘŜŀƭ ǿƛǘƘ ǘƘŜ ±[!b 

ǘŀƎΣ ǎƻ ǿŜ ƘŀǾŜ ǘƻ ǊŜƳƻǾŜ ǘƘŜ ±[!b ǘŀƎ ǿƘŜƴ ǘƘŜ ŦǊŀƳŜ ƛǎ ǎŜƴŘƛƴƎ ƻǳǘ ǘƘǊƻǳƎƘ ǘƘŜ ǇƻǊǘΦ 

 
3. /ƻƴŦƛƎǳǊŜŘ ǘƘŜ t±L5 ŦƻǊ ǘƘŜ ŀǇǇƭƛŜŘ ǇƻǊǘǎΦ  

¢ƘŜ t±L5 ƻŦ tƻǊǘ м ǘƻ р ƛǎ мно ŀƴŘ ǘƘŜ t±L5 ƻŦ tƻǊǘ т ƛǎ тттΦ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ млм 
 

 

4. /ƻƴŦƛƎǳǊŜ aŀƴŀƎŜƳŜƴǘ ±[!b ǘƻ ±[!b ттт 

 

5. /ƭƛŎƪ ǘƘŜ ά!ǇǇƭȅέ ōǳǘǘƻƴ ǘƻ ŀǇǇƭȅ ǘƘŜ ŀōƻǾŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎΦ 

bƻǘŜΥ !ŦǘŜǊ ŀǇǇƭȅƛƴƎ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎΣ ǘƘŜ ǳǎŜǊ Ŏŀƴ ƻƴƭȅ ŀŎŎŜǎǎ ǘƘŜ ƳŀƴŀƎŜƳŜƴǘ ƛƴǘŜǊŦŀŎŜ Ǿƛŀ 

ǎǇŜŎƛŦƛŎ ƛƴǘŜǊŦŀŎŜ όƛƴ ǘƘƛǎ ŎŀǎŜΥ [ŀƴтύΦ 

 

 

 Configure VLAN Q -in -Q 

 
For more information, hover the mouse over the icon in the system. 

¶ Specific Provider Ethertype 

¢Ƙƛǎ ƛǎ ŀ Ǝƭƻōŀƭ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŀƴŘ ŀƴ 9ǘƘŜǊǘȅǇŜ ƛǎ ŀǎǎƛƎƴŜŘ ŦƻǊ ŀƭƭ ǇƻǊǘǎΣ ǿƘƛŎƘ ŀǊŜ ŎƻƴŦƛƎǳǊŜŘ 

ŀǎ ά{ǇŜŎƛŦƛŎ tǊƻǾƛŘŜǊέΦ ¢Ƙƛǎ ŦƛŜƭŘ ƛǎ ƭƻŎƪŜŘ όŘƛǎŀōƭŜŘύ ǳƴǘƛƭ ŀǘ ƭŜŀǎǘ ƻƴŜ ǇƻǊǘ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ǘƻ 

ǘƘŜ ά{ǇŜŎƛŦƛŎ tǊƻǾƛŘŜǊέ ƛƴ ǘƘŜ άv-ƛƴ-v tƻǊǘ {ŜǘǘƛƴƎǎέ ǎŜŎǘƛƻƴΦ  

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ tǊƻǾƛŘŜǊ 9ǘƘŜǊǘȅǇŜ ƛǎ ŦǊƻƳ лȄлллл ǘƻ лȄCCCCΣ ōǳǘ лȄумлл ƛǎ ƛƴǾŀƭƛŘΦ 

The default tǊƻǾƛŘŜǊ 9ǘƘŜǊǘȅǇŜ is 0x88A8. 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ млн 
 

 

¶ Q-in-Q Port Settings 

̢ Port 

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

̢ Mode 

{Ŝǘ ǘƘŜ ǇƻǊǘ ǘƻ ƻƴŜ ƻŦ ǘƘŜ v-ƛƴ-v ƳƻŘŜΦ 

¢ƘŜ 9ƎǊŜǎǎ ƛǎ ŘŜǇŜƴŘŜƴǘ ƻƴ ǘƘŜ ŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜ ŀƴŘ ƘŜƴŎŜ ǘƘŜ ŜƎǊŜǎǎ ŀŎǘƛƻƴ ƛǎ 

ǎƪƛǇǇŜŘΦ 

aƻŘŜ LƴƎǊŜǎǎ 

v-ƛƴ-v ¢ǳƴƴŜƭ ¦ƴǘŀƎƎŜŘ CǊŀƳŜǎΥ !ŘŘ ¢tL5ΥлȄуу!у ǘŀƎ ŀƴŘ ŦƻǊǿŀǊŘΦ 

¢ŀƎƎŜŘ CǊŀƳŜǎΥ 

4. ¢tL5ΥлȄумллΥ !ŘŘ ¢tL5ΥлȄуу!у ǘŀƎ ŀƴŘ ŦƻǊǿŀǊŘΦ 

5. ¢tL5ΥлȄуу!уΥ CƻǊǿŀǊŘ ǘƘŜ ŦǊŀƳŜǎΦ 

aƻŘŜ LƴƎǊŜǎǎ 

/ǳǎǘƻƳŜǊ ! ǇƻǊǘ ǎŜǘ ǘƻ ά/ǳǎǘƻƳŜǊέ Ǌǳƴǎ ǘȅǇƛŎŀƭƭȅ улнΦмv ±[!bΦ 

¦ƴǘŀƎƎŜŘ CǊŀƳŜǎΥ !ŘŘ ¢tL5ΥлȄумлл ǘŀƎ ŀƴŘ ŦƻǊǿŀǊŘΦ 

¢ŀƎƎŜŘ CǊŀƳŜǎΥ 

1. ¢tL5ΥлȄумллΥ  

a. {ŀƳŜ ±[!b L5Υ CƻǊǿŀǊŘ ǘƘŜ ŦǊŀƳŜǎΦ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мло 
 

b. 5ƛŦŦŜǊŜƴǘ ±[!b L5Υ 5ƛǎŎŀǊŘ ǘƘŜ ŦǊŀƳŜǎΦ 

2. ¢tL5ΥлȄуу!уΥ 5ƛǎŎŀǊŘ ǘƘŜ ŦǊŀƳŜǎΦ 

tǊƻǾƛŘŜǊ ¦ƴǘŀƎƎŜŘ CǊŀƳŜǎΥ !ŘŘ ¢tL5ΥлȄуу!у ǘŀƎ ŀƴŘ ŦƻǊǿŀǊŘΦ 

¢ŀƎƎŜŘ CǊŀƳŜǎΥ 

1. ¢tL5ΥлȄумллΥ 5ƛǎŎŀǊŘ ǘƘŜ ŦǊŀƳŜǎΦ 

2. ¢tL5ΥлȄуу!уΥ  

a. {ŀƳŜ ±[!b L5Υ CƻǊǿŀǊŘ ǘƘŜ ŦǊŀƳŜǎΦ 

b. 5ƛŦŦŜǊŜƴǘ ±[!b L5Υ 5ƛǎŎŀǊŘ ǘƘŜ ŦǊŀƳŜǎΦ 

{ǇŜŎƛŦƛŎ tǊƻǾƛŘŜǊ ¦ǎŜǊǎ ŘŜŦƛƴŜ ǘƘŜ 9ǘƘŜǊǘȅǇŜ ŦƻǊ ǘƘŜ tǊƻǾƛŘŜǊ ǎŜǊǾƛŎŜΦ 

¦ƴǘŀƎƎŜŘ CǊŀƳŜǎΥ !ŘŘ ǘƘŜ ǳǎŜǊ-ŘŜŦƛƴŜŘ ¢tL5 ǘŀƎ ŀƴŘ 

ŦƻǊǿŀǊŘΦ 

¢ŀƎƎŜŘ CǊŀƳŜǎΥ 

1. ¢tL5ΥлȄумллΥ 5ƛǎŎŀǊŘ ǘƘŜ ŦǊŀƳŜǎΦ 

2. ¢tL5ΥлȄуу!уΥ 5ƛǎŎŀǊŘ ǘƘŜ ŦǊŀƳŜǎΦ 

3. ¢tL5Υ ώǳǎŜǊ-ŘŜŦƛƴŜŘϐΥ  

a. {ŀƳŜ ±[!b L5Υ CƻǊǿŀǊŘ ǘƘŜ ŦǊŀƳŜǎΦ 

b. 5ƛŦŦŜǊŜƴǘ ±[!b L5Υ 5ƛǎŎŀǊŘ ǘƘŜ ŦǊŀƳŜǎΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ млп 
 

2.6.4  Quality of Service  

  

vǳŀƭƛǘȅ ƻŦ {ŜǊǾƛŎŜ όvƻ{ύ ǇǊƻǾƛŘŜǎ ŀ ǎǘŀōƭŜ ŀƴŘ ǇǊŜŘƛŎǘŀōƭŜ ǘǊŀƴǎƳƛǘǘƛƴƎ ǎŜǊǾƛŎŜΦ Lǘ ƛǎ ǳǎŜŦǳƭ ǘƻ 

ƳŀƴŀƎŜ ǘƘŜ ōŀƴŘǿƛŘǘƘ ƳƻǊŜ ŜŦŦƛŎƛŜƴǘƭȅ ōŀǎŜŘ ƻƴ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘ ƻŦ ŀǇǇƭƛŎŀǘƛƻƴǎΦ ¦ǎŜǊǎ Ŏŀƴ ǎŜǘ 

ŘƛŦŦŜǊŜƴǘ ǇǊƛƻǊƛǘƛŜǎ ŦƻǊ ŘƛŦŦŜǊŜƴǘ ǘǊŀŦŦƛŎǎ ǘƻ ǎŀǘƛǎŦȅ ǘƘŜ ǎŜǊǾƛŎŜǎ ǿƘƛŎƘ ƴŜŜŘ ŀ ŦƛȄŜŘ ōŀƴŘǿƛŘǘƘ ŀƴŘ 

ƘŀǾŜ ƳƻǊŜ ǎŜƴǎƛǘƛǾŜ ƻŦ ŘŜƭŀȅΦ vǳŀƭƛǘȅ ƻŦ {ŜǊǾƛŎŜ Ŏŀƴ ŀƭǎƻ ƻǇǘƛƳƛȊŜ ǘƘŜ ǊŜǎǘǊƛŎǘ ōŀƴŘǿƛŘǘƘ ǊŜǎƻǳǊŎŜ 

ŀƴŘ ŎƻƴǘǊƻƭ ǘƘŜ ƴŜǘǿƻǊƪ ǘǊŀŦŦƛŎ ƻŦ ǘƘŜ ǎǿƛǘŎƘŜǎΦ   

/ƭŀǎǎ ƻŦ {ŜǊǾƛŎŜ ό/ƻ{ύ ƛǎ ǳǎŜŘ ǘƻ ŘƛŦŦŜǊŜƴǘƛŀǘŜ ǘƘŜ ŘƛŦŦŜǊŜƴǘ ǘȅǇŜǎ ƻŦ ǇŀȅƭƻŀŘǎ ŎƻƴǘŀƛƴŜŘ ƛƴ ǘƘŜ 

ǇŀŎƪŜǘǎ ōŜƛƴƎ ǘǊŀƴǎƳƛǘǘŜŘΦ  ¢ƘŜ ǎǿƛǘŎƘ ǎǳǇǇƻǊǘǎ ǳǇ ǘƻ у ŘƛŦŦŜǊŜƴǘ ŎƭŀǎǎŜǎΦ 

¢ȅǇŜ ƻŦ {ŜǊǾƛŎŜ ό¢ƻ{ύ ƛǎ ŀƴƻǘƘŜǊ ƭŜǾŜƭ ƻŦ ŎƭŀǎǎƛŦƛŎŀǘƛƻƴ ǿƘƛŎƘ ǳǎŜǎ ǘƘŜ 5ƛŦŦŜǊŜƴǘƛŀǘŜŘ {ŜǊǾƛŎŜǎ 

/ƻŘŜ tƻƛƴǘ ōȅǘŜ όс ōƛǘǎύ ŀƭƭƻǿƛƴƎ п ǘȅǇŜǎ ǘƻ ōŜ ŘŜŦƛƴŜŘΦ 

 

 Configure QoS Information  

 

For more information, hover the mouse over the icon in the system. 

¶ Queue Scheduling 

̢ Scheduling Mode 

{ŜƭŜŎǘ ǘƘŜ ǎŎƘŜŘǳƭƛƴƎ ƳƻŘŜ ŦƻǊ ǘƘŜ vǳŀƭƛǘȅ ƻŦ {ŜǊǾƛŎŜΦ 

²wwΥ ²ŜƛƎƘǘŜŘ wƻǳƴŘ wƻōƛƴΦ ²ww ŜƴǎǳǊŜǎ ǘƘŀǘ ŜǾŜǊȅ ǉǳŜǳŜ ǘŀƪŜǎ ǘǳǊƴǎ ǘƻ ǘǊŀƴǎƳƛǘ 

ǘƘŜ ǘǊŀŦŦƛŎ ōȅ ƛǘǎ ǿŜƛƎƘǘΦ  

{ǘǊƛŎǘΥ {ǘǊƛŎǘ tǊƛƻǊƛǘȅ vǳŜǳŜΦ ¢ƘŜ ǘǊŀŦŦƛŎ ƛǎ ǘǊŀƴǎƳƛǘǘŜŘ ōŀǎŜŘ ƻƴ ǘƘŜ ǇǊƛƻǊƛǘȅΣ ǿƘƛŎƘ ƛǎ 

ŦǊƻƳ ƘƛƎƘŜǎǘ ǘƻ ƭƻǿŜǎǘΦ 

¶ Queue Weight 

̢ Queue 

9ƛƎƘǘ ǉǳŜǳŜǎ ŦǊƻƳ ǉǳŜǳŜ л ǘƻ ǉǳŜǳŜ т ŀǊŜ ǎǳǇǇƻǊǘŜŘΦ 

̢ Weight 

9ƴŀōƭŜǎ ȅƻǳ ǘƻ ŎƻƴŦƛƎǳǊŜ ŀ ǎǇŜŎƛŦƛŎ ǿŜƛƎƘǘ ŦƻǊ ǘƘŜ ǇƻǊǘΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ ²ŜƛƎƘǘ ƛǎ ŦǊƻƳ м ǘƻ мллΦ ¢ƘŜǊŜ ƛǎ ƴƻ ƴŜŜŘ ǘƻ ǎǳƳ ŀƭƭ ǉǳŜǳŜǎ ǘƻ мллΦ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ млр 
 

¢ƘŜ ŘŜŦŀǳƭǘ ²ŜƛƎƘǘ ŦƻǊ ŜŀŎƘ ǉǳŜǳŜ ƛǎ ÄÉÓÐÌÁÙÅÄ ÉÎ ÔÈÅ ÔÁÂÌÅȡ 

vǳŜǳŜ л м н о п р с т 

²ŜƛƎƘǘ м н о п р с т у 

#ÏÎÆÉÇÕÒÅ 1Ï3 4ÒÕÓÔ -ÏÄÅ ÁÎÄ $ÅÆÁÕÌÔ #Ï3 

 

¶ Trust Mode 

̢ Port 

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

̢ Mode 

/ƻ{Υ /ƭŀǎǎ ƻŦ {ŜǊǾƛŎŜΦ ¦ǎŜ ǘƘŜ о-ōƛǘ άtwLέ ŦƛŜƭŘ ƛƴ ǘƘŜ ±[!b ǘŀƎΦ Lǘ ŜƴŀōƭŜǎ ȅƻǳ ǘƻ 

ŀǎǎƛƎƴ ǘǊŀŦŦƛŎ ǘƻ у ŘƛŦŦŜǊŜƴǘ ŎƭŀǎǎŜǎ ŦǊƻƳ л ǘƻ тΦ 

5{/tΥ ¦ǎŜ с-ōƛǘ ŦƛŜƭŘ ά5{/tέ ƛƴ ǘƘŜ ¢ȅǇŜ ƻŦ {ŜǊǾƛŎŜ ό¢ƻ{ύ ǘŀƎΦ Lǘ ŜƴŀōƭŜǎ ȅƻǳ ǘƻ ŀǎǎƛƎƴ 

ǘǊŀŦŦƛŎ ǘƻ сп ŘƛŦŦŜǊŜƴǘ ǘȅǇŜǎ ŦǊƻƳ л ǘƻ соΦ 

¶ Default CoS 

̢ Port 

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

̢ Class 

¸ƻǳ Ŏŀƴ ŀǎǎƛƎƴ ŀ ŘŜŦŀǳƭǘ Ŏƭŀǎǎ ǘƻ ǘƘŜ ǇƻǊǘΦ ¢ƘŜ ǎȅǎǘŜƳ Ŧƻƭƭƻǿǎ ǘƘŜ ŀǎǎƛƎƴŜŘ /ƻ{ ŎƭŀǎǎŜǎ 

ǘƻ ǘǊŀƴǎƳƛǘ ŦǊŀƳŜǎ ƛŦ ǘƘŜǊŜ ƛǎ ƴƻ ±[!b ǘŀƎ ƛƴ ǘƘŜ ŦǊŀƳŜ ƘŜŀŘŜǊΦ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ млс 
 

¢ƘŜ ŘŜŦŀǳƭǘ /ƭŀǎǎ ŦƻǊ ŜŀŎƘ ǇƻǊǘ ƛǎ лΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

 Configure CoS Mapping  

 

¶ Class / Priority 

There are 3 bits for the άClass of Serviceέ field called άPRIέ in the VLAN tag and there are 8 

classes from 0 to 7Φ 

¶ Queue 

The chipset supports 8 queues from queue 0 to queue 7. The queue 0 is the lowest priority 

queue and the queue 7 is the highest priority queue. 

¢ƘŜ ŘŜŦŀǳƭǘ vǳŜǳŜ ŦƻǊ ŜŀŎƘ Ŏƭŀǎǎ ƛǎ ÄÉÓÐÌÁÙÅÄ ÉÎ ÔÈÅ ÔÁÂÌÅȡ 

/ƭŀǎǎ л м н о п р с т 

vǳŜǳŜ м л н о п р с т 

 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ млт 
 

 Configure ToS Mapping  

 

¶ DSCP 

There are 6 bits for the άDSCPέ in ToS tag and hence there are 64 classes from 0 to 63Φ 

¶ Queue 

The chipset supports 8 queues from queue 0 to queue 7. The queue 0 is the least priority 

queue and the queue 7 is the highest priority queue. 

¢ƘŜ ŘŜŦŀǳƭǘ vǳŜǳŜ ŦƻǊ ŜŀŎƘ ǘȅǇŜ ƛǎ ÄÉÓÐÌÁÙÅÄ ÉÎ ÔÈÅ ÔÁÂÌÅȡ 

¢ȅǇŜ л-т у-мр мс-но нп-ом он-оф пл-пт пу-рр рс-со 

vǳŜǳŜ л м н о п р с т 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ млу 
 

2.6.5  Port Trunk  

 tƻǊǘ ¢Ǌǳƴƪ ƛǎ ŀƭǎƻ ƪƴƻǿƴ ŀǎ [ƛƴƪ !ƎƎǊŜƎŀǘƛƻƴΣ ŀƴŘ ƛǘ ƛǎ ŀ ǇǊƻǘƻŎƻƭ ǘƻ ƎǊƻǳǇ ƭƛƴƪǎ ǘƻ ŀ ǘǊǳƴƪΦ ! 

ǘƻǘŀƭ ƻŦ у ǘǊǳƴƪ ƎǊƻǳǇǎ ŀǊŜ ǇǊƻǾƛŘŜŘΦ Lǘ ƛǎ ŀ ƎƻƻŘ ƳŜǘƘƻŘ ǘƻ ǊŜŀŎƘ ƭƻŀŘ ōŀƭŀƴŎŜ ŀƴŘ ƭƛƴƪ ōŀŎƪǳǇΦ CƻǊ 

ŜȄŀƳǇƭŜΣ ǿƘŜƴ ǇƻǊǘ м ǘƻ ǇƻǊǘ п ŀǊŜ ŎƻƳōƛƴŜŘ ǘƻ ǘǊǳƴƪ м ŀƴŘ ŀƭƭ ǇƻǊǘǎ ǎǳǇǇƻǊǘ млл¢Ȅ ŀƴŘ ǎŜǘ ǘƻ 

Ŧǳƭƭ-ŘǳǇƭŜȄΣ ǘƘŜ ōŀƴŘǿƛŘǘƘ ƻŦ ǘƘŜ ǘǊǳƴƪ ǿƛƭƭ ōŜ уллaōǇǎΦ ¢ƘŜ ǘǊŀŦŦƛŎ ǘǊŀƴǎƳƛǘǘƛƴƎ ƻƴ ǘƘŜ ǘǊǳƴƪ ƛǎ 

ŘƛǎǘǊƛōǳǘŜŘ ǘƻ ƻƴŜ ƻŦ ǘƘŜ ƭƛƴƪ ōȅ ǘƘŜ ǎƻǳǊŎŜ a!/ ŀŘŘǊŜǎǎ ǘƻ ǊŜŀŎƘ ǘƘŜ ƭƻŀŘ ōŀƭŀƴŎŜΦ ²ƘŜƴ ǘƘŜ ǘǊǳƴƪ 

ƳƻŘŜ ƛǎ ǎŜǘ ǘƻ [!/t ŀƴŘ ǿƘŜƴ ƻƴŜ ƻŦ ǘƘŜ ƭƛƴƪ ƛǎ ōǊƻƪŜƴΣ ǘƘŜ ǘǊŀŦŦƛŎ ǿƛƭƭ ǘǊŀƴǎƳƛǘ ƻƴ ŀƴƻǘƘŜǊ ƭƛƴƪ ƻƴ 

ǘƘŜ ƎǊƻǳǇΦ 

 Trunk ing Settings  

 

¶ Group 

Eight trunk groups from Trunk 1 to Trunk 8 are supported. 

¶ Trunking Mode 

Two trunking modes are available: άLACPέ and άStaticέ. 

Static: The traffic is transmitted on one of the links in the group. The link is determined by 

the MAC Address in the frame header. If the link is broken, the traffic cannot transmit on 

the other links in the group. 

LACP: It is also known as άDynamicέ trunking. If the current transmitting link is broken, the 

traffic can be transmitted on another link in the group. 

¶ Member Ports 

Select member ports to be joined in the specified Trunk group. A port can only be in one of 

the Trunk group. Each Trunk group supports maximum 8 member per ports. 

¶  (Apply Button) 
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After configuring above fields, click "Apply" button to make the changes effective. 

 

 Trunk ing  Status  

 

¶ Group 

The supported trunk groups are from Trunk 1 to Trunk 8. 

¶ Type 

The trunk mode set for this group may be άLACPέ or άStaticέ. This field displays ά-ά if no 

members are in the group. 

¶ Ports 

The selected member ports in the group will be displayed in this column. 

¶ Link Status 

This field displays the link state (Up or Down) for the specific port. 
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2.7  Security  

2.7.1  Storm Control  

 ! ǘǊŀŦŦƛŎ ǎǘƻǊƳ ƘŀǇǇŜƴǎ ǿƘŜƴ ǘƘŜǊŜ ƛǎ ŜȄŎŜǎǎƛǾŜ ǇŀŎƪŜǘǎ ŦƭƻƻŘ ǘƻ ǘƘŜ [!b ŀƴŘ ŘŜŎǊŜŀǎŜǎ ǘƘŜ 

ǇŜǊŦƻǊƳŀƴŎŜΦ ¢ƘŜ {ǘƻǊƳ /ƻƴǘǊƻƭ ŦǳƴŎǘƛƻƴ ƛǎ ǳǎŜŘ ǘƻ ǇǊŜǾŜƴǘ ǘƘŜ ǎȅǎǘŜƳ ŦǊƻƳ ōǊŜŀƪƛƴƎ Řƻǿƴ ōȅ ǘƘŜ 

ōǊƻŀŘŎŀǎǘΣ ƳǳƭǘƛŎŀǎǘΣ ƻǊ ǳƴƪƴƻǿƴ ǳƴƛŎŀǎǘ ǘǊŀŦŦƛŎ ǎǘƻǊƳΦ ²ƘŜƴ ǘƘŜ {ǘƻǊƳ /ƻƴǘǊƻƭ ƛǎ ŜƴŀōƭŜŘ ƻƴ ǘƘŜ 

ǎǇŜŎƛŦƛŎ ǘǊŀŦŦƛŎ ǘȅǇŜΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ƳƻƴƛǘƻǊ ǘƘŜ ƛƴŎƻƳƛƴƎ ǘǊŀŦŦƛŎΦ LŦ ǘƘŜ ǘǊŀŦŦƛŎ ƛǎ ƳƻǊŜ ǘƘŀƴ ǘƘŜ 

ŎƻƴŦƛƎǳǊŜŘ ƭŜǾŜƭΣ ǘƘŜ ǘǊŀŦŦƛŎ ǿƛƭƭ ōŜ ŘǊƻǇǇŜŘ ǘƻ ŀǾƻƛŘ ǘƘŜ ǎǘƻǊƳΦ 

#ÏÎÆÉÇÕÒÅ 3ÔÏÒÍ #ÏÎÔÒÏÌ )ÎÆÏÒÍÁÔÉÏÎ 

 

¶ Traffic Type 

Three types of traffics are supported in the Storm Control: Broadcast, Multicast, and 

Unknown Unicast. 

¶ Mode 

άEnableέ or άDisableέ Storm Control function in the specific traffic type. 

¶ Level 

Three frame levels are available: High, Middle, and Low. If the frames of specific traffic type 

are more than the set level, the system will drop the type of frames to prevent the system 

from breaking down. 

(ÉÇÈȡ -ÏÒÅ ÔÈÁÎ φωττ ÆÒÁÍÅ ÐÅÒ ÓÅÃÏÎÄȢ 

-ÉÄȡ -ÏÒÅ ÔÈÁÎ υτττ ÆÒÁÍÅ ÐÅÒ ÓÅÃÏÎÄȢ 

,Ï×ȡ -ÏÒÅ ÔÈÁÎ ωττ ÆÒÁÍÅ ÐÅÒ ÓÅÃÏÎÄȢ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.7.2  802.1X   

улнΦм· ƛǎ ŀƴ L999 ǎǘŀƴŘŀǊŘ ŘŜŦƛƴŜŘ tƻǊǘ-ōŀǎŜŘ bŜǘǿƻǊƪ !ŎŎŜǎǎ /ƻƴǘǊƻƭΦ Lǘ ǇǊƻǾƛŘŜǎ ŀ ƳƻǊŜ 

ǎŜŎǳǊŜŘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜŎƘŀƴƛǎƳ ŦƻǊ ǘƘŜ ŘŜǾƛŎŜǎΣ ǿƘƛŎƘ ǿƻǳƭŘ ƭƛƪŜ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ŀ [!b ƻǊ ŀ ²!bΦ 

¢ƘŜ tƻǊǘ-ōŀǎŜŘ bŜǘǿƻǊƪ !ŎŎŜǎǎ /ƻƴǘǊƻƭ ǇǊƻǘƻŎƻƭ ƛǎ ŀ ŎƻƴǾŜƴƛŜƴǘ ƳŜǘƘƻŘ ŦƻǊ ǘƘŜ ǳǎŜǊǎ ōŜŎŀǳǎŜ ǘƘŜ 

ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ǇŜǊ-ǇƻǊǘ ŀƴŘ ƻƴŎŜ ǘƘŜ ǇƻǊǘ ǇŀǎǎŜǎ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ƛǘ ƛǎ ƴƻǘ ǊŜǉǳƛǊŜŘ ǘƻ 

ŀǳǘƘŜƴǘƛŎŀǘŜ ŀƎŀƛƴ ǿƘŜƴ ŎƘŀƴƎƛƴƎ ǘƻ ŀƴƻǘƘŜǊ ŘŜǾƛŎŜΣ ƛΦŜΦΣ ǿƛǘƘƻǳǘ ǎŜŎǳǊƛǘȅΦ ¢ƘŜǊŜŦƻǊŜΣ a!/-ōŀǎŜŘ 

ŀŎŎŜǎǎ ŎƻƴǘǊƻƭ ƛǎ ǇǊƻǾƛŘŜŘΦ Lǘ ƛǎ ŀ ƳƻǊŜ ǎŜŎǳǊŜΣ ōǳǘ ƭŜǎǎ ŎƻƴǾŜƴƛŜƴǘ ƳŜǘƘƻŘ ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ hƴƭȅ 

ǘƘŜ ŘŜǾƛŎŜ ǿƛǘƘ ǘƘŜ a!/ !ŘŘǊŜǎǎ ǘƘŀǘ Ƙŀǎ ǇŀǎǎŜŘ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ Ŏŀƴ ōŜ ŀŘŘŜŘ ǘƻ ǘƘŜ ƴŜǘǿƻǊƪǎΦ 

¢ƘŜǎŜ ǘǿƻ ƳŜǘƘƻŘǎ ŀǊŜ ƻǇǘƛƻƴŀƭ ƻƴ ŜŀŎƘ ǇƻǊǘ ŀƴŘ ǘƘŜ ǳǎŜǊǎ Ŏŀƴ ǎŜƭŜŎǘ ƻƴŜ ƻŦ ǘƘŜƳ ƻƴ ŘƛŦŦŜǊŜƴǘ 

ǇƻǊǘǎΦ 

 

 802.1X  Settings  

 
For more information, hover the mouse over the icon in the system. 

¶ Basic Settings 

̢ 802.1X Mode 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ улнΦм· ŦǳƴŎǘƛƻƴ ƻƴ ǘƘŜ ǎǿƛǘŎƘΦ 

̢ Server Type 

{ŜƭŜŎǘ ǘƘŜ улнΦм· ǎŜǊǾŜǊ ǘȅǇŜ ǘƻ ά[ƻŎŀƭ 5ŀǘŀōŀǎŜέ ƻǊ άw!5L¦{ {ŜǊǾŜǊέΦ  

[ƻŎŀƭ 5ŀǘŀōŀǎŜΥ ¢ƘŜ ŘŀǘŀōŀǎŜ ƛǎ ƳŀƛƴǘŀƛƴŜŘ ƛƴ ŀ ǘŀōƭŜ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ǎǿƛǘŎƘΦ ¢ƘŜ ŎƭƛŜƴǘ 

Ƙŀǎ ǘƻ ǎŜƴŘ ǘƘŜ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜ ǿƛǘƘ ǘƘŜ ǎǿƛǘŎƘΩǎ ŘŀǘŀōŀǎŜΦ 

w!5L¦{ {ŜǊǾŜǊΥ ¢ƘŜ ŘŀǘŀōŀǎŜ ƛǎ ƳŀƛƴǘŀƛƴŜŘ ƛƴ ƻǘƘŜǊ ŘŜǾƛŎŜǎ ǊǳƴƴƛƴƎ w!5L¦{ ǎŜǊǾƛŎŜΦ 

¢ƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ Ŧƻƭƭƻǿǎ ǘƘŜ w!5L¦{ ǇǊƻǘƻŎƻƭ ƛƴŎƭǳŘƛƴƎ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ŀƴŘ 

ŜƴŎǊȅǇǘƛƻƴΦ 
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#ÏÎÆÉÇÕÒÅ ότφȢυ8 0ÏÒÔ )ÎÆÏÒÍÁÔÉÏÎ 

 

For more information, hover the mouse over the icon in the system. 

¶ Port Settings 

̢ Port 

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

̢ Enable 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ улнΦм· ŦǳƴŎǘƛƻƴ ƻƴ ǘƘŜ ǇƻǊǘΦ ά̧ Ŝǎέ ƳŜŀƴǎ улнΦм· ƛǎ ŜƴŀōƭŜŘ ƻƴ 

ǘƘŜ ǇƻǊǘ ŀƴŘ ǘƘŜ ǇƻǊǘ ƛǎ ƭƻŎƪŜŘ ǳƴǘƛƭ ƛǘ ǇŀǎǎŜǎ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ 

̢ Mode 

{ŜƭŜŎǘ ǘƘŜ улнΦм· ƳƻŘŜ ǘƻ άaŀŎ-ōŀǎŜŘέ ƻǊ άtƻǊǘ-ōŀǎŜŘέΦ  

aŀŎ-ōŀǎŜŘΥ hƴƭȅ ǘƘŜ a!/ !ŘŘǊŜǎǎΣ ǿƘƛŎƘ ǇŀǎǎŜŘ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ 

ǘƘŜ ƴŜǘǿƻǊƪǎΦ 

tƻǊǘ-ōŀǎŜŘΥ LŦ ǘƘŜ ǇƻǊǘ ƘŀŘ ǇŀǎǎŜŘ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ŜǾŜǊȅ ŘŜǾƛŎŜ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 

ǇƻǊǘ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ƴŜǘǿƻǊƪǎΦ 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ ммо 
 

̢ Re-Auth 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǊŜ-ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƻƴ ǘƘŜ ǇƻǊǘΦ ά̧ Ŝǎέ ƳŜŀƴǎ ǊŜ-ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ 

ŜƴŀōƭŜŘ ƻƴ ǘƘŜ ǇƻǊǘ ŀƴŘ ǘƘŜ ǇƻǊǘ Ƙŀǎ ǘƻ ǊŜ-ŀǳǘƘŜƴǘƛŎŀǘŜ ǿƛǘƘ ǘƘŜ ǎŜǊǾŜǊ ŜǾŜǊȅ 

ǊŜ-ŀǳǘƘ ǇŜǊƛƻŘΦ 

̢ Re-Auth Period 

¢Ƙƛǎ ƛǎ ŀ ǘƛƳŜ ƛƴǘŜǊǾŀƭΣ ǿƘƛŎƘ ƛǎ ǳǎŜŘ ƛƴ ǊŜ-ŀǳǘƘŜƴǘƛŎŀǘƛƴƎ ǘƘŜ ǎŜǊǾŜǊΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

 Configure Local Database Information  

 
For more information, hover the mouse over the icon in the system. 

¶ User Name 

The User Name is used in authentication. 

The max. length for the User Name is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

¶ Password 

The Password is used in authentication. 

The max. length for the Password is 20 characters. 

Note: #, \ , ', ", ? are invalid characters. 

¶ Confirm Password 

The Confirm Password field must be the same as Password field. 

¶ ȡ /ƭƛŎƪ ǘƘŜ Ǉƭǳǎ ƛŎƻƴ ǘƻ ŀŘŘ ŀ ¦ǎŜǊƴŀƳŜκtŀǎǎǿƻǊŘ ǊƻǿΦ 

¶ Υ /ƭƛŎƪ ǘƘŜ ǊŜƳƻǾŜ ƛŎƻƴ ǘƻ ŘŜƭŜǘŜ ǘƘŜ ¦ǎŜǊƴŀƳŜκtŀǎǎǿƻǊŘ ǊƻǿΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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 Configure RADIUS Server Information  

 
For more information, hover the mouse over the icon in the system. 

¶ Server IP 

The Server IP is the IP address of the server. 

¶ Service Port 

The Service Port is the listening port on the RADIUS server. 

¶ Shared Key 

The key is used in establishing the connection between the server and the authenticator 

before authentication. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ ммр 
 

2.7.3  Service Control  

 ²Ŝ ǇǊƻǾƛŘŜ р ǘȅǇŜǎ ƻŦ ƛƴǘŜǊŦŀŎŜ ǿƘƛŎƘ ŀǊŜ I¢¢tΣ I¢¢t{Σ {{IΣ ¢ŜƭƴŜǘΣ ŀƴŘ /ƻƴǎƻƭŜ tƻǊǘ ǘƻ 

ŀŎŎŜǎǎ ǘƘŜ ƳŀƴŀƎŜƳŜƴǘ ƛƴǘŜǊŦŀŎŜ ƻŦ ǘƘŜ ǎǿƛǘŎƘΦ ¦ǎŜǊǎ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŀǳǘƘƻǊƛǘȅ ŦƻǊ ŜŀŎƘ ǘȅǇŜ ƻŦ 

ǎŜǊǾƛŎŜ ǘƻ ōŜ ŜƴŀōƭŜŘ ƻǊ ŘƛǎŀōƭŜŘΦ wŜǎŜǘ .ǳǘǘƻƴ ƛǎ ŀƴƻǘƘŜǊ ƳŜǘƘƻŘ ǘƻ ǊŜōƻƻǘ ƻǊ ǊŜǎŜǘ ŦŀŎǘƻǊȅ ŘŜŦŀǳƭǘΦ  

²Ŝ ŀƭǎƻ ǇǊƻǾƛŘŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƻǊ ǘƘŜ wŜǎŜǘ .ǳǘǘƻƴ ǘƻ ŜƴŀōƭŜ ƻǊ ŘƛǎŀōƭŜ ƛǘǎ ŦǳƴŎǘƛƻƴΦ !ƭƭ ƻŦ ǘƘŜ 

ǎŜǊǾƛŎŜǎ ŀǊŜ ŜƴŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘ ŀƴŘ ǳǎŜǊǎ Ŏŀƴ ŘƛǎŀōƭŜ ǳƴǳǎŜŘ ǎŜǊǾƛŎŜ ǘƻ ƳŀƪŜ ǘƘŜ ǎȅǎǘŜƳ ƳƻǊŜ 

ǎŜŎǳǊŜΦ  

#ÏÎÆÉÇÕÒÅ 3ÅÒÖÉÃÅ #ÏÎÔÒÏÌ )ÎÆÏÒÍÁÔÉÏÎ 

 

¶ HTTP 

Enable or Disable to access management interface by HTTP which is the foundation of data 

communication for the World Wide Web (WWW). 

¶ HTTPS 

Enable or Disable to access management interface by HTTPS which is an adaptation of HTTP 

for security. The communication will be encrypted in HTTPS. 

¶ SSH 

Enable or Disable to access management interface by SSH, which is a cryptographic network 

protocol. SSH provides a secure channel over an unsecured network in the client-server 

architecture. The switch plays the role of SSH server and hosts plays the role of SSH client. 

¶ Telnet 

Enable or Disable to access management interface by Telnet which is a text-oriented virtual 

terminal connection. ItΩs less secure than SSH because it doesnΩt encrypt any data even 

password when the data is transmitting. 

¶ Console 

Enable or Disable to access management interface by Serial Console Port. Disable the 

Console Port can avoid the misconfiguration by someone who can access the device on-site. 

¶ Reset Button 
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Enable or Disable to react when users press the Reset Button. The Reset Button provides 

different functions including reboot and reset factory default. Disable Reset Button is a 

protection from mistaking the button to reboot the system or restore the system to default 

state. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.7.4  SSH  

 To reduce the steps for login the system via SSH connection, the public/private key pair is a 

good choice for users. The pair of keys is created on the local device and users have to provide the 

public key to the target device, for example, the Ethernet switch. When users connect to the target 

device, the system creates a safe connection by SSH. The localhost and target device authenticates 

each other with the public and private keys to make sure the security. 

 Backup Host Key File  

 

¶ Backup to Localhost 

̢ CƛƭŜ bŀƳŜ 

Specifȅ the File Name for the SSH Host Key file, which will be saved to the localhost. 

¶ Backup to USB 

9ƴǎǳǊŜ ǘƘŜǊŜ ƛǎ ŀ ¦{. ǎǘƛŎƪ ƛƴǎŜǊǘŜŘ ƛƴǘƻ ǘƘŜ ¦{. ǇƻǊǘΦ 

̢  .ŀŎƪǳǇ Iƻǎǘ YŜȅ CƛƭŜ 

{ǇŜŎƛŦȅ ǘƘŜ CƛƭŜ bŀƳŜ ŦƻǊ ǘƘŜ ǎŀǾŜŘ SSH Host Key ŦƛƭŜΣ ǿƘƛŎƘ ǿƛƭƭ ōŜ ǎŀǾŜŘ ǘƻ ǘƘŜ ¦{.Φ 

 Note: The file system of USB must be FAT32. 

¶  (Save Button) 

/ƭƛŎƪ ǘƘŜ Ϧ{ŀǾŜϦ ōǳǘǘƻƴ ǘƻ ǎŀǾŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ǘƻ ǘƘŜ [ƻŎŀƭƘƻǎǘ ƻǊ ¦{.Φ 
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 Restore Host Key File  

 
¶ Restore from Localhost 

̢ CƛƭŜ bŀƳŜ 

{ŜƭŜŎǘ ǘƘŜ SSH Host Key ŦƛƭŜΣ ǿƘƛŎƘ ƛǎ ǎŀǾŜŘ ƛƴ ǘƘŜ [ƻŎŀƭƘƻǎǘΦ 

¶ Restore from USB 

tƭŜŀǎŜ ŜƴǎǳǊŜ ǘƘŜǊŜ ƛǎ ŀ ¦{. ǎǘƛŎƪ ƛƴǎŜǊǘŜŘ ƛƴǘƻ ǘƘŜ ¦{. ǇƻǊǘΦ 

̢ CƛƭŜ bŀƳŜ ƛƴ ¦{. 

¢ƘŜ CƛƭŜ bŀƳŜ ƻŦ ǘƘŜ ǎŀǾŜŘ SSH Host Key ŦƛƭŜΣ ǿƘƛŎƘ ƛǎ ǎŀǾŜŘ ǘƻ ǘƘŜ ¦{.Φ LŦ ǘƘŜ 

ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƛǎ ǎŀǾŜŘ ƛƴ ǘƘŜ ŘƛǊŜŎǘƻǊȅΣ ǇƭŜŀǎŜ ǎǇŜŎƛŦȅ ǘƘŜ Ŧǳƭƭ ǇŀǘƘΦ 

Note: The file system of USB must be FAT32. 

¶  (Restore Button) 

/ƭƛŎƪ ǘƘŜ ϦwŜǎǘƻǊŜϦ ōǳǘǘƻƴ ǘƻ ǊŜǎǘƻǊŜ ǘƘŜ SSH Host Key ŦǊƻƳ ǘƘŜ [ƻŎŀƭƘƻǎǘ ƻǊ ¦{.Φ 

 

 Host Key Information  

 The current SSH Host Key is displayed in the άSSH Host Keyέ page. The system only accept one 

SSH Host Key, once users restore another Host Key, the current Host Key will be replaced. 

 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ ммф 
 

2.8  Diagnostics  

2.8.1  Port Mirroring  

 tƻǊǘ aƛǊǊƻǊƛƴƎ ƛǎ ŀ ŦŜŀǘǳǊŜ ǘƘŀǘ ŎƻǇƛŜǎ ǘƘŜ ƛƴŎƻƳƛƴƎ ŀƴŘκƻǊ ƻǳǘƎƻƛƴƎ ǇŀŎƪŜǘǎ ƻƴ ƻƴŜ ƻǊ ƳƻǊŜ 

ǇƻǊǘǎ ǘƻ ŀƴƻǘƘŜǊ ŘŜǎǘƛƴŀǘƛƻƴ ǇƻǊǘΦ Lǘ ƛǎ ǾŜǊȅ ǳǎŜŦǳƭ ǘƻ ƳƻƴƛǘƻǊ ǘƘŜ ƴŜǘǿƻǊƪ ǘǊŀŦŦƛŎ ŀƴŘ ŀƴŀƭȅȊŜ ǘƘŜ 

ŎƻǇƛŜŘ ǘǊŀŦŦƛŎΦ tƻǊǘ aƛǊǊƻǊƛƴƎ ƘŜƭǇǎ ƴŜǘǿƻǊƪ ƳŀƴŀƎŜƳŜƴǘ ǘƻ ƪŜŜǇ ŀ ŎƭƻǎŜ ŜȅŜ ƻƴ ǘƘŜ ƴŜǘǿƻǊƪ ŀƴŘ 

ŘŜōǳƎ ǿƘŜƴ ǎƻƳŜ ƛǎǎǳŜǎ ŀǊƛǎŜΦ 

#ÏÎÆÉÇÕÒÅ 0ÏÒÔ -ÉÒÒÏÒÉÎÇ )ÎÆÏÒÍÁÔÉÏÎ 

 
¶ Mirroring Mode 

άEnableέ or άDisableέ the Port Mirroring function. If the user enables Port Mirroring 

function, the system will transmit the traffic of the specific άSniffer Modeέ from άSource 

Portέ to άDestination Portέ. 

¶ Source Port 

The traffic on the Source Ports will be sniffed to the Destination Port. 

¶ Sniffer Mode 

Both Tx and Rx: Sniffs both transmitting and receiving traffics. 

Tx Only: Sniffs only the transmitting traffic. 

Rx Only: Sniffs only the receiving traffic. 

¶ Destination Port 

The traffic will sniff to the Destination Port. This port is usually connected to a host running 

the software to observe the packets. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.8.2  Remote SPAN (RSPAN)  

 {ǿƛǘŎƘ ǇƻǊǘ !ƴŀƭȅȊŜǊ ό{t!bύ ǇǊƻǾƛŘŜǎ ŜŦŦƛŎƛŜƴǘ ŀƴŘ ƘƛƎƘ-ǇŜǊŦƻǊƳŀƴŎŜ ǘǊŀŦŦƛŎ ƳƻƴƛǘƻǊƛƴƎΦ Lǘ 

ŘǳǇƭƛŎŀǘŜǎ ƴŜǘǿƻǊƪ ǘǊŀŦŦƛŎ ŦǊƻƳ ŀ ŎƻƴŦƛƎǳǊŜŘ ƛƴǘŜǊŦŀŎŜ ǘƻ ŀƴƻǘƘŜǊ ŘŜǎƛƎƴŀǘŜŘ ƛƴǘŜǊŦŀŎŜ ƻƴ ǘƘŜ ǎǿƛǘŎƘΦ 

{t!b ƛǎ ǳǎŜŘ ŦƻǊ ŎƻƴƴŜŎǘƛǾƛǘȅ ǘǊƻǳōƭŜǎƘƻƻǘƛƴƎ ŀƴŘ ŦƻǊ ƴŜǘǿƻǊƪ ǇŜǊŦƻǊƳŀƴŎŜ ǳǘƛƭƛȊŀǘƛƻƴΦ  

 !ƴ ŜȄǘŜƴǎƛƻƴ ƻŦ {t!b ŎŀƭƭŜŘ wŜƳƻǘŜ {t!b ƻǊ w{t!b ŀƭƭƻǿǎ ǳǎŜǊǎ ǘƻ ƳƻƴƛǘƻǊ ǘǊŀŦŦƛŎ ŦǊƻƳ 

ǎƻǳǊŎŜ ǇƻǊǘǎ ŘƛǎǘǊƛōǳǘŜŘ ƻǾŜǊ ƳǳƭǘƛǇƭŜ ǎǿƛǘŎƘŜǎΦ Lƴ ƻǘƘŜǊ ǿƻǊŘǎΣ ǳǎŜǊǎ Ŏŀƴ ŎŜƴǘǊŀƭƛȊŜ ǘƘŜ ƴŜǘǿƻǊƪ 

ŎŀǇǘǳǊŜ ŘŜǾƛŎŜǎΦ w{t!b ƻǇŜǊŀǘŜǎ ōȅ ƳƛǊǊƻǊƛƴƎ ǘƘŜ ǘǊŀŦŦƛŎ ŦǊƻƳ ŀ ǎƻǳǊŎŜ ǇƻǊǘ ƻŦ ŀƴ w{t!b ǎŜǎǎƛƻƴ ƻƴ 

ŀ ±[!bΦ ¢ƘŜ ±[!b ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ƻǘƘŜǊ ǎǿƛǘŎƘŜǎ Ǿƛŀ ǘǊǳƴƪŜŘ ƳƻŘŜΣ ŀƭƭƻǿƛƴƎ ǘƘŜ ǘǊŀŦŦƛŎ ƻƴ ǘƘŜ 

w{t!b ǎŜǎǎƛƻƴ ǘƻ ōŜ ǘǊŀƴǎǇƻǊǘŜŘ ŀŎǊƻǎǎ ƳǳƭǘƛǇƭŜ ǎǿƛǘŎƘŜǎΦ hƴ ǘƘŜ ǎǿƛǘŎƘ ǘƘŀǘ Ŏƻƴǘŀƛƴǎ ǘƘŜ 

ŘŜǎǘƛƴŀǘƛƻƴ ǇƻǊǘ ŦƻǊ ǘƘŜ w{t!b ǎŜǎǎƛƻƴΣ ǘƘŜ ǘǊŀŦŦƛŎ ŦǊƻƳ ǘƘŜ ±[!b ƻŦ w{t!b ǎŜǎǎƛƻƴ ƛǎ ǎƛƳǇƭȅ 

ƳƛǊǊƻǊŜŘ ƻǳǘ ǘƘŜ ŘŜǎǘƛƴŀǘƛƻƴ ǇƻǊǘΦ 

 

 

#ÏÎÆÉÇÕÒÅ 2ÅÍÏÔÅ 30!. )ÎÆÏÒÍÁÔÉÏÎ 

¢ƘŜ w{tb ƛǎ ŘŜŦŀǳƭǘ ŘƛǎŀōƭŜŘΦ ¢ƘŜ ǎǿƛǘŎƘ ǇǊƻǾƛŘŜǎ {ƻǳǊŎŜ aƻŘŜ ŀƴŘ 5Ŝǎǘƛƴŀǘƛƻƴ aƻŘŜΦ ¦ǎŜǊǎ 

Ŏŀƴ ǎŜƭŜŎǘ ǘƘŜ ƳƻŘŜ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜƛǊ ŀǇǇƭƛŎŀǘƛƻƴΦ 

 
¶ Remote SPAN Mode 

άEnableέ RSPAN on the Source Mode or Destination Mode or άDisableέ RSPAN function.  
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For more information, hover the mouse over the icon in the system. 

¶ Source Port 

The traffic through the Source Port will be mirrored to remote devices. 

¶ Sniffer Mode 

Select the traffic type, Tx or Rx, to mirror. 

¶ Reflector Port 

To optimize the utilization of switch interfaces, the Reflector Port on our switches is 

designed to copy packets from the RSPAN Source Port and forward the copied packets out 

like an uplink port. 

¶ Remote VLAN ID 

The configured Remote VLAN ID will be the RSPAN session and used to transmit RSPAN 

traffic. The Remote VLAN ID configured on the RSPAN Source and Destination has to be the 

same one. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ wŜƳƻǘŜ ±[!b L5 ƛǎ ÆÒÏÍ 6,!. ς ÔÏ ρππρ ÁÎÄ 6,!. ρππφ ÔÏ τπωτȢ VLAN 1 and 

VLAN 1002 to 1005 are reserved VLANs. 
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For more information, hover the mouse over the icon in the system. 

¶ Destination Port 

The copied traffic will be forwarded to this Destination Port. 

¶ Remote VLAN ID 

The configured Remote VLAN ID will be the RSPAN session and used to transmit RSPAN 

traffic. The Remote VLAN ID configured on the RSPAN Source and Destination has to be the 

same one. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ wŜƳƻǘŜ ±[!b L5 ƛǎ ÆÒÏÍ 6,!. ς ÔÏ ρππρ ÁÎÄ 6,!. ρππφ ÔÏ τπωτȢ VLAN 1 and 

VLAN 1002 to 1005 are reserved VLANs. 

#ÏÎÆÉÇÕÒÁÔÉÏÎ %ØÁÍÐÌÅ ÆÏÒ 230!. 

)Î ÔÈÅ ÆÏÌÌÏ×ÉÎÇ ÄÉÁÇÒÁÍȟ ÔÈÅ 37! ÉÓ ÔÈÅ 230!. 3ÏÕÒÃÅȟ ÁÎÄ ÔÈÅ 37# ÉÓ ÔÈÅ 230!. $ÅÓÔÉÎÁÔÉÏÎȢ "ÅÔ×ÅÅÎ 

37! ÁÎÄ 37#ȟ ÔÈÅÒÅ ÉÓ Á 37" ×ÈÉÃÈ ÉÓ Á ÎÏÒÍÁÌ Ó×ÉÔÃÈȢ 7Å ÁÒÅ ÇÏÉÎÇ ÔÏ ÍÏÎÉÔÏÒ ÔÈÅ ÔÒÁÆÆÉÃ ÆÒÏÍ ÔÈÅ )0 #ÁÍÅÒÁ 

ÏÎ ÔÈÅ ÌÅÆÔ ÓÉÄÅ ÔÏ ÔÈÅ 3ÅÒÖÅÒ ÏÎ ÔÈÅ ÒÉÇÈÔ ÓÉÄÅȢ 

 
{ǘŜǇ-ōȅ-ǎǘŜǇ /ƻƴŦƛƎǳǊŀǘƛƻƴ 

1. [ƻƎƛƴ ²Ŝō /ƻƴǎƻƭŜ ŀƴŘ ŎƭƛŎƪ ƳŜƴǳ ά5ƛŀƎƴƻǎǘƛŎǎέ -Ҕ άwŜƳƻǘŜ {t!bέ 

2. /ƻƴŦƛƎǳǊŜ ŦƻǊ {²! 

i. /ƭƛŎƪ ά{ƻǳǊŎŜ 9ƴŀōƭŜέ ŀƴŘ ǘƘŜǊŜ ǿƛƭƭ ǎƘƻǿ ƻǘƘŜǊ ǊŜƭŀǘŜŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǘŜƳǎΦ 

ii. {ŜƭŜŎǘ ǘƘŜ {ƻǳǊŎŜ tƻǊǘ όtƻǊǘ оύ ǘƘŀǘ ǿƛƭƭ ōŜ ƳƻƴƛǘƻǊŜŘΦ 

iii. {ŜƭŜŎǘ ǘƘŜ {ƴƛŦŦŜǊ aƻŘŜΣ ƴƻǊƳŀƭƭȅ ŎŀƭƭŜŘ ǘǊŀŦŦƛŎ ǘȅǇŜΦ CƻǊ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ǿŜ ǿŀƴǘ ǘƻ 

ƳƻƴƛǘƻǊ ǘƘŜ ǘǊŀŦŦƛŎ ŦǊƻƳ ǘƘŜ Lt /ŀƳŜǊŀΣ ǎƻ ǿŜ ƘŀǾŜ ǘƻ ǎŜƭŜŎǘ άwȄέΦ 
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iv. {ŜƭŜŎǘ ǘƘŜ wŜŦƭŜŎǘƻǊ tƻǊǘ ǿƘƛŎƘ ǿƛƭƭ ŦƻǊǿŀǊŘ ǘƘŜ ŎƻǇƛŜŘ ǘǊŀŦŦƛŎ ǘƻ ǘƘŜ ŘŜǎǘƛƴŀǘƛƻƴΦ hƴ 

ǘƘŜ {²!Σ tƻǊǘ ф ƛǎ ǘƘŜ ¦Ǉƭƛƴƪ ŀƴŘ wŜŦƭŜŎǘƻǊ tƻǊǘΦ 

v. 5ŜŎƛŘŜ ǘƘŜ wŜƳƻǘŜ ±[!b L5 ŦƻǊ w{t!b {ŜǎǎƛƻƴΤ ǘƘŜ ŎƻǇƛŜŘ ǘǊŀŦŦƛŎ ǿƛƭƭ ōŜ ǘǊŀƴǎƳƛǘǘŜŘ 

ǘƘǊƻǳƎƘ ǘƘƛǎ ±[!b ǘǊǳƴƪΦ ²Ŝ ǳǎŜ ±[!b оллл ƻƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

vi. /ƭƛŎƪ ά!ǇǇƭȅέ ōǳǘǘƻƴ ǘƻ ŜŦŦŜŎǘ w{t!b ŎƻƴŦƛƎǳǊŀǘƛƻƴǎΦ 

 

vii. /ƻƴŦƛƎǳǊŜ ǳǇƭƛƴƪ ǇƻǊǘ όtƻǊǘ фύ ǘƻ ǘŀƎƎŜŘ ƳŜƳōŜǊ ƻƴ ±[!b олллΦ 

viii. /ƭƛŎƪ ά!ǇǇƭȅέ ōǳǘǘƻƴ ƻƴ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜ ǘƻ make the VLAN effective. 

 

3. /ƻƴŦƛƎǳǊŜ ŦƻǊ {². 

i. /ƻƴŦƛƎǳǊŜ ǘƘŜ ǇƻǊǘǎ όtƻǊǘ ф ŀƴŘ tƻǊǘ млύ ŎƻƴƴŜŎǘŜŘ ǿƛǘƘ {²! ŀƴŘ {²/ ǘƻ ǘŀƎƎŜŘ 

ƳŜƳōŜǊǎ ƻƴ ±[!b олллΦ 

ii. /ƭƛŎƪ ά!ǇǇƭȅέ ōǳǘǘƻƴ ƻƴ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜ ǘƻ make the VLAN effective. 
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4. /ƻƴŦƛƎǳǊŜ ŦƻǊ {²/ 

i. /ƭƛŎƪ ά5Ŝǎǘƛƴŀǘƛƻƴ 9ƴŀōƭŜέ ŀƴŘ ǘƘŜǊŜ ǿƛƭƭ ǎƘƻǿ ƻǘƘŜǊ ǊŜƭŀǘŜŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǘŜƳǎΦ 

ii. {ŜƭŜŎǘ ǘƘŜ 5Ŝǎǘƛƴŀǘƛƻƴ tƻǊǘ όtƻǊǘ рύ ǘƘŀǘ ǘƘŜ ŎƻǇƛŜŘ ǘǊŀŦŦƛŎ ǿƛƭƭ ōŜ ǘǊŀƴǎƳƛǘǘŜŘ ǘƻΦ 

iii. /ƻƴŦƛƎǳǊŜ ǘƘŜ wŜƳƻǘŜ ±[!b L5 ǘƻ ±[!b оллл ŦƻǊ w{t!b {ŜǎǎƛƻƴΦ 

iv. /ƭƛŎƪ ά!ǇǇƭȅέ ōǳǘǘƻƴ ǘƻ ŜŦŦŜŎǘ w{t!b ŎƻƴŦƛƎǳǊŀǘƛƻƴǎΦ 

 
v. /ƻƴŦƛƎǳǊŜ ǳǇƭƛƴƪ ǇƻǊǘ όtƻǊǘ млύ ǘƻ ǘŀƎƎŜŘ ƳŜƳōŜǊ ƻƴ ±[!b олллΦ 

vi. /ƭƛŎƪ ά!ǇǇƭȅέ ōǳǘǘƻƴ ƻƴ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜ ǘƻ make the VLAN effective. 

 
2.8.3  Ping  

tƛƴƎ ƛǎ ŀ ǘƻƻƭ ǳǎŜŘ ǘƻ ǘŜǎǘ ǘƘŜ ǊŜŀŎƘŀōƛƭƛǘȅ ƻŦ ŀ ŘŜǾƛŎŜ ƻƴ ǘƘŜ Lt ƴŜǘǿƻǊƪΦ tƛƴƎ ƛǎ ŜƴŀōƭŜŘ ōȅ 

ǎŜƴŘƛƴƎ LƴǘŜǊƴŜǘ /ƻƴǘǊƻƭ aŜǎǎŀƎŜ tǊƻǘƻŎƻƭ όL/atύ ǊŜǉǳŜǎǘ ǘƻ ǘƘŜ ǘŀǊƎŜǘ ŘŜǾƛŎŜ ŀƴŘ ǿŀƛǘǎ ŦƻǊ ǘƘŜ 

ǊŜǎǇƻƴǎŜ ǇŀŎƪŜǘ ŦǊƻƳ ǘƘŜ ǘŀǊƎŜǘ ŘŜǾƛŎŜ ǘƻ ŎƘŜŎƪ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴΦ 

0ÉÎÇ !ÎÏÔÈÅÒ $ÅÖÉÃÅ ×ÉÔÈ )0ÖψȾ)0Öϊ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мнр 
 

 
For more information, hover the mouse over the icon in the system. 

¶ Type 

Ping a connected device with άIPv4έ or άIPv6έ protocol. 

¶ IP Address 

The IP address of the connected device is verified based on the type. 

¶ Count 

Sets the count times. The system will send άCountέ number ICMP packets to the specific IP 

address and wait for the response. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ /ƻǳƴǘ ƛǎ ŦǊƻƳ о ǘƻ рлΦ 

¢ƘŜ ŘŜŦŀǳƭǘ /ƻǳƴǘ ƛǎ оΦ 

¶ Result 

The result of the ping shows the response from the specific IP address. If the specific IP 

address does not respond, it displays No Response. 
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¶ άStartέ Button 

Click the άStartέ Button to start the ping to the IP address. 

¶ άStopέ Button 

Click the άStopέ Button to stop the ping to the IP address before the count is completed. 

¶ άClearέ Button 

Click the άClearέ Button to clear the άResultέ. 

¶ άResetέ Button 

Click the άResetέ Button to clear the άResultέ and reset the άIP Addressέ and άCountέ 

number. 
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2.9  Monitoring  

2.9.1  LLDP  

 [[5t ƛǎ [ƛƴƪ [ŀȅŜǊ 5ƛǎŎƻǾŜǊȅ tǊƻǘƻŎƻƭ ŀƴŘ ƛǘ ƛǎ ŀ ǾŜƴŘƻǊ-ƴŜǳǘǊŀƭ ƭŀȅŜǊ н ǇǊƻǘƻŎƻƭ ǘƘŀǘ ƛǎ ŘŜŦƛƴŜŘ 

ōȅ L999 улнΦм!.Φ [[5t ƛǎ ǳǎŜŘ ƛƴ ŀŘǾŜǊǘƛǎƛƴƎ ƛŘŜƴǘƛǘȅ ƻŦ ǘƘŜ ŘŜǾƛŎŜǎΣ ŎŀǇŀōƛƭƛǘƛŜǎ ŀƴŘ ƴŜƛƎƘōƻǊǎ ƻƴ 

ǘƘŜ [!bΦ ¢ƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ǘƘŜ ƴŜƛƎƘōƻǊǎ ŜƴŀōƭŜǎ ǘƘŜ ǎǿƛǘŎƘ ǘƻ ǉǳƛŎƪƭȅ ƛŘŜƴǘƛŦȅ ǘƘŜ ŘŜǾƛŎŜǎ ŀƴŘ 

ƛƴǘŜǊƻǇŜǊŀǘŜ ǿƛǘƘ ŜŀŎƘ ƻǘƘŜǊ ƳƻǊŜ ǎƳƻƻǘƘƭȅ ŀƴŘ ŜŦŦƛŎƛŜƴǘƭȅΦ ¢ƘŜ ƴŜƛƎƘōƻǊ ǘŀōƭŜ ǎƘƻǿǎ ǘƘŜ 

ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ŘŜǾƛŎŜ ǘƘŀǘ ƛǎ ƴŜȄǘ ǘƻ ǘƘŜ ǇƻǊǘΦ ¢ƘŜ [[5t Ŏŀƴ ƻƴƭȅ ƎŜǘ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ǘƘŜ 

ŘŜǾƛŎŜ ǘƘŀǘ ƛǎ ŎƭƻǎŜ ǘƻ ƛǘΦ LŦ ǘƘŜ ǳǎŜǊǎ ǿŀƴǘ ǘƻ ƪƴƻǿ ǘƘŜ ǘƻǇƻƭƻƎȅ ƻŦ ǘƘŜ [!bΣ ǘƘŜȅ Ŏŀƴ ŎƻƭƭŜŎǘ ŀƭƭ 

ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ǘƘŜ ŘŜǾƛŎŜ ŀƴŘ ŀƴŀƭȅǎƛǎ ǘƘŜ ƴŜƛƎƘōƻǊ ǘŀōƭŜΦ 

 LLDP Settings  

 
For more information, hover the mouse over the icon in the system. 

¶ LLDP Mode 

άEnableέ or άDisableέ the LLDP function. 

¶ LLDP Timer 

The LLDP Timer is a time interval to send LLDP messages. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ [[5t ¢ƛƳŜǊ ƛǎ ŦǊƻƳ р ǘƻ онтст ǎŜŎƻƴŘǎΦ 

¢ƘŜ ŘŜŦŀǳƭǘ [[5t ¢ƛƳŜǊ ƛǎ ол ǎŜŎƻƴŘǎΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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 LLDP Neighbor  

 

 
¶ Local Port 

The port connected to the LLDP neighbor on the local switch. 

¶ Remote System Name 

This is the system name of the LLDP neighbor. This value is set and provided by the remote 

device. 

¶ Chassis ID 

The Chassis ID defines the MAC Address of the LLDP neighbor. 

¶ Remote Port 

This field displays the port information received from the LLDP neighbor. 

¶ Port ID 

The Port ID displays the port identity of the connected port on the LLDP neighbor. 

¶ Address 

The Address displays the IP address of the LLDP neighbor. 
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2.9.2  System Warning  

 {ȅǎǘŜƳ ²ŀǊƴƛƴƎ Ŏƻƴǘŀƛƴǎ ά{ȅǎǘŜƳ 9ǾŜƴǘ [ƻƎέΣ ά{a¢t {ŜǘǘƛƴƎǎέΣ ŀƴŘ ά9ǾŜƴǘ {ŜƭŜŎǘƛƻƴέ ŦƻǊ 

ŘƛŦŦŜǊŜƴǘ ǘȅǇŜǎ ƻŦ ǎŜǊǾƛŎŜǎ ǎǳŎƘ ŀǎ άCŀǳƭǘ !ƭŀǊƳέΣ ά{ȅǎǘŜƳ [ƻƎέΣ ά{a¢tέΣ ŀƴŘ ά{bat ¢ǊŀǇέΦ ¢ƘŜǎŜ 

ƭƻƎǎ ŀǊŜ ǾŜǊȅ ǳǎŜŦǳƭ ŦƻǊ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǘƻ ƳŀƴŀƎŜ ŀƴŘ ŘŜōǳƎ ǘƘŜ ǎȅǎǘŜƳΦ ²ƘŜƴ ǘƘŜ ǎȅǎǘŜƳ ƛǎ 

ǇƻǿŜǊŜŘ ƻŦŦ ƻǊ ǿƘŜƴ ǎƻƳŜƻƴŜ ǘǊƛŜǎ ǘƻ ƭƻƎƛƴ ǘƘŜ ǎȅǎǘŜƳ ƻǊ ǘƘŜ ǎȅǎǘŜƳ ǊŜōƻƻǘǎ ŀōƴƻǊƳŀƭƭȅΣ ƻǊ ǿƘŜƴ 

ǎƻƳŜ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎ ŀǊŜ ƭƛƴƪŜŘ ŘƻǿƴΣ ǘƘŜ ǎȅǎǘŜƳ ǎŜƴŘǎ ƭƻƎ ƳŜǎǎŀƎŜǎ ǘƻ ƴƻǘƛŦȅ ǎǇŜŎƛŦƛŎ ǳǎŜǊǎ ŀƴŘ 

ǊŜŎƻǊŘ ǘƘŜ ŜǾŜƴǘǎ ƻƴ ǘƘŜ ǎŜǊǾŜǊ ƻǊ ŀǎǎƛƎƴŜŘ ǇƭŀǘŦƻǊƳΦ ¦ǎŜǊǎ Ŏŀƴ ŀƭǎƻ ŎƻƴƴŜŎǘ ŀƴ ŀƭŀǊƳ ōǳȊȊŜǊ ǘƻ ǘƘŜ 

ǊŜƭŀȅ ŀƭŀǊƳ ǇƛƴǎΦ ²ƘŜƴ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ άCŀǳƭǘ !ƭŀǊƳέ ŜǾŜƴǘǎ ŀǊŜ ǘǊƛƎƎŜǊŜŘΣ ǘƘŜ ŀƭŀǊƳ ōǳȊȊŜǊ ǿƛƭƭ ǊƛƴƎ 

ǘƻ ƴƻǘƛŦȅ ǘƘŜ ǳǎŜǊǎΦ 

 System Log Settings  

 

 
For more information, hover the mouse over the icon in the system. 

¶ System Log Mode 

¶ Select the checkbox to send system log to Local (Switch), Remote, or USB when events 

happened. 

¶ Remote Server IP Address 

The field contains the IP Address of the remote server. If the άRemoteέ mode is enabled, 

users have to assign this IP Address to receive the system logs. ¢ƘŜ ǎȅǎǘŜƳ ǎǳǇǇƻǊǘǎ ōƻǘƘ 

LtǾп ŀƴŘ LtǾс ŀŘŘǊŜǎǎŜǎ ŦƻǊ ǘƘŜ ǊŜƳƻǘŜ ǎŜǊǾŜǊΦ 

¶ Service Port 

The port is used to listen to the system log packets on the remote server. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ {ŜǊǾƛŎŜ tƻǊǘ ƛǎ ŦǊƻƳ м ǘƻ сррорȢ 

¢ƘŜ ŘŜŦŀǳƭǘ {ŜǊǾƛŎŜ tƻǊǘ ƛǎ рмпΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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 System Event Log  

 

 

¶ Log Text Area 

The system event information displays if the άLocalέ system log mode is enabled and the 

configured events are triggered. 

¶  (Clear Button) 

Click the άClearέ button to clear the system event log in the text area. 

¶  (Refresh Button) 

Click the άRefreshέ button to refresh the system event log in the text area. 
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 SMTP Settings  

 

 
For more information, hover the mouse over the icon in the system. 

¶ Server Settings 

̢ SMTP Status 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǘƘŜ {a¢t ŦǳƴŎǘƛƻƴΦ 

̢ Server Address 

¢Ƙƛǎ ƛǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻǊ ¦w[ ƻŦ ǘƘŜ {a¢t {ŜǊǾŜǊΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ {a¢t ǎŜǊǾŜǊ 

ŀŘŘǊŜǎǎ ǇǊƻǾƛŘŜŘ ōȅ DƻƻƎƭŜ ƛǎ άǎƳǘǇΦƎƳŀƛƭΦŎƻƳέΦ 

̢ Server Port 

¢Ƙƛǎ ŦƛŜƭŘ ƛǎ ǘƘŜ ǇƻǊǘ ƭƛǎǘŜƴƛƴƎ ƻƴ ǘƘŜ ǎŜǊǾŜǊ ŦƻǊ ǘƘŜ {a¢t ǊŜǉǳŜǎǘΦ CƻǊ ǎŜŎǳǊƛǘȅΣ ǿŜ 

ǎǳƎƎŜǎǘ ǳǎŜǊǎ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎŜǊǾŜǊ ǇƻǊǘ ǘƻ пср ŦƻǊ {{[ ƻǊ рут ŦƻǊ ¢[{Φ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ {ŜǊǾƛŎŜ tƻǊǘ ƛǎ ŦǊƻƳ м ǘƻ сррорȢ 

¢ƘŜ ŘŜŦŀǳƭǘ {ŜǊǾƛŎŜ tƻǊǘ ƛǎ нрΦ tƻǊǘ нр ƛǎ ǘƘŜ ŘŜŦŀǳƭǘ ǇƻǊǘ ŦƻǊ Ŝ-Ƴŀƛƭ ǎŜǊǾŜǊΦ 

̢ Sender E-mail 

¢ƘŜ {ŜƴŘŜǊ 9-Ƴŀƛƭ ƛǎ ǘƘŜ Ŝ-Ƴŀƛƭ ŀŘŘǊŜǎǎ ǳǎŜŘ ǘƻ ǎŜƴŘ ǘƘŜ ƴƻǘƛŦƛŎŀǘƛƻƴǎ ǘƻ wŜŎƛǇƛŜƴǘǎΦ 

̢ Mail Subject 

¢ƘŜ aŀƛƭ {ǳōƧŜŎǘ ƛǎ ŀ ǎǘǊƛƴƎ ǘƘŀǘ ƛǎ ŘƛǎǇƭŀȅŜŘ ƛƴ ǘƘŜ 9-Ƴŀƛƭ ǘƛǘƭŜΦ 

Note: #, \ , ', ", ? are invalid characters. 

̢ SMTP Authentication 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜ ǘƘŜ {a¢t ǎŜǊǾŜǊ ǿƛǘƘ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ ǳǎŜǊƴŀƳŜ 

ŀƴŘ ǇŀǎǎǿƻǊŘΦ 

̢ User Name 

¢ƘŜ ǳǎŜǊƴŀƳŜ ƛǎ ǳǎŜŘ ƛƴ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǿƛǘƘ ǘƘŜ {a¢t ǎŜǊǾŜǊΦ 
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The max. length for the User Name is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

̢ Password 

¢ƘŜ ǇŀǎǎǿƻǊŘ ƛǎ ǳǎŜŘ ƛƴ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǿƛǘƘ ǘƘŜ {a¢t ǎŜǊǾŜǊΦ 

The max. length for the Password is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

¶ Recipient Settings 

̢ E-mail Address 1-4 

¢ƘŜ ŎƻƴŦƛƎǳǊŜŘ Ŝ-Ƴŀƛƭ ŀŘŘǊŜǎǎ ǿƛƭƭ ǊŜŎŜƛǾŜ ǘƘŜ ƴƻǘƛŦƛŎŀǘƛƻƴǎ ƛŦ ǘƘŜ {a¢t ƛǎ ŜƴŀōƭŜŘ 

ŀƴŘ ǘƘŜ ŜǾŜƴǘǎ ǎŜǘ ƻƴ ά9ǾŜƴǘ {ŜƭŜŎǘƛƻƴέ ŀǊŜ ǘǊƛƎƎŜǊŜŘΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

 System Event Selection s  
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¶ Event 

There are 5 events on the System Events. 

Authentication Failure: Login failed on the web console or CLI. It may be caused due to 

incorrect username or password. 

ERPS Change: The ERPS function is working and the topology is changed. 

Power 1 - 4: The power 1 to 4 is powered off. 

Cold Start: The system reboots due to interruption of power supply. 

Warm Start: The system reboots by issuing άrebootέ command on CLI or clicking the άreboot 

iconέ on the web console. 

Digital Input: The signal from the digital input is changed from high to low or low to high. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

 Interface  Event Selection s  

 

¶ Event 

The events on the άInterface Eventsέ display the link status for each port. Fault Alarm is 

triggered only during link down and other system log types support both link up and link 

down. 

¶ Fault Alarm 

The Fault LED will turn on red and relay will turn ON, if the configured events are triggered. 

By default, the Fault LED is green and relay is turned OFF in the normal situation,. 

¶ System Log 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ моп 
 

When the configured events are triggered, the logs will be displayed in the άSystem Event 

Logέ page, remote server, or saved to a USB file named άmessageέ. This is based on the 

settings of ǘƘŜ άSystem Log Modeέ in the άSystem Log Settingsέ page. 

Note: The file system of USB must be FAT32. 

¶ SMTP 

If the SMTP is enabled and the configured events are triggered, the system will send an 

e-mail notification to the e-mail addresses of the assigned recipient set in the άSNMP 

Settingsέ page. 

¶ SNMP 

If the SNMP Trap is enabled and the configured events are triggered, the system will send 

event information to the assigned άTrap Receiver IPέΣ which is set in the άSNMP Trapέ page. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

 SFP DDM  Event Selection s  

 

 
¶ Event 

There are 5 events on the άSFP DDM Eventsέ: Current, Rx Power, Tx Power, Temperature, 

and Voltage. Enable or Disable the event fault alarm or system warning when the value is 

higher than the high alarm/warning threshold or the value is lower than the low 

alarm/warning threshold. 
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2.9.3  Data Collection  

 ¢ƘŜ ƘŜŀƭǘƘ ƻŦ ǎǿƛǘŎƘ ǎȅǎǘŜƳ Ŏŀƴ ōŜ ǾŜǊȅ ƛƳǇƻǊǘŀƴǘ ǘƻ ƳƻƴƛǘƻǊ ƛƴ ǎƻƳŜ ŀǇǇƭƛŎŀǘƛƻƴǎΦ aƻǎǘ 

ǎǿƛǘŎƘŜǎ Ŏŀƴ ǇǊƻǾƛŘŜ ōŀǎƛŎ ǊŜŀƭ-ǘƛƳŜ ǘǊŀŦŦƛŎ ŀƴŘ tƻ9 ǎǘŀǘǳǎ ōǳǘ ǎƻƳŜ ǳǎŜǊǎ ƴŜŜŘ ƭƻƴƎ ǘƛƳŜ ǊŜŎƻǊŘǎ ǘƻ 

ŀƴŀƭȅȊŜ ǎȅǎǘŜƳ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ƎŀǘƘŜǊ ǎǘŀǘƛǎǘƛŎǎΦ CƻǊ ǘƘƛǎ ǇǳǊǇƻǎŜΣ ǘƘŜ 5ŀǘŀ /ƻƭƭŜŎǘƛƻƴ ŦǳƴŎǘƛƻƴ Ŏŀƴ 

ōŜ ǳǎŜŘ ǘƻ ŎƻƭƭŜŎǘ ǘǊŀŦŦƛŎ ŀƴŘ tƻ9 ǎǘŀǘǳǎ ǇŜǊƛƻŘƛŎŀƭƭȅ ŀƴŘ ǎŀǾŜ ǘƘŜ ŎƻƭƭŜŎǘŜŘ Řŀǘŀ ǘƻ ǘƘŜ ¦{. ŘŜǾƛŎŜΦ 

!ŘŘƛǘƛƻƴŀƭƭȅΣ ŎƘŀǊǘǎ ŀǊŜ ǇǊƻǾƛŘŜŘ ǘƻ ŘƛǎǇƭŀȅ ǘƘŜ ŎƻƭƭŜŎǘŜŘ ŘŀǘŀΦ ¦ǎŜǊǎ Ŏŀƴ Ŝŀǎƛƭȅ ǊŜŎƻƎƴƛȊŜ ǘƘŜ ǎǿƛǘŎƘ 

ƘƛǎǘƻǊȅ ŀƴŘ ŦƛƴŘ ǳƴǳǎǳŀƭ Ǉƻƛƴǘǎ ŦǊƻƳ ǘƘŜ ŎƘŀǊǘǎΦ 

 ¢ƻ ŜƴǎǳǊŜ ǘƘŜ ŀŎŎǳǊŀŎȅ ƻŦ ǘƘŜ Řŀǘŀ ǘƛƳŜ ǎǘŀƳǇǎΣ ǘƘŜ b¢t ǎŜǊǾƛŎŜ Ƴǳǎǘ ōŜ ǘǳǊƴŜŘ ƻƴ ǘƻ ǳǎŜ ǘƘŜ 

5ŀǘŀ /ƻƭƭŜŎǘ ŦǳƴŎǘƛƻƴΣ ǎƻ ǘƘŀǘ ǿƘŜƴ ǳǎŜǊǎ ŦƛƴŘ ŀƴ ŀōƴƻǊƳŀƭ ǊŜŎƻǊŘΣ ǘƘŜȅ Ŏŀƴ ǘǊŀŎŜ ƛǘ ōȅ ǘƘŜ ǊŜŎƻǊŘƛƴƎ 

ǘƛƳŜΦ  !ƴŘ ǿƛǘƘ Řŀǘŀ ōŜƛƴƎ ǎǘƻǊŜŘ ǘƻ ǘƘŜ ¦{. ŘǊƛǾŜΣ ǘƘŜǊŜ ƛǎ ƴƻ ǿƻǊǊȅ ŀōƻǳǘ ǘƘŜ ŀƳƻǳƴǘ ƻŦ Řŀǘŀ 

ŎƻƭƭŜŎǘŜŘ ŀƴŘ ƻǾŜǊǿǊƛǘƛƴƎ ƻƭŘŜǊ ŘŀǘŀΦ  ¢ƘŜ Řŀǘŀ ŜǾŜƴ Ŏŀƴ ōŜ ƳƻǾŜ ǘƻ ƻǘƘŜǊ ŘŜǾƛŎŜǎ ǘƻ ŘƛǎǇƭŀȅ ƻǊ 

ǳǎŜǊǎ Ŏŀƴ ǳǎŜ ǘƘŜ ŎƻƭƭŜŎǘŜŘ Ǌŀǿ Řŀǘŀ ǘƻ Řƻ ƻǘƘŜǊ ŀǇǇƭƛŎŀǘƛƻƴΦ 

 Data Collection Settings  

 

USB and NTP are essential before users enable the Data Collection functions. Please check if 

there is an USB inserted and the NTP service is also enabled. The file system of USB must be FAT32. 

 
¶ Collection 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ 5ŀǘŀ /ƻƭƭŜŎǘƛƻƴ CǳƴŎǘƛƻƴ ƻƴ ǘƘŜ ǎǿƛǘŎƘΦ ¢ƘŜ ¢ǊŀŦŦƛŎ ŀƴŘ tƻ9 5ŀǘŀ 

/ƻƭƭŜŎǘƛƻƴ Ŏŀƴ ōŜ ŜƴŀōƭŜŘ ƻƴƭȅ ǿƘŜƴ ǘƘŜ /ƻƭƭŜŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΦ 

¶ PoE Data Collection (PoE Models Only) 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ tƻ9 5ŀǘŀ /ƻƭƭŜŎǘƛƻƴ ŦǳƴŎǘƛƻƴ ƻƴ ǘƘŜ ǎǿƛǘŎƘΦ 

 

¶ Traffic Data Collection 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ¢ǊŀŦŦƛŎ 5ŀǘŀ /ƻƭƭŜŎǘƛƻƴ ŦǳƴŎǘƛƻƴ ƻƴ ǘƘŜ ǎǿƛǘŎƘΦ 

 

 Collected Data  Reset  
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¶ Port 

tƻǊǘ м ǘƻ tƻǊǘ bΣ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

¶ Traffic 

/ƘŜŎƪ ǘƘŜ ŎƘŜŎƪōƻȄ ǘƻ ǊŜǎŜǘ ǘƘŜ Řŀǘŀ ŦƻǊ ǘƘŜ ŘŜǎƛƎƴŀǘŜŘ ǇƻǊǘΦ !ŦǘŜǊ ǊŜǎŜǘΣ ǘƘŜ ŎƻƭƭŜŎǘŜŘ Řŀǘŀ 

ǿƛƭƭ ōŜ ǊŜƳƻǾŜŘ ŦǊƻƳ ǘƘŜ ¦{.Φ 

bƻǘŜΥ Lǘ Ŏŀƴƴƻǘ ǳƴŘƻ ŀŦǘŜǊ ǊŜǎŜǘΣ ǇƭŜŀǎŜ ƳŀƪŜ ǎǳǊŜ ȅƻǳ ǿŀƴǘ ǘƻ ǊŜǎŜǘ ǘƘŜ ŦƛƭŜΦ 

¶ PoE (PoE Models Only) 

tƻǊǘ м ǘƻ tƻǊǘ bΣ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мот 
 

 PoE Status Charts (PoE Models Only)  

 
For more information, hover the mouse over the icon in the system. 

¶ Port (Drop-down Selector) 

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ tƻ9 ǇƻǊǘ ƴǳƳōŜǊΦ ¢ƘŜ tƻ9 {ǘŀǘǳǎ /ƘŀǊǘ ƛǎ 

ŘƛǎǇƭŀȅŜŘ ōȅ ǇƻǊǘΦ 

¶ Total Data Interval 

¢ƘŜ ƛƴǘŜǊǾŀƭ ƛǎ ǘƘŜ ŘŀǘŜ ǘƛƳŜ ŦǊƻƳ ŦƛǊǎǘ Řŀǘŀ ǘƻ ƭŀǎǘ Řŀǘŀ ǘƘŀǘ ŎƻƭƭŜŎǘŜŘ ƛƴ ǘƘŜ ¦{.Φ 

¶ Current Data Interval 

¢ƘŜ ƛƴǘŜǊǾŀƭ ƛǎ ǘƘŜ ŘŀǘŜ ǘƛƳŜ ŦǊƻƳ ŦƛǊǎǘ Řŀǘŀ ǘƻ ƭŀǎǘ Řŀǘŀ ǘƘŀǘ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ ŎǳǊǊŜƴǘ ŎƘŀǊǘΦ 

¶ Data Interval (Drop-down Selector) 

{ŜƭŜŎǘ ŀƴ ƛƴǘŜǊǾŀƭ ǘƻ ǎŜŀǊŎƘ ŘŀǘŀΦ ¢ƘŜ ǊŜǘǳǊƴŜŘ Řŀǘŀ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ ŎƘŀǊǘΦ ¢ƘŜ 

ƴǳƳōŜǊ ƻŦ Řŀǘŀ ƛǎ ƭƛƳƛǘŜŘ ōȅ ǘƘŜ ǎȅǎǘŜƳΣ ƛŦ ǘƘŜ ǎŜƭŜŎǘŜŘ ƛƴǘŜǊǾŀƭ ƛǎ ƭŀǊƎŜǊ ǘƘŀƴ ǘƘŜ ƭƛƳƛǘŀǘƛƻƴΣ 

ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǊŜǘǳǊƴ ŀƴ ŀŎŎŜǇǘŀōƭŜ ƛƴǘŜǊǾŀƭ ό{Ƙƻǿƴ ŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŎǊŜŜƴǎƘƻǘύΦ 

 
Note: After configuring άData Intervalέ, click "Search" button to get data in the interval. 
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¶ Chart 

¢ƘŜ ŎƘŀǊǘ ŘƛǎǇƭŀȅǎ ōƻǘƘ ǿŀǘǘǎ όōƭǳŜ ƭƛƴŜύ ŀƴŘ ǾƻƭǘŀƎŜ όƎǊŜŜƴ ƭƛƴŜύ ŘŀǘŀΦ 

¶ Refresh Chart (Button) 

tǊŜǎǎ ǘƘŜ wŜŦǊŜǎƘ /ƘŀǊǘ ōǳǘǘƻƴ ǘƻ ǊŜŦǊŜǎƘ ǘƘŜ ŎƘŀǊǘ ŀƴŘ ƎŜǘ ǘƘŜ ǳǇŘŀǘŜŘ ŘŀǘŀΦ 

¶ Data Collect Rate 

¢ƘŜ ŦƛŜƭŘ ƛǎ ǘƘŜ ǇŜǊƛƻŘ ǘƻ ŎƻƭƭŜŎǘ ŘŀǘŀΦ ¢ƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ƎŜǘ ǘƘŜ ǊŜŀƭ-ǘƛƳŜ Řŀǘŀ ǇŜǊƛƻŘƛŎŀƭƭȅ 

ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ 5ŀǘŀ /ƻƭƭŜŎǘ wŀǘŜΦ 

Note: PoE Status Charts and Interface Traffic Charts are shared the same Data Collect Rate. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ 5ŀǘŀ /ƻƭƭŜŎǘ wŀǘŜ ƛǎ ŦǊƻƳ сл ǘƻ слл ǎŜŎƻƴŘǎΦ 

¢ƘŜ ŘŜŦŀǳƭǘ 5ŀǘŀ /ƻƭƭŜŎǘ wŀǘŜ ƛǎ мул ǎŜŎƻƴŘǎΦ 

Note: After configuring άData Collect Rateέ, click "Apply" button to make the changes 

effective.  

 

 Interface Traffic Charts  

 
For more information, hover the mouse over the icon in the system. 
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¶ Port (Drop-down Selector) 

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǎǿƛǘŎƘ ǇƻǊǘ ƴǳƳōŜǊΦ ¢ƘŜ LƴǘŜǊŦŀŎŜ ¢ǊŀŦŦƛŎ /ƘŀǊǘ 

ƛǎ ŘƛǎǇƭŀȅŜŘ ōȅ ǇƻǊǘΦ 

¶ Total Data Interval 

¢ƘŜ ƛƴǘŜǊǾŀƭ ƛǎ ǘƘŜ ŘŀǘŜ ǘƛƳŜ ŦǊƻƳ ŦƛǊǎǘ Řŀǘŀ ǘƻ ƭŀǎǘ Řŀǘŀ ǘƘŀǘ ŎƻƭƭŜŎǘŜŘ ƛƴ ǘƘŜ ¦{.Φ 

¶ Current Data Interval 

¢ƘŜ ƛƴǘŜǊǾŀƭ ƛǎ ǘƘŜ ŘŀǘŜ ǘƛƳŜ ŦǊƻƳ ŦƛǊǎǘ Řŀǘŀ ǘƻ ƭŀǎǘ Řŀǘŀ ǘƘŀǘ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ ŎǳǊǊŜƴǘ ŎƘŀǊǘΦ 

¶ Data Interval (Drop-down Selector) 

{ŜƭŜŎǘ ŀƴ ƛƴǘŜǊǾŀƭ ǘƻ ǎŜŀǊŎƘ ŘŀǘŀΦ ¢ƘŜ ǊŜǘǳǊƴŜŘ Řŀǘŀ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ ŎƘŀǊǘΦ ¢ƘŜ 

ƴǳƳōŜǊ ƻŦ Řŀǘŀ ƛǎ ƭƛƳƛǘŜŘ ōȅ ǘƘŜ ǎȅǎǘŜƳΣ ƛŦ ǘƘŜ ǎŜƭŜŎǘŜŘ ƛƴǘŜǊǾŀƭ ƛǎ ƭŀǊƎŜǊ ǘƘŀƴ ǘƘŜ ƭƛƳƛǘŀǘƛƻƴΣ 

ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǊŜǘǳǊƴ ŀƴ ŀŎŎŜǇǘŀōƭŜ ƛƴǘŜǊǾŀƭ ό{Ƙƻǿƴ ŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŎǊŜŜƴǎƘƻǘύΦ 

 

Note: After configuring άData Intervalέ, click "Search" button to get data in the interval. 

¶ Chart 

¢ƘŜ ŎƘŀǊǘ ŘƛǎǇƭŀȅǎ ǘǊŀƴǎƳƛǘǘŜŘ ōȅǘŜǎ όōƭǳŜ ƭƛƴŜύ ŀƴŘ ǊŜŎŜƛǾŜŘ ōȅǘŜǎ όƎǊŜŜƴ ƭƛƴŜύ ŘŀǘŀΦ 

¶ Refresh Chart (Button) 

tǊŜǎǎ ǘƘŜ wŜŦǊŜǎƘ /ƘŀǊǘ ōǳǘǘƻƴ ǘƻ ǊŜŦǊŜǎƘ ǘƘŜ ŎƘŀǊǘ ŀƴŘ ƎŜǘ ǘƘŜ ǳǇŘŀǘŜŘ ŘŀǘŀΦ 

¶ Data Collect Rate 

¢ƘŜ ŦƛŜƭŘ ƛǎ ǘƘŜ ǇŜǊƛƻŘ ǘƻ ŎƻƭƭŜŎǘ ŘŀǘŀΦ ¢ƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ƎŜǘ ǘƘŜ ǊŜŀƭ-ǘƛƳŜ Řŀǘŀ ǇŜǊƛƻŘƛŎŀƭƭȅ 

ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ 5ŀǘŀ /ƻƭƭŜŎǘ wŀǘŜΦ 

Note: Interface Traffic Charts and PoE Status Charts are shared the same Data Collect Rate. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ 5ŀǘŀ /ƻƭƭŜŎǘ wŀǘŜ ƛǎ ŦǊƻƳ сл ǘƻ слл ǎŜŎƻƴŘǎΦ 

¢ƘŜ ŘŜŦŀǳƭǘ 5ŀǘŀ /ƻƭƭŜŎǘ wŀǘŜ ƛǎ мул ǎŜŎƻƴŘǎΦ 

Note: After configuring άData Collect Rateέ, click "Apply" button to make the changes 

effective. 
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2.10   MAC Table  

2.10.1  MAC Address Table  

 a!/ ŀŘŘǊŜǎǎ ƛǎ aŜŘƛŀ !ŎŎŜǎǎ /ƻƴǘǊƻƭ ŀŘŘǊŜǎǎΣ ǿƘƛŎƘ ƛǎ ǳǎŜŘ ƛƴ ƭŀȅŜǊ н ǎǿƛǘŎƘƛƴƎΦ ! a!/ 

!ŘŘǊŜǎǎ ǘŀōƭŜ ƛǎ ƳŀƛƴǘŀƛƴŜŘ ōȅ ǘƘŜ ǎǿƛǘŎƘ ǘƻ ǘǊŀƴǎƳƛǘ ŦǊŀƳŜǎ ƳƻǊŜ ŜŦŦƛŎƛŜƴǘƭȅΦ ²ƘŜƴ ǘƘŜ ǎǿƛǘŎƘ 

ǊŜŎŜƛǾŜǎ ŀ ŦǊŀƳŜΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ŎƘŜŎƪ ǘƘŜ a!/ ǘŀōƭŜ ŀƴŘ ŦƻǊǿŀǊŘ ǘƘŜ ŦǊŀƳŜ ǘƻ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ 

ǇƻǊǘΦ ¢ƘŜ a!/ !ŘŘǊŜǎǎ ǘŀōƭŜ ƛǎ ōǳƛƭǘ ŘȅƴŀƳƛŎŀƭƭȅ ōȅ ǘƘŜ ǊŜŎŜƛǾŜŘ ŦǊŀƳŜǎ ŀƴŘ ǿƘŜƴ ǘƘŜ ǎȅǎǘŜƳ 

ǊŜŎŜƛǾŜǎ ŀ ŦǊŀƳŜ ǿƛǘƘ ŀƴ ǳƴƪƴƻǿƴ a!/ ŀŘŘǊŜǎǎΣ ƛǘ ŦƭƻƻŘǎ ǘƘŜ ŦǊŀƳŜ ǘƻ ŀƭƭ [!b ǇƻǊǘǎ ƛƴ ǘƘŜ ǎŀƳŜ 

±[!bΦ ²ƘŜƴ ǘƘŜ ŘŜǎǘƛƴŀǘƛƻƴ ŘŜǾƛŎŜ ǊŜǇƭƛŜǎ ǘƘŜ ǎȅǎǘŜƳ ƛŘŜƴǘƛŦƛŜǎ ǘƘŜ a!/ !ŘŘǊŜǎǎ ŀƴŘ ǘƘŜ ǘŀǊƎŜǘ 

ǇƻǊǘΦ 

 ¢ƘŜ a!/ !ŘŘǊŜǎǎ ŦƻǊ ǘƘŜ ǎǿƛǘŎƘ ƛǎ ŘŜǎƛƎƴŜŘ ŀǎ ǇŜǊ-ǇƻǊǘ-ǇŜǊ-a!/Σ ǿƘƛŎƘ ƛƳǇƭƛŜǎ ŜŀŎƘ ǇƻǊǘ Ƙŀǎ 

ƛǘǎ ƻǿƴ a!/ !ŘŘǊŜǎǎΦ ¢Ƙƛǎ ƛǎ ŦƻǊ a!/ ǎŜƴǎƛǘƛǾŜ ǇǊƻǘƻŎƻƭǎ ǎǳŎƘ ŀǎ {ǇŀƴƴƛƴƎ-ǘǊŜŜ ǇǊƻǘƻŎƻƭΦ ¢ƘŜ a!/ 

!ŘŘǊŜǎǎ ŘƛǎǇƭŀȅ ƻƴ ǘƘŜ ǊƛƎƘǘ ǎƛŘŜ ƻŦ ²9. D¦L ƛǎ ǘƘŜ a!/ !ŘŘǊŜǎǎ ŦƻǊ ǿƘƻƭŜ ǎȅǎǘŜƳ ŀƴŘ ǘƘŜ a!/ 

!ŘŘǊŜǎǎŜǎ ŦƻǊ ǘƘŜ ǇƻǊǘǎ ŀǊŜ ƛƴŎǊŜŀǎƛƴƎ ōȅ м ŦǊƻƳ ǇƻǊǘ м ǘƻ ƭŀǎǘ ǇƻǊǘΦ  

CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ a!/ !ŘŘǊŜǎǎ ƻŦ ǘƘŜ ǎȅǎǘŜƳ ƛǎ суΥлнΥорΥCCΥCCΥлрΣ ŀƴŘ ǘƘŜǊŜ ŀǊŜ у-ǇƻǊǘ ƻƴ ǘƘŜ 

ǎǿƛǘŎƘΦ ¢ƘŜ a!/ !ŘŘǊŜǎǎ ŦƻǊ ŜŀŎƘ ǇƻǊǘ ǿƛƭƭ ōŜΥ 

tƻǊǘ a!/ !ŘŘǊŜǎǎ tƻǊǘ a!/ !ŘŘǊŜǎǎ 

tƻǊǘ м суΥлнΥорΥCCΥCCΥлс tƻǊǘ р суΥлнΥорΥCCΥCCΥл! 

tƻǊǘ н суΥлнΥорΥCCΥCCΥлт tƻǊǘ с суΥлнΥорΥCCΥCCΥл. 

tƻǊǘ о суΥлнΥорΥCCΥCCΥлу tƻǊǘ т суΥлнΥорΥCCΥCCΥл/ 

tƻǊǘ п суΥлнΥорΥCCΥCCΥлф tƻǊǘ у суΥлнΥорΥCCΥCCΥл5 

bƻǘŜΥ ¢ƘŜ a!/ !ŘŘǊŜǎǎ ƛǎ ƘŜȄ ŦƻǊƳŀǘΣ ǎƻ ǘƘŜ ƴǳƳōŜǊ ŀŦǘŜǊ άлфέ ƛǎ άл!έΦ  

 

2.10.2  Static Mac Address  

 

 
For more information, hover the mouse over the icon in the system. 

¶ VID 

The VID is the VLAN group ID, which contains the configured MAC Address . 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ ±L5 ƛǎ ŦǊƻƳ м ǘƻ плфпΦ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мпм 
 

¶ MAC Address 

This field is the static MAC Address of the configured member ports in the VLAN group. 

¶ Group Member 

The Group Member is the port(s) in the VLAN group, to which the configured MAC Address 

belongs. 

¶ ȡ /ƭƛŎƪ ǘƘŜ Ǉƭǳǎ ƛŎƻƴ ǘƻ ŀŘŘ ŀ ǎǘŀǘƛŎ a!/ !ŘŘǊŜǎǎ ǊƻǿΦ 

¶ Υ /ƭƛŎƪ ǘƘŜ ǊŜƳƻǾŜ ƛŎƻƴ ǘƻ ŘŜƭŜǘŜ ǘƘŜ ǎǘŀǘƛŎ a!/ !ŘŘǊŜǎǎ ǊƻǿΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

2.10.3  MAC Address Table  

 

 
¶ VID 

The VID is the VLAN group ID, which contains the configured MAC Address. 

¶ MAC Address 

The MAC Address column displays the learnt or configured MAC Addresses. 

¶ Type 

The Type column displays the type (Learning or Static) of the MAC Address.  

Learning: The MAC address is learnt from the transmitting frames. 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мпн 
 

Static: The MAC Address is configured by the users or the system. 

¶ Source 

The Source column displays the port(s) to which the MAC Address belong.  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мпо 
 

2.11  Maintenance  

2.11.1  Authorization  

¢ƘŜ Ϧ¦ǎŜǊƴŀƳŜϦ ŀƴŘ ϦtŀǎǎǿƻǊŘϦ ŀǊŜ ǾŜǊȅ ƛƳǇƻǊǘŀƴǘ ƛƴŦƻǊƳŀǘƛƻƴ ōƻǘƘ ƛƴ ǘƘŜ Ϧ/ƻƳƳŀƴŘ [ƛƴŜ 

LƴǘŜǊŦŀŎŜϦ ƻǊ Ϧ²Ŝō /ƻƴǎƻƭŜϦΦ ¦ǎŜǊǎ ƘŀǾŜ ǘƻ ƭƻƎƛƴ ƛƴǘƻ ǘƘŜ ǎȅǎǘŜƳ ōŜŦƻǊŜ ŘƻƛƴƎ ŀƴȅ ŎƻƴŦƛƎǳǊŀǘƛƻƴΦ 

²Ŝ ǎǘǊƻƴƎƭȅ ǎǳƎƎŜǎǘ ǘƘŜ ǳǎŜǊǎ ǘƻ ŎƘŀƴƎŜ ŀǘ ƭŜŀǎǘ ǘƘŜ ǇŀǎǎǿƻǊŘ ŦƻǊ ǎŜŎǳǊƛǘȅ ǿƘŜƴ ǘƘŜȅ ŀǊŜ ƎƻƛƴƎ ǘƻ 

ǳǎŜ ǘƘƛǎ ŘŜǾƛŎŜΦ 

²Ŝ ŀƭǎƻ ǇǊƻǾƛŘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǿƛǘƘ w!5L¦{κ¢!/!/{Ҍ ǎŜǊǾŜǊ ŦǊƻƳ ǎƻŦǘǿŀǊŜ ǾŜǊǎƛƻƴ мΦлΦоΦ 

¦ǎŜǊǎ Ŏŀƴ Ƴŀƛƴǘŀƛƴ ǘƘŜ ƭƻƎƛƴ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ǘƘŜƛǊ ƻǿƴ w!5L¦{κ¢!/!/{Ҍ ŘŀǘŀōŀǎŜ ŀƴŘ ŀƭƭƻǿ ǎŜǾŜǊŀƭ 

ǳǎŜǊƴŀƳŜǎκǇŀǎǎǿƻǊŘǎ ǘƻ ƭƻƎƛƴ ǘƘŜ ǎȅǎǘŜƳΦ 

 Configure Login Infor mation  

 
For more information, hover the mouse over the icon in the system. 

¶ Mode 

¢ƘŜǊŜ ŀǊŜ ǘƘǊŜŜ ƳƻŘŜǎ ŦƻǊ ƭƻƎƛƴ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ 

LocalΥ ¢ƘŜ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ŀǊŜ ŘŜŦƛƴŜŘ ƛƴ ǘƘŜ ǎȅǎǘŜƳΦ /ǳǊǊŜƴǘƭȅ ǿŜ ǎǳǇǇƻǊǘ 

ǘǿƻ-ƭŜǾŜƭ ǳǎŜǊǎ ς !ŘƳƛƴ ŀƴŘ wŜŀŘ-ƻƴƭȅ ǳǎŜǊΦ ¢ƘŜ !ŘƳƛƴ Ŏŀƴ ŀŎŎŜǎǎ ŀƴȅ ǇŀƎŜ ŀƴŘ ŎƻƴŦƛƎǳǊŜ 

ǘƘŜ ǎȅǎǘŜƳ ōǳǘ ǘƘŜ ǊŜŀŘ-ƻƴƭȅ ǳǎŜǊ Ŏŀƴ ƻƴƭȅ ŀŎŎŜǎǎ ǎǘŀǘǳǎ ǇŀƎŜǎΦ 

RadiusΥ ¢ƘŜ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ŀǊŜ ŘŜŦƛƴŜŘ ƛƴ ǘƘŜ w!5L¦{ ǎŜǊǾŜǊ ŀƴŘ ǿƘŜƴ ǳǎŜǊǎ ƭƻƎƛƴ 

ǘƘŜ ǎȅǎǘŜƳΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ŀǳǘƘŜƴǘƛŎŀǘŜ ǿƛǘƘ ǘƘŜ w!5L¦{ ǎŜǊǾŜǊ ǘƻ ƎŜǘ ǘƘŜ ƭƻƎƛƴ ǇŜǊƳƛǎǎƛƻƴΦ 

¢ƘŜ ǇŀǎǎǿƻǊŘ ǿƛƭƭ ōŜ ŜƴŎǊȅǇǘŜŘ ŘǳǊƛƴƎ ǘƘŜ ǘǊŀƴǎƳƛǘǘƛƴƎΦ 

TacacsҌΥ ¢ƘŜ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ŀǊŜ ŘŜŦƛƴŜŘ ƛƴ ǘƘŜ ¢!/!/{Ҍ ǎŜǊǾŜǊ ŀƴŘ ǿƘŜƴ ǳǎŜǊǎ 

ƭƻƎƛƴ ǘƘŜ ǎȅǎǘŜƳΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ŀǳǘƘŜƴǘƛŎŀǘŜ ǿƛǘƘ ǘƘŜ ¢!/!/{Ҍ ǎŜǊǾŜǊ ǘƻ ƎŜǘ ǘƘŜ ƭƻƎƛƴ 

ǇŜǊƳƛǎǎƛƻƴΦ ¢ƘŜ ǿƘƻƭŜ ǇŀȅƭƻŀŘ ŀƴŘ ǇŀǎǎǿƻǊŘ ǿƛƭƭ ōŜ ŜƴŎǊȅǇǘŜŘ ŘǳǊƛƴƎ ǘƘŜ ǘǊŀƴǎƳƛǘǘƛƴƎΦ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мпп 
 

¶ Username 

¢ƘŜ ŀŎŎƻǳƴǘ ǳǎŜŘ ǘƻ ƭƻƎƛƴ ǘƻ ǘƘŜ ǎȅǎǘŜƳΦ 

¢ƘŜ ƳŀȄƛƳǳƳ ƭŜƴƎǘƘ ƻŦ ǘƘŜ ¦ǎŜǊƴŀƳŜ ƛǎ он ŎƘŀǊŀŎǘŜǊǎ 

hƴƭȅ ŀƭǇƘŀōŜǘ ό!-½Σ ŀ-Ȋύ ŀƴŘ ƴǳƳōŜǊǎ όл-фύ ŀǊŜ ŀƭƭƻǿŜŘΦ 

¢ƘŜ ŘŜŦŀǳƭǘ ¦ǎŜǊƴŀƳŜ ƛǎ ŀŘƳƛƴΦ 

¶ Password 

¢ƘŜ ǇŀǎǎǿƻǊŘ ǳǎŜŘ ǘƻ ƭƻƎƛƴ ǘƻ ǘƘŜ ǎȅǎǘŜƳΦ ²Ŝ ǇǊƻǾƛŘŜ ǇŀǎǎǿƻǊŘ ǎǘǊŜƴƎǘƘ ōŀǊ ŦƻǊ ǊŜŦŜǊŜƴŎŜΦ 

¢ƘŜǊŜ ŀǊŜ о ƭŜǾŜƭǎ - ²ŜŀƪΣ hYΣ ŀƴŘ DǊŜŀǘΦ ²Ŝ ǎǘǊƻƴƎƭȅ ǊŜŎƻƳƳŜƴŘ ǳǎŜǊǎ ŎƻƴŦƛƎǳǊƛƴƎ ǘƘŜ 

ǇŀǎǎǿƻǊŘ ǘƻ άDǊŜŀǘέ ƭŜǾŜƭ ŦƻǊ ǎŜŎǳǊƛǘȅΦ 

¢ƘŜ ƳŀȄƛƳǳƳ ƭŜƴƎǘƘ ƻŦ ǘƘŜ tŀǎǎǿƻǊŘ ƛǎ он ŎƘŀǊŀŎǘŜǊǎΦ 

hƴƭȅ ŀƭǇƘŀōŜǘ ό!-½Σ ŀ-ȊύΣ ƴǳƳōŜǊǎ όл-фύΣ ŀƴŘ chars (!,@,%,^,* ,(,)) ŀǊŜ ŀƭƭƻǿŜŘΦ 

¢ƘŜ ŘŜŦŀǳƭǘ tŀǎǎǿƻǊŘ ƛǎ ŀŘƳƛƴΦ 

¶ Confirm Password 

Lǘ ƛǎ ǳǎŜŘ ǘƻ ŎƻƴŦƛǊƳ ǘƘŜ ǾŀƭǳŜ ǎǇŜŎƛŦƛŜŘ ōȅ ǘƘŜ ǳǎŜǊǎ ƛƴ ǘƘŜ ϦtŀǎǎǿƻǊŘϦ ŦƛŜƭŘΦ ¢ƘŜ ǾŀƭǳŜ ƻŦ ǘƘŜ 

ŦƛŜƭŘ Ƴǳǎǘ ōŜ ǘƘŜ ǎŀƳŜ ŀǎ ϦtŀǎǎǿƻǊŘϦΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 Configure RADIUS Server  Infor mation  

This section only display when the mode in the Basic Settings is set to άRadiusέ. 

 
For more information, hover the mouse over the icon in the system. 

¶ Server IP 

¢ƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ w!5L¦{ ǎŜǊǾŜǊ Ƴǳǎǘ ƛƴ ǘƘŜ ǎŀƳŜ ǎǳōƴŜǘ ŀǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǎǿƛǘŎƘΦ 

¶ Server Port 

¢ƘŜ ǇƻǊǘ ƛǎ ƭƛǎǘŜƴƛƴƎ ǘƻ ǘƘŜ w!5L¦{ ǎŜǊǾƛŎŜ ƻƴ ǘƘŜ w!5L¦{ ǎŜǊǾŜǊΦ  

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ {ŜǊǾŜǊ tƻǊǘ ƛǎ ŦǊƻƳ м ǘƻ сррорΦ 

¢ƘŜ ŘŜŦŀǳƭǘ {ŜǊǾŜǊ tƻǊǘ ƛǎ мумнΦ 

¶ Shared Key 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мпр 
 

¢ƘŜ {ƘŀǊŜŘ YŜȅ ƛǎ ŀ ǎǘǊƛƴƎ ǘƘŀǘ ǳǎŜŘ ǘƻ ōǳƛƭŘ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ ǘƘŜ w!5L¦{ ǎŜǊǾŜǊΦ Lǘ Ƴǳǎǘ 

ōŜ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜ ǎǘǊƛƴƎκǎŜŎǊŜǘ ǎŜǘ ƛƴ ǘƘŜ w!5L¦{ ǎŜǊǾŜǊΦ 

¢ƘŜ ƳŀȄƛƳǳƳ ƭŜƴƎǘƘ ƻŦ ǘƘŜ {ƘŀǊŜŘ YŜȅ ƛǎ он ŎƘŀǊŀŎǘŜǊǎΦ 

¶ Retransmit Times 

¢ƘŜ ǇŀǎǎǿƻǊŘ ǳǎŜŘ ǘƻ ƭƻƎƛƴ ǘƻ ǘƘŜ ǎȅǎǘŜƳΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ wŜǘǊŀƴǎƳƛǘ ¢ƛƳŜǎ ƛǎ ŦǊƻƳ м ǘƻ млллΦ 

¶ Timeout 

¢ƘŜ ǘƛƳŜ ƛƴǘŜǊǾŀƭ ƛǎ ǳǎŜŘ ǘƻ ǿŀƛǘƛƴƎ ŦƻǊ ǘƘŜ ǊŜǎǇƻƴǎŜ ŦǊƻƳ ǘƘŜ w!5L¦{ ǎŜǊǾŜǊΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ ¢ƛƳŜƻǳǘ ƛǎ ŦǊƻƳ м ǘƻ мллл ǎŜŎƻƴŘǎΦ 

¢ƘŜ ŘŜŦŀǳƭǘ ¢ƛƳŜƻǳǘ ƛǎ р ǎŜŎƻƴŘǎΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 Configure TACACS+ Server  Infor mation  

This section only display when the mode in the Basic Settings is set to άTacacs+έ. 

 
For more information, hover the mouse over the icon in the system. 

¶ Server IP 

¢ƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ¢!/{/{Ҍ ǎŜǊǾŜǊ Ƴǳǎǘ ƛƴ ǘƘŜ ǎŀƳŜ ǎǳōƴŜǘ ŀǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ 

ǎǿƛǘŎƘΦ ¢ƘŜ ǎȅǎǘŜƳ ǎǳǇǇƻǊǘǎ ōƻǘƘ LtǾп ŀƴŘ LtǾс ŀŘŘǊŜǎǎŜǎ ŦƻǊ ǘƘŜ ¢!/!/{Ҍ ǎŜǊǾŜǊΦ 

¶ Server Port 

¢ƘŜ ǇƻǊǘ ƛǎ ƭƛǎǘŜƴƛƴƎ ǘƻ ǘƘŜ ¢!/{/{Ҍ ǎŜǊǾƛŎŜ ƻƴ ǘƘŜ ¢!/{/{Ҍ ǎŜǊǾŜǊΦ  

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ {ŜǊǾŜǊ tƻǊǘ ƛǎ ŦǊƻƳ м ǘƻ сррорΦ 

¢ƘŜ ŘŜŦŀǳƭǘ {ŜǊǾŜǊ tƻǊǘ ƛǎ пфΦ 

¶ Shared Key 

¢ƘŜ {ƘŀǊŜŘ YŜȅ ƛǎ ŀ ǎǘǊƛƴƎ ǘƘŀǘ ǳǎŜŘ ǘƻ ōǳƛƭŘ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ ǘƘŜ ¢!/{/{Ҍ ǎŜǊǾŜǊΦ Lǘ Ƴǳǎǘ 

ōŜ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜ ǎǘǊƛƴƎκǎŜŎǊŜǘ ǎŜǘ ƛƴ ǘƘŜ ¢!/{/{Ҍ ǎŜǊǾŜǊΦ 

¢ƘŜ ƳŀȄƛƳǳƳ ƭŜƴƎǘƘ ƻŦ ǘƘŜ {ƘŀǊŜŘ YŜȅ ƛǎ он ŎƘŀǊŀŎǘŜǊǎΦ 

¶ Timeout 

¢ƘŜ ǘƛƳŜ ƛƴǘŜǊǾŀƭ ƛǎ ǳǎŜŘ ǘƻ ǿŀƛǘƛƴƎ ŦƻǊ ǘƘŜ ǊŜǎǇƻƴǎŜ ŦǊƻƳ ǘƘŜ ¢!/{/{Ҍ ǎŜǊǾŜǊΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ ¢ƛƳŜƻǳǘ ƛǎ ŦǊƻƳ м ǘƻ мллл ǎŜŎƻƴŘǎΦ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мпс 
 

¢ƘŜ ŘŜŦŀǳƭǘ ¢ƛƳŜƻǳǘ ƛǎ ол ǎŜŎƻƴŘǎΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мпт 
 

2.11.2  Firmware Upgrade  

CƻǊ ŀ ōŜǘǘŜǊ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ǿƛŘŜǊ ƛƴŘǳǎǘǊƛŀƭ ŀǇǇƭƛŎŀǘƛƻƴǎΣ ǿŜ Ŏƻƴǎǘŀƴǘƭȅ ŘŜǾŜƭƻǇ ƴŜǿ ŦŜŀǘǳǊŜǎ 

ŀƴŘ ǊŜǾƛǎŜ ǘƘŜ ƛǎǎǳŜǎ ŦǊƻƳ ǘƘŜ ǳǎŜǊǎΦ ²Ŝ ǎǳƎƎŜǎǘ ǘƘŜ ǳǎŜǊǎ ǘƻ ǳǇƎǊŀŘŜ ǘƘŜ ǎȅǎǘŜƳ ǘƻ ǘƘŜ ƴŜǿŜǎǘ 

ŦƛǊƳǿŀǊŜ ǾŜǊǎƛƻƴ ǘƻ ƘŀǾŜ ŀ ōŜǘǘŜǊ ǳǎŜǊ ŜȄǇŜǊƛŜƴŎŜΦ 

²Ŝ ǇǊƻǾƛŘŜ н ǿŀȅǎ ǘƻ ǳǇƎǊŀŘŜ ǘƘŜ ŦƛǊƳǿŀǊŜ ŦǊƻƳ ǘƘŜ ²Ŝō /ƻƴǎƻƭŜΣ - ƻƴŜ ƛǎ ǎŀǾƛƴƎ ǘƘŜ ŦƛǊƳǿŀǊŜ 

ŦƛƭŜ ƛƴ ǘƘŜ ¦{. ǎǘƛŎƪ ŀƴŘ ŀƴƻǘƘŜǊ ƻƴŜ ƛǎ ǎŀǾŜ ǘƘŜ ŦƛǊƳǿŀǊŜ ŦƛƭŜ ƻƴ ǘƘŜ t/Φ LŦ ǘƘŜ ŦƛǊƳǿŀǊŜ ŦƛƭŜ ƛǎ ƻƴ ǘƘŜ 

t/Σ ǘƘŜ ǳǎŜǊǎ ǿƛƭƭ ƘŀǾŜ ǘƻ ƻƴƭȅ ǎŜƭŜŎǘ ǘƘŜ ŦƛƭŜ ŀƴŘ ŎƭƛŎƪ !ǇǇƭȅ ōǳǘǘƻƴΣ ŦƻǊ ǘƘŜ ǎȅǎǘŜƳ ǘƻ ǳǇƎǊŀŘŜ ƛǘ 

ŀǳǘƻƳŀǘƛŎŀƭƭȅΦ 

 Upgrade Firmware Version - Upload Firmware File  

 

¶ Firmware Image 

/ƭƛŎƪ ǘƘŜ Ϧ{ŜƭŜŎǘ CƛƭŜϦ ōǳǘǘƻƴ ǘƻ ǎŜƭŜŎǘ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜ ǇǊƻǾƛŘŜŘ ōȅ ǘƘŜ ǎŀƭŜǎ ƻǊ ǎǳǇǇƻǊǘΦ 

¢ƘŜ CƛǊƳǿŀǊŜ ±ŜǊǎƛƻƴ ÄÉÓÐÌÁÙÅÄ ÏÎ ÔÈÅ ǎȅǎǘŜƳ Ŏŀƴ ōŜ ŎǳǎǘƻƳƛȊŜŘ ōȅ ǘƘŜ ŦƛƭŜ ƴŀƳŜΦ CƻǊ 

ŜȄŀƳǇƭŜΣ ƛŦ ȅƻǳ ǿŀƴǘ ǘƘŜ ǾŜǊǎƛƻƴ ǘƻ ōŜ ŎŀƭƭŜŘ ŀǎ мΦнΦоΣ ȅƻǳ ƻƴƭȅ ƴŜŜŘ ǘƻ ƳƻŘƛŦȅ ǘƘŜ ŦƛƭŜ ƴŀƳŜ 

ǘƻ ···-ǾмΦнΦо ό··· ƛǎ ǘƘŜ ƻǊƛƎƛƴŀƭ ŦƛƭŜ ƴŀƳŜύΦ 

¶ Selected File 

!ŦǘŜǊ ǎŜƭŜŎǘƛƴƎ ŀ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜ ǘƻ ōŜ ǳǇƭƻŀŘŜŘΣ ǘƘŜ ǎŜƭŜŎǘŜŘ ŦƛƭŜ ƴŀƳŜ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ ƛƴ 

ǘƘƛǎ ŦƛŜƭŘΦ 

¶  (Upload Button) 

After selecting the firmware image, click "Upload" button to upload it. 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мпу 
 

 Upgrade Firmware Process - Uploading Firmware File  

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎǘŜǇǎ ŀǊŜ ǇŜǊŦƻǊƳŜŘ ǿƘŜƴ ǘƘŜ ǎȅǎǘŜƳ ǎǘŀǊǘǎ ǘƻ ǳǇƎǊŀŘŜ ŀŦǘŜǊ ǘƘŜ Ϧ!ǇǇƭȅϦ ōǳǘǘƻƴ ƛǎ 

ŎƭƛŎƪŜŘΥ 

1. ¦ǇƭƻŀŘƛƴƎ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜ 

¢ƘŜ ǇǊƻƎǊŜǎǎ ōŀǊ ŘƛǎǇƭŀȅǎ ǘƘŜ ǳǇƭƻŀŘƛƴƎ ǇŜǊŎŜƴǘŀƎŜΦ 

 

2. ±ŜǊƛŦȅƛƴƎ ǘƘŜ ǳǇƭƻŀŘŜŘ ŦƛƭŜ 

²ƘŜƴ ǘƘŜ ŦƛƭŜ ƛǎ млл҈ ǳǇƭƻŀŘŜŘΣ ǘƘŜ ǎȅǎǘŜƳ ǎǘŀǊǘǎ ǘƻ ǾŜǊƛŦȅ ǘƘŜ ǳǇƭƻŀŘŜŘ ŦƛƭŜ ǘƻ ƳŀƪŜ ǎǳǊŜ ƛǘ 

ƛǎ ǾŀƭƛŘΦ .ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜ ƛǎ ŜƴŎǊȅǇǘŜŘ ǘƻ ǇǊŜǾŜƴǘ ǘƘŜ ŀǘǘŀŎƪ ƻƴ 

Ƴŀƴ-ƛƴ-ǘƘŜ-ƳƛŘŘƭŜΦ hǇǘƛƻƴŀƭƭȅΣ ƘƛƎƘŜǊ ŜƴŎǊȅǇǘƛƻƴ ƳŜǘƘƻŘƻƭƻƎȅ ƛǎ ŀƭǎƻ ǇǊƻǾƛŘŜŘΦ 

 

3. LƴǎǘŀƭƭƛƴƎ ǘƘŜ ǳǇƭƻŀŘŜŘ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜ 

¢ƘŜ ƴŜǿ ŦƛǊƳǿŀǊŜ ǿƛƭƭ ƛƴǎǘŀƭƭ ŀŦǘŜǊ ǘƘŜ ǎȅǎǘŜƳ ǾŀƭƛŘŀǘŜǎ ƛǘΦ 

 

4. wŜōƻƻǘƛƴƎ ǘƘŜ ǎȅǎǘŜƳ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мпф 
 

¢ƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǊŜōƻƻǘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƛŦ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛǎ ǳǇƎǊŀŘŜŘ ǿƛǘƘƻǳǘ ŀƴȅ ƛǎǎǳŜΦ 

¢ƘŜ ǇǊƻƎǊŜǎǎ ōŀǊ ŘƛǎǇƭŀȅǎ ǘƘŜ ǊŜōƻƻǘƛƴƎ ǇǊƻƎǊŜǎǎΦ 

 

 Upgrade Firmware Version - Copy Firmware File from USB  

 

¶ Image File Name 

9ƴǘŜǊ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜ ƛƴ ǘƘŜ ¦{.Φ ¢ƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǘǊȅ ǘƻ ƛŘŜƴǘƛŦȅ ǘƘŜ ŦƛƭŜ ǿƛǘƘ 

ǎǇŜŎƛŦƛŜŘ ŦƛƭŜ ƴŀƳŜ ǘƻ ǳǇƭƻŀŘ ƛǘ ǘƻ ǘƘŜ ǎȅǎǘŜƳΦ 

Note: The file system of USB must be FAT32. 

¶  (Upload Button) 

After entering the firmware image name, click "Upload" button to copy it from the USB to 

the system. 

5ÐÇÒÁÄÅ &ÉÒÍ×ÁÒÅ 0ÒÏÃÅÓÓ - #ÏÐÙ &ÉÒÍ×ÁÒÅ &ÉÌÅ ÆÒÏÍ 53" 

1. /ƻǇȅƛƴƎ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜ ŦǊƻƳ ¦{. ǘƻ ǎǿƛǘŎƘ 

¢ƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ŀƭǎƻ ŎƘŜŎƪ ƛŦ ǘƘŜ ¦{. ƛǎ ƛƴǎŜǊǘŜŘ ŀƴŘ ŦƛƭŜ ŜȄƛǎǘǎΦ 

 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мрл 
 

2. ±ŜǊƛŦȅƛƴƎ ǘƘŜ ǳǇƭƻŀŘŜŘ ŦƛƭŜ 

!ŦǘŜǊ ŎƻǇȅƛƴƎ ǘƘŜ ŦƛǊƳǿŀǊŜ ŦƛƭŜ ǘƻ ǎǿƛǘŎƘΣ ǘƘŜ ǎȅǎǘŜƳ ǎǘŀǊǘǎ ǘƻ ǾŜǊƛŦȅ ǘƘŜ ǳǇƭƻŀŘŜŘ ŦƛƭŜ ǘƻ ƳŀƪŜ 

ǎǳǊŜ ƛǘ ƛǎ ǾŀƭƛŘΦ .ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜ ƛǎ ŜƴŎǊȅǇǘŜŘ ǘƻ ǇǊŜǾŜƴǘ ǘƘŜ ŀǘǘŀŎƪ ƻƴ 

Ƴŀƴ-ƛƴ-ǘƘŜ-ƳƛŘŘƭŜΦ hǇǘƛƻƴŀƭƭȅΣ ƘƛƎƘŜǊ ŜƴŎǊȅǇǘƛƻƴ ƳŜǘƘƻŘƻƭƻƎȅ ƛǎ ŀƭǎƻ ǇǊƻǾƛŘŜŘΦ 

 

3. LƴǎǘŀƭƭƛƴƎ ǘƘŜ ǳǇƭƻŀŘŜŘ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜ 

¢ƘŜ ƴŜǿ ŦƛǊƳǿŀǊŜ ǿƛƭƭ ƛƴǎǘŀƭƭ ŀŦǘŜǊ ǘƘŜ ǎȅǎǘŜƳ ƳŀƪŜǎ ǎǳǊŜ ƛǘ ƛǎ ǾŀƭƛŘΦ 

 

4. wŜōƻƻǘƛƴƎ ǘƘŜ ǎȅǎǘŜƳ 

¢ƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǊŜōƻƻǘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƛŦ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛǎ ǳǇƎǊŀŘŜŘ ǿƛǘƘƻǳǘ ŀƴȅ ƛǎǎǳŜΦ 

¢ƘŜ ǇǊƻƎǊŜǎǎ ōŀǊ ŘƛǎǇƭŀȅǎ ǘƘŜ ǊŜōƻƻǘƛƴƎ ǇǊƻƎǊŜǎǎΦ 

 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мрм 
 

2.11.3  Config Backup  

Lƴ ǘƘŜ ƴƻǊƳŀƭ ŀǇǇƭƛŎŀǘƛƻƴΣ ǘƘŜǊŜ ŀǊŜ ǎŜǾŜǊŀƭ ǎǿƛǘŎƘŜǎ ƛƴ ǘƘŜ bŜǘǿƻǊƪ ŀƴŘ ǘƘŜȅ ƳƛƎƘǘ ōŜ 

ŎƻƴŦƛƎǳǊŜŘ ǘƻ ǘƘŜ ǎŀƳŜ ŦŜŀǘǳǊŜǎΦ ¢ƻ ŦŀŎƛƭƛǘŀǘŜ ǘƘƛǎΣ ǘƘŜ ǳǎŜǊǎ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ƻƴŜ ƻŦ ǘƘŜ ǎǿƛǘŎƘŜǎ ŀƴŘ 

ǎŀǾŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ǘƻ ƭƻŎŀƭƘƻǎǘ όŦƻǊ ŜȄŀƳǇƭŜΥ ǳǎŜǊǎϥ t/ύ ƻǊ ¦{. ǎǘƛŎƪǎ ŀƴŘ ǘƘŜƴ ǊŜǎǘƻǊŜ ǘƘŜ 

ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ƻƴ ŀƴƻǘƘŜǊ ǎǿƛǘŎƘ Ǿƛŀ Ϧ/ƻƴŦƛƎ wŜǎǘƻǊŜϦ ŦǳƴŎǘƛƻƴΦ /ƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƛƴ ǘƘŜ ¦{. Ŏŀƴ 

ŀƭǎƻ ƘŀǾŜ ŀ ǿŀȅ ǘƻ Ŧŀǎǘ ǊŜǇƭŀŎŜ ǘƘŜ ŘŜǾƛŎŜ ǿƘŜƴ ƛǘ ƛǎ ŘŀƳŀƎŜΦ 

"ÁÃËÕÐ #ÏÎÆÉÇÕÒÁÔÉÏÎ &ÉÌÅ 

 

¶ Backup to Localhost 

̢ CƛƭŜ bŀƳŜ 

Specifȅ the File Name for the Startup-config file, which will be saved to the localhost. 

¶ Backup to USB 

9ƴǎǳǊŜ ǘƘŜǊŜ ƛǎ ŀ ¦{. ǎǘƛŎƪ ƛƴǎŜǊǘŜŘ ƛƴǘƻ ǘƘŜ ¦{. ǇƻǊǘΦ 

̢ .ŀŎƪǳǇ wǳƴƴƛƴƎ-ŎƻƴŦƛƎ CƛƭŜ 

{ǇŜŎƛŦȅ ǘƘŜ CƛƭŜ bŀƳŜ ŦƻǊ ǘƘŜ ǎŀǾŜŘ wǳƴƴƛƴƎ-ŎƻƴŦƛƎ ŦƛƭŜΣ ǿƘƛŎƘ ǿƛƭƭ ōŜ ǎŀǾŜŘ ǘƻ ǘƘŜ 

¦{.Φ 

̢  .ŀŎƪǳǇ {ǘŀǊǘǳǇ-ŎƻƴŦƛƎ CƛƭŜ 

{ǇŜŎƛŦȅ ǘƘŜ CƛƭŜ bŀƳŜ ŦƻǊ ǘƘŜ ǎŀǾŜŘ {ǘŀǊǘǳǇ-ŎƻƴŦƛƎ ŦƛƭŜΣ ǿƘƛŎƘ ǿƛƭƭ ōŜ ǎŀǾŜŘ ǘƻ ǘƘŜ 

¦{.Φ 

 Note: The file system of USB must be FAT32.  

     The άspaceέ is not allowed in the File Name. 

¶  (Save Button) 

/ƭƛŎƪ ǘƘŜ Ϧ{ŀǾŜϦ ōǳǘǘƻƴ ǘƻ ǎŀǾŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ǘƻ ǘƘŜ [ƻŎŀƭƘƻǎǘ ƻǊ ¦{.Φ 

.ÏÔÅȡ If the File Name filed is empty, the system assigns the default name: config-[datetime].cfg 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мрн 
 

2.11.4  Config Restore  

²Ŝ ǎǳƎƎŜǎǘ ǳǎŜǊǎ ǘƻ ǎŀǾŜκōŀŎƪǳǇ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ŀŦǘŜǊ ŀ ǎŜǊƛŜǎ ƻŦ ǎŜǘǘƛƴƎǎΦ LŦ ŀƴƻǘƘŜǊ ŘŜǾƛŎŜ 

ƴŜŜŘǎ ǘƘŜ ǎŀƳŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎΣ ǳǎŜǊǎ Ŏŀƴ ǳǎŜ ǘƘŜ /ƻƴŦƛƎ wŜǎǘƻǊŜ ŦǳƴŎǘƛƻƴ ǘƻ ǊŜǎǘƻǊŜ ƛǘΦ 

2ÅÓÔÏÒÅ #ÏÎÆÉÇÕÒÁÔÉÏÎ &ÉÌÅ 

 
¶ Restore from Localhost 

̢ CƛƭŜ bŀƳŜ 

{ŜƭŜŎǘ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΣ ǿƘƛŎƘ ƛǎ ǎŀǾŜŘ ƛƴ ǘƘŜ [ƻŎŀƭƘƻǎǘΦ 

¶ Restore from USB 

tƭŜŀǎŜ ŜƴǎǳǊŜ ǘƘŜǊŜ ƛǎ ŀ ¦{. ǎǘƛŎƪ ƛƴǎŜǊǘŜŘ ƛƴǘƻ ǘƘŜ ¦{. ǇƻǊǘΦ 

̢ CƛƭŜ bŀƳŜ ƛƴ ¦{. 

¢ƘŜ CƛƭŜ bŀƳŜ ƻŦ ǘƘŜ ǎŀǾŜŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΣ ǿƘƛŎƘ ƛǎ ǎŀǾŜŘ ǘƻ ǘƘŜ ¦{.Φ LŦ ǘƘŜ 

ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƛǎ ǎŀǾŜŘ ƛƴ ǘƘŜ ŘƛǊŜŎǘƻǊȅΣ ǇƭŜŀǎŜ ǎǇŜŎƛŦȅ ǘƘŜ Ŧǳƭƭ ǇŀǘƘΦ 

Note: The file system of USB must be FAT32. 

    The άspaceέ is not allowed in the File Name. 

¶  (Restore Button) 

/ƭƛŎƪ ǘƘŜ ϦwŜǎǘƻǊŜϦ ōǳǘǘƻƴ ǘƻ ǊŜǎǘƻǊŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ŦǊƻƳ ǘƘŜ [ƻŎŀƭƘƻǎǘ ƻǊ ¦{.Φ 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мро 
 

2.11.5  USB Auto -Load & Auto -Backup  

#ÏÎÆÉÇÕÒÅ 53" !ÕÔÏ-,ÏÁÄ ÁÎÄ !ÕÔÏ-"ÁÃËÕÐ 

 
¶ USB Auto-Load 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǘƘŜ ¦{. !ǳǘƻ-[ƻŀŘ ŦǳƴŎǘƛƻƴΦ LŦ ά¦{. !ǳǘƻ-[ƻŀŘέ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ 

ǎȅǎǘŜƳ ǿƛƭƭ ǎŜŀǊŎƘ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƴŀƳŜŘ άǎǘŀǊǘǳǇ-ŎƻƴŦƛƎέ ƛƴ ǘƘŜ ¦{. ŀƴŘ ƭƻŀŘ ƛǘ ǿƘŜƴ 

ǊŜōƻƻǘƛƴƎΦ 

Note: The file system of USB must be FAT32. 

¶ USB Auto-Backup 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ¦{. !ǳǘƻ-.ŀŎƪǳǇ ŦǳƴŎǘƛƻƴΦ LŦ ά¦{.-!ǳǘƻ-.ŀŎƪǳǇέ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ 

ǎȅǎǘŜƳ ǿƛƭƭ ǎŀǾŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ǘƻ ŀ ŦƛƭŜ ƴŀƳŜŘ άǊǳƴƴƛƴƎ-ŎƻƴŦƛƎέ ƛƴ ǘƘŜ ¦{. ǿƘŜƴ ǳǎŜǊǎ 

ƳƻŘƛŦȅ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎΦ 

Note: The file system of USB must be FAT32. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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2.11.6  Command and Control Node (CCN)  

/ƻƳƳŀƴŘ ϧ /ƻƴǘǊƻƭ bƻŘŜ ό//bύ ǇǊƻǾƛŘŜǎ ŦƛǊƳǿŀǊŜ ǳǇƎǊŀŘƛƴƎ ŦƻǊ ōŀǘŎƘ ƻŦ ǎǿƛǘŎƘŜǎ ŀǘ ƻƴŎŜΦ 

/ǳǊǊŜƴǘƭȅΣ ǘƘŜ //b ŦǳƴŎǘƛƻƴ Ŏŀƴ ǳǇƎǊŀŘŜ ƳŀȄƛƳǳƳ мл ƴƻŘŜǎ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜΦ ²ƛǘƘ //b ŦǳƴŎǘƛƻƴΣ 

ŀŘƳƛƴƛǎǘǊŀǘƻǊǎ Ŏŀƴ ǿƻǊƪ ƳƻǊŜ ŜŦŦƛŎƛŜƴǘ ŀƴŘ ǎŀǾŜ ŀ ƭƻǘ ƻŦ ǘƛƳŜΦ  

¢ƘŜ //b ŦǳƴŎǘƛƻƴ ƛǎ ǎǳǇǇƻǊǘŜŘ ƻƴ ŀƴȅ ƪƛƴŘ ƻŦ ǘƻǇƻƭƻƎƛŜǎΣ ǎǳŎƘ ŀǎ ǊƛƴƎΣ ƭƛƴŜŀǊΣ ƳŜǎƘΣ ǎǘŀǊΧ ŜǘŎΦ 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŘƛŀƎǊŀƳ ƛǎ ŀƴ ŜȄŀƳǇƭŜ ǿƛǘƘ ǊƛƴƎ ǘƻǇƻƭƻƎȅΦ 

 

 ¢ƘŜ {! {ǿƛǘŎƘ ƛǎ ǘƘŜ //b ƳŀǎǘŜǊ ŎƻƴƴŜŎǘŜŘ ǘƻ t/Σ ŀƴŘ ŦǊƻƳ t/ ŜƴŘΣ ǳǎŜǊǎ Ŏŀƴ ŎƻƴǘǊƻƭ ǘƘŜ //b 

ŦǳƴŎǘƛƻƴΣ ǎǳŎƘ ŀǎ ǎŜƭŜŎǘƛƻƴ ƻŦ ƧƻƛƴŜŘ ǎǿƛǘŎƘŜǎ ŀƴŘ ŦƛǊƳǿŀǊŜ ǇŀǘƘ ŎƻƴŦƛƎǳǊŀǘƛƻƴΦ ¢ƘŜ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜ 

Ƴǳǎǘ ōŜ ǎŀǾŜŘ ƛƴ ǘƘŜ ¦{. ŘŜǾƛŎŜΦ !ŦǘŜǊ ŎƭƛŎƪƛƴƎ ¦ǇƎǊŀŘŜ ōǳǘǘƻƴ ƻƴ //b ƳŀǎǘŜǊΣ ǘƘŜ {! ǎǘŀǊǘǎ 

ǳǇƎǊŀŘƛƴƎ ƛǘǎ ŦƛǊƳǿŀǊŜ ƛŦ {! ƛǎ ǎŜƭŜŎǘŜŘ ŀƴŘ ŦƻǊǿŀǊŘǎ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜ ǘƻ ƻǘƘŜǊ ǎǿƛǘŎƘŜǎ ό{.Σ {/Σ 

{5Σ {9Σ ƻǊ {Cύ ǘƘŀǘ ǎŜƭŜŎǘŜŘ ǘƻ Ƨƻƛƴ //bΦ hƴŎŜ ǘƘŜ ǎǿƛǘŎƘŜǎ ǊŜŎŜƛǾŜ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜΣ ǘƘŜȅ ǿƛƭƭ ŀƭǎƻ 

ǎǘŀǊǘ ǳǇƎǊŀŘƛƴƎ ǘƘŜƛǊ ŦƛǊƳǿŀǊŜ ŀǳǘƻƳŀǘƛŎŀƭƭȅΦ ¢ƘŀǘΩǎ ǿƘȅ ǿŜ ǎŀȅ //b Ŏŀƴ ƘŜƭǇ ŀŘƳƛƴƛǎǘǊŀǘƻǊǎ ǎŀǾŜ 

ǘƘŜƛǊ ǘƛƳŜ ŀƴŘ ǿƻǊƪ ƳƻǊŜ ŜŦŦƛŎƛŜƴǘΦ 
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#ÏÎÆÉÇÕÒÅ #ÏÍÍÁÎÄ Ǫ #ÏÎÔÒÏÌ .ÏÄÅ ɉ##.Ɋ 

 

¶ Discovered Nodes 

̢ !ƭƭ κ {ŜƭŜŎǘ .ƻȄ 

/ƭƛŎƪ ά!ƭƭέ ǘƻ ǎŜƭŜŎǘ ƻǊ ŘŜ-ǎŜƭŜŎǘ ŀƭƭ ƻŦ ǘƘŜ ŘƛǎŎƻǾŜǊŜŘ ƴƻŘŜǎΦ /ƭƛŎƪ {ŜƭŜŎǘ .ƻȄŜǎ ǘƻ 

ǎŜƭŜŎǘ ǎƻƳŜ ƻŦ ǘƘŜ ŘƛǎŎƻǾŜǊŜŘ ƴƻŘŜǎ ǘƻ ǳǇƎǊŀŘŜ ǘƘŜƛǊ ŦƛǊƳǿŀǊŜΦ 

bƻǘŜ-мΥ tƭŜŀǎŜ ǎŜƭŜŎǘ ŀǘ ƭŜŀǎǘ ƻƴŜ ƴƻŘŜ ǘƻ Řƻ //b ǳǇƎǊŀŘŜ 

bƻǘŜ-нΥ tƭŜŀǎŜ ǎŜƭŜŎǘ ŀǘ Ƴƻǎǘ мл ƴƻŘŜǎ ǘƻ Řƻ //b ǳǇƎǊŀŘŜΦ  

̢ a!/ !ŘŘǊŜǎǎ 

¢ƘŜ a!/ !ŘŘǊŜǎǎ ƻŦ ǘƘŜ ŘŜǎƛƎƴŀǘŜŘ ŘƛǎŎƻǾŜǊŜŘ ƴƻŘŜ 

̢ Lt !ŘŘǊŜǎǎ 

¢ƘŜ Lt !ŘŘǊŜǎǎ ƻŦ ǘƘŜ ŘŜǎƛƎƴŀǘŜŘ ŘƛǎŎƻǾŜǊŜŘ ƴƻŘŜ 

̢ CƛǊƳǿŀǊŜ 

¢ƘŜ ŎǳǊǊŜƴǘ CƛǊƳǿŀǊŜ ±ŜǊǎƛƻƴ ƻŦ ǘƘŜ ŘŜǎƛƎƴŀǘŜŘ ŘƛǎŎƻǾŜǊŜŘ ƴƻŘŜ 

̢ {ǘŀƎŜ 

!ŦǘŜǊ ŎƭƛŎƪƛƴƎ ¦ǇƎǊŀŘŜ ōǳǘǘƻƴΣ ǘƘŜ ǳǇƎǊŀŘƛƴƎ ǎǘŀƎŜ ǿƛƭƭ ŘƛǎǇƭŀȅ ƻƴ ǘƘƛǎ ŦƛŜƭŘΦ ¢ƘŜ 

ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ŘƛǎǇƭŀȅǎ ǘƘŜ ŀƭƭ ǎǘŀƎŜǎΦ 

{ǘŀƎŜ 5ŜǎŎǊƛǇǘƛƻƴ 

IDLE The initial stage of CCN operation 

DATA_RECV The host is receiving the firmware image 

UPDATING The firmware image is received and start upgrading 

FINISHED Firmware upgrading is finished 

ERROR Firmware upgrading is failed 

DISCONN The host disconnects with CCN master 

̢ ҈ 

¢ƘŜ ƻǇŜǊŀǘƛƴƎ ǇŜǊŎŜƴǘŀƎŜ ƻŦ ŎǳǊǊŜƴǘ ǎǘŀƎŜ 
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¶ Upgrade Selected Hosts 

tƭŜŀǎŜ ŜƴǎǳǊŜ ǘƘŜǊŜ ƛǎ ŀ ¦{. ǎǘƛŎƪ ƛƴǎŜǊǘŜŘ ƛƴǘƻ ǘƘŜ ¦{. ǇƻǊǘΦ 

̢ LƳŀƎŜ CƛƭŜ bŀƳŜ 

¢ƘŜ CƛƭŜ bŀƳŜ ƻŦ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜΣ ǿƘƛŎƘ ƛǎ ǎŀǾŜŘ ǘƻ ǘƘŜ ¦{.Φ ¢ƘŜ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜ 

a¦{¢ ōŜ ǎŀǾŜŘ ƛƴ ǘƘŜ Ǌƻƻǘ ǇŀǘƘ ƻŦ ¦{.Φ 

Note: The file system of USB must be FAT32. 

¶  (Upgrade Button) 

After entering the firmware image path, click "Upgrade" button to start upgrading. 

#ÏÎÆÉÇÕÒÁÔÉÏÎ %ØÁÍÐÌÅ ÆÏÒ ##. 

 

)Î ÔÈÅ ÌÅÆÔ ÄÉÁÇÒÁÍȟ ÔÈÅ 3! ÉÓ ÔÈÅ ##. ÍÁÓÔÅÒȟ ÁÎÄ 

ÔÈÅ 3"ȟ 3#ȟ 3$ȟ ÁÎÄ 3' ÁÒÅ ÔÈÅ ÎÏÄÅÓ ÔÈÁÔ ×ÁÎÔ ÔÏ 

ÕÐÇÒÁÄÅȢ  

&ÉÒÓÔȟ ×Å ÈÁÖÅ ÔÏ ÅÎÓÕÒÅ ÔÈÅ ÆÉÒÍ×ÁÒÅ ÉÍÁÇÅ ÉÓ 

ÓÁÖÅÄ ÉÎ Á 53" ÓÔÉÃË ÁÎÄ ÔÈÅ 53" ÓÔÉÃË ÉÓ ÉÎÓÅÒÔÅÄ ÉÎÔÏ 

ÔÈÅ 53" ÐÏÒÔ ÏÆ 3!Ȣ  

!ÎÄ ÔÈÅÎȟ ÏÐÅÎ ÔÈÅ ÃÏÎÆÉÇÕÒÁÔÉÏÎ 7%" '5) ÏÆ 3! 

ÁÎÄ ÅÎÔÅÒ #ÏÍÍÁÎÄ Ǫ #ÏÎÔÒÏÌ .ÏÄÅ ÐÁÇÅȢ 4ÈÅ 

ÃÏÎÎÅÃÔÅÄ ÎÏÄÅÓ ×ÉÌÌ ÓÈÏ× ÏÎ ÔÈÅ $ÉÓÃÏÖÅÒÅÄ .ÏÄÅÓ 

ÌÉÓÔȢ 

{ǘŜǇ-ōȅ-ǎǘŜǇ /ƻƴŦƛƎǳǊŀǘƛƻƴ 

5. [ƻƎƛƴ ²Ŝō /ƻƴǎƻƭŜ ŀƴŘ ŎƭƛŎƪ ƳŜƴǳ άaŀƛƴǘŜƴŀƴŎŜέ -Ҕ ά/ƻƳƳŀƴŘ ϧ /ƻƴǘǊƻƭ bƻŘŜέ 

6. ¢ƘŜ 5ƛǎŎƻǾŜǊŜŘ bƻŘŜǎ ǎŜŎǘƛƻƴ ŘƛǎǇƭŀȅǎ ŀƭƭ ŘŜǾƛŎŜǎ ǘƘŀǘ {! όƳŀǎǘŜǊύ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻΦ  

7. /ƭƛŎƪ ǘƘŜ ŎƘŜŎƪōƻȄŜǎ ƻŦ {.Σ {/Σ {5Σ ŀƴŘ {D όƻǊ ǘƘŜ ŘŜǾƛŎŜǎ ǘƘŀǘ ǿŀƴǘ ǘƻ ǳǇƎǊŀŘŜύΦ 

bƻǘŜΥ ¢ƘŜǊŜ ƛǎ ŀ ƭƛƳƛǘŀǘƛƻƴ ǘƘŀǘ ǳǎŜǊǎ ƘŀǾŜ ǘƻ ǎŜƭŜŎǘ ǘƘŜ ŘŜǾƛŎŜǎ ǘƘŀǘ ǿŀƴǘ ǘƻ ǳǇƎǊŀŘŜ ŀǘ 

ƻƴŎŜ ŀƴŘ ƻƴ ǘƘŜ ǎŀƳŜ ǇŀƎŜ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ ǳǇƎǊŀŘŜ ōǳǘǘƻƴ ǘƻ ǎǘŀǊǘΦ 
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8. /ƘŜŎƪ ǘƘŜ ¦{. ǎǘƛŎƪ ƛǎ ƛƴǎŜǊǘŜŘ ŀƴŘ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜ ƛǎ ǎŀǾŜŘ ƛƴ ƛǘΦ 

9. 9ƴǘŜǊ ǘƘŜ ǇŀǘƘ ƻŦ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛƳŀƎŜΦ 

 

10. /ƭƛŎƪ ¦ǇƎǊŀŘŜ .ǳǘǘƻƴ ǘƻ ǎǘŀǊǘ ǳǇƎǊŀŘƛƴƎ 

i. #ÏÎÆÉÇÕÒÅ &ÉÒÍ×ÁÒÅ &ÉÌÅ .ÁÍÅ 

 

ii.  #ÏÐÙÉÎÇ &ÉÒÍ×ÁÒÅȟ ÔÈÅÒÅ ×ÉÌÌ ÂÅ Á ×ÁÒÎÉÎÇ ÍÅÓÓÁÇÅ ÔÏ ÎÏÔÉÆÙ ÕÓÅÒÓ ÔÏ ËÅÅÐ ÔÈÅ 7%" ÏÎ ÔÈÅ ##. 

ÐÁÇÅȢ 

 

iii.  6ÅÒÉÆÙÉÎÇ &ÉÒÍ×ÁÒÅ 

 

iv. $ÅÃÏÍÐÒÅÓÓÉÎÇ ÁÎÄ %ØÔÒÁÃÔÉÎÇ &ÉÒÍ×ÁÒÅ 

 

v. 3ÔÁÒÔ ##. 5ÐÇÒÁÄÉÎÇȟ ÔÈÅ 3ÔÁÇÅ ÁÎÄ 0ÅÒÃÅÎÔÁÇÅ ɉϻɊ ×ÉÌÌ ÃÈÁÎÇÅ ×ÉÔÈ ÔÈÅ ÕÐÇÒÁÄÉÎÇ ÐÒÏÃÅÓÓ 

vi. 3ÔÁÇÅ $!4!;2%#6ȟ ÈÏÓÔÓ ÁÒÅ ÒÅÃÅÉÖÉÎÇ ÔÈÅ ÆÉÒÍ×ÁÒÅ ÉÍÁÇÅ 
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vii.  3ÔÁÇÅ 50$!4).'ȟ ÔÈÅ ÆÉÒÍ×ÁÒÅ ÉÓ ÕÐÇÒÁÄÉÎÇ 

 

viii.  3ÔÁÇÅ &).)3(%$ȟ ÔÈÅ ÆÉÒÍ×ÁÒÅ ÕÐÇÒÁÄÉÎÇ ÉÓ ÆÉÎÉÓÈÅÄȟ ÁÎÄ ÔÈÅ ÓÅÌÅÃÔÅÄ ÎÏÄÅÓ ÁÒÅ ÒÅÂÏÏÔÉÎÇ 
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3  Command Line Interface  

 /ƻƳƳŀƴŘ [ƛƴŜ LƴǘŜǊŦŀŎŜ ό/[Lύ ŀƭƭƻǿǎ ǘƘŜ ǳǎŜǊǎ ǘƻ ŎƻƴŦƛƎǳǊŜΣ ƳƻƴƛǘƻǊΣ ŀƴŘ Ƴŀƛƴǘŀƛƴ ǘƘŜ ǎǿƛǘŎƘ 

ōȅ ŜȄŜŎǳǘƛƴƎ ŎƻƳƳŀƴŘǎ ŘƛǊŜŎǘƭȅ ŦǊƻƳ ŀ ǘŜǊƳƛƴŀƭΦ  !ƭǘƘƻǳƎƘ ƳƻǊŜ ŎǳƳōŜǊǎƻƳŜ ǘƻ ǳǎŜ ǘƘŀƴ ǘƘŜ D¦L 

ǿŜōǎŜǊǾŜǊΣ ƛǘ ŀƭƭƻǿǎ ŦƻǊ ƳƻǊŜ ŘŜǘŀƛƭŜŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻǇǘƛƻƴǎ ǘƘŀǘ ŀǊŜ ƴƻǘ ƴŜŎŜǎǎŀǊƛƭȅ ŀǾŀƛƭŀōƭŜ 

ǘƘǊƻǳƎƘ ǘƘŜ D¦LΦ 

3.1  Connecting to the CLI  

¢ƘŜ ǳǎŜǊ Ƴŀȅ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ /[L ƛƴ ƻƴŜ ƻŦ ǘǿƻ ǿŀȅǎΤ Ǿƛŀ ŀ ǎŜǊƛŀƭ ŎƻƴǎƻƭŜ ǇƻǊǘ ǳǎƛƴƎ ŀ ǘŜǊƳƛƴŀƭ ǎŜǊǾŜǊ 

ƻǊ ǘƘǊƻǳƎƘ ŀƴ ŜǘƘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ǳǎƛƴƎ ǘŜƭƴŜǘΦ 

 

3.1.1  Connect via Console Port  

 

¢ƘŜ /ƻƴǎƻƭŜ ǇƻǊǘ ƻƴ ǘƘŜ ǎǿƛǘŎƘ ƛǎ w{нон Řŀǘŀ ŦƻǊƳŀǘ ŀƴŘ ǳǎŜǎ ŀƴ wWпр ŎƻƴƴŜŎǘƻǊ ŀǎ ǘƘŜ 

ǇƘȅǎƛŎŀƭ ƛƴǘŜǊŦŀŎŜΦ  ¸ƻǳǊ ǳƴƛǘ ŎŀƳŜ ǿƛǘƘ ŀ wWпр ǘƻ 5. ф ŀŘŀǇǘŜǊ ŎŀōƭŜ ǿƘƛŎƘ ȅƻǳ Ŏŀƴ ǳǎŜ ǘƻ ŎƻƴƴŜŎǘ 

ǘƻ ŀ ǎŜǊƛŀƭ ǇƻǊǘ ƻƴ ȅƻǳǊ ǘŜǊƳƛƴŀƭΦ  LŦ ȅƻǳ Řƻ ƴƻǘ ƘŀǾŜ ŀ ǎŜǊƛŀƭ ǇƻǊǘ ŀǾŀƛƭŀōƭŜΣ ȅƻǳ Ŏŀƴ ǳǎŜ ŀ ¦{. ǘƻ 

ǎŜǊƛŀƭ ŀŘŀǇǘŜǊ όƴƻǘ ƛƴŎƭǳŘŜŘύ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ŀŘŀǇǘŜǊ ŎŀōƭŜΦ  ¢ƘŜ ¦{. ǘƻ ǎŜǊƛŀƭ ŎƻƴǾŜǊǘŜǊ ǿƛƭƭ 

ŎǊŜŀǘŜ ŀ ǾƛǊǘǳŀƭ /ha ǇƻǊǘ ŦƻǊ ȅƻǳ ǘƻ ǳǎŜ ǘƻ ŎƻƳƳǳƴƛŎŀǘŜ ǘƻ ǘƘŜ /[LΦ 

 

.ŜŦƻǊŜ ǎǘŀǊǘƛƴƎ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ǘƻ ǘƘŜ /ƻƴǎƻƭŜ tƻǊǘΣ ŎƻƴŦƛǊƳ ǘƘŀǘ ȅƻǳ ƘŀǾŜ ŀ ǘŜǊƳƛƴŀƭ ǳǘƛƭƛǘȅ 

όǎǳŎƘ ŀǎ άtǳǘǘȅέΣ ά¢ŜǊŀ ¢ŜǊƳέΣ άIȅǇŜǊ¢ŜǊƳƛƴŀƭέΣ ά{ŜŎǳǊŜ/w¢έΣ ŜǘŎΦύ ƛƴǎǘŀƭƭŜŘΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŜȄŀƳǇƭŜ 

ƛǎ ƻǇŜǊŀǘƛƴƎ ƻƴ ²ƛƴŘƻǿǎ т ŀƴŘ ƛǎ ǳǎƛƴƎ άtǳǘǘȅέ ǘƻ ŎƻƴƴŜŎǘΦ 

 

1. /ƻƴƴŜŎǘ ǘƘŜ /ƻƴǎƻƭŜ tƻǊǘ ǘƻ ȅƻǳǊ t/ ƻǊ [ŀǇǘƻǇ ŀƴŘ ŎƘŜŎƪ ǘƘŜ ǇƻǊǘ ƴǳƳōŜǊ ƛƴ ǘƘŜ ά5ŜǾƛŎŜ 

aŀƴŀƎŜǊέ ƻƴ ǘƘŜ t/Φ 

 

2. /ƻƴŦƛƎǳǊŜ ǘƘŜ {ŜǊƛŀƭ LƴŦƻǊƳŀǘƛƻƴ ǿƛǘƘ ǘƘŜ /ha ǇƻǊǘ ƴǳƳōŜǊ ŀƴŘ {ǇŜŜŘ ό.ŀǳŘ wŀǘŜΥ ммрнллύΦ .ȅ 

ŘŜŦŀǳƭǘΣ ǘƘŜ 5ŀǘŀ ōƛǘǎ ŀƴŘ tŀǊƛǘȅ ŀǊŜ у ŀƴŘ мΦ ¢ƘŜƴ ŎƭƛŎƪ άhǇŜƴέ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ /[LΦ 

bƻǘŜΥ ¢ƘŜ ŎƻƳǇƭŜǘŜ ǇŀǊŀƳŜǘŜǊǎ ŀǊŜ /ha·κммрнллκуκмΦ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мсл 
 

 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мсм 
 

3. 9ƴǘŜǊ ǘƘŜ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ǘƻ ƭƻƎƛƴ ǘƻ ǘƘŜ ǎȅǎǘŜƳΦ ¢ƘŜ ŘŜŦŀǳƭǘ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ 

ƛǎ ŀŘƳƛƴκŀŘƳƛƴΦ 

 
4. ²ƘŜƴ ȅƻǳ ǎŜŜ ά{ǿƛǘŎƘҔέΣ ƛǘ ǊŜŦŜǊǎ ǘƘŀǘ ȅƻǳ ƘŀǾŜ ƭƻƎƎŜŘ ƛƴ ǘƻ ǘƘŜ ǎȅǎǘŜƳΦ ¸ƻǳ Ŏŀƴ ǘƘŜƴ ǎǘŀǊǘ ǘƻ 

ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎȅǎǘŜƳ ƻƴ ǘƘŜ /[L ƳƻŘŜΦ 

 

3.1.2  Connect via Telnet  

¦ǎƛƴƎ ǘŜƭƴŜǘΣ ȅƻǳ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ /[L Ǿƛŀ ŀƴ 9ǘƘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ƛƴǘƻ ŀƴȅ ŀǾŀƛƭŀōƭŜ 9ǘƘŜǊƴŜǘ 

ǇƻǊǘ ƻƴ ǘƘŜ ǎǿƛǘŎƘΦ  CƛǊǎǘΣ ȅƻǳ Ƴǳǎǘ ǾŜǊƛŦȅ ǘƘŀǘ ǘŜƭƴŜǘ ƛǎ ŜƴŀōƭŜŘ ƻƴ ȅƻǳǊ ǘŜǊƳƛƴŀƭΦ  ¢ƻ ǾŜǊƛŦȅ 

ǘƘƛǎΣ ǘȅǇŜ ǘŜƭƴŜǘ ŀǘ ǘƘŜ ŎƻƳƳŀƴŘ ǇǊƻƳǇǘΦ  LŦ ȅƻǳ ǎŜŜ ǘƘŜ ōŜƭƻǿΣ ȅƻǳ Ƴǳǎǘ ŜƴŀōƭŜ ƛǘ ǘƻ 

ǇǊƻŎŜŜŘΦ 

  

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŜȄŀƳǇƭŜ ƛǎ ƻǇŜǊŀǘƛƴƎ ƻƴ ²ƛƴŘƻǿǎ тΦ LŦ ǘƘŜ ǎȅǎǘŜƳ ǎƘƻǿǎ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀǎ ǘƘŜ 

ǇƛŎǘǳǊŜ ōŜƭƻǿΣ ǇƭŜŀǎŜ ŜƴŀōƭŜ ǘƘŜ ά¢ŜƭƴŜǘ /ƭƛŜƴǘέ ōŜŦƻǊŜ ǳǎƛƴƎ ǘŜƭƴŜǘ ŦǳƴŎǘƛƻƴΦ 

 

 

%ÎÁÂÌÅ 4ÅÌÎÅÔ #ÌÉÅÎÔ ÏÎ 7ÉÄÏ×Ó ϋ 

1. /ƭƛŎƪ ǘƘŜ ²ƛƴŘƻǿǎ ά{ǘŀǊǘέ ōǳǘǘƻƴ ŀƴŘ ŎƭƛŎƪ ά/ƻƴǘǊƻƭ tŀƴŜƭέ ƛǘŜƳΦ 

 

2. /ƭƛŎƪ ǘƘŜ άtǊƻƎǊŀƳǎέ ƛǘŜƳΦ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мсн 
 

 

3. /ƭƛŎƪ ǘƘŜ ά¢ǳǊƴ ²ƛƴŘƻǿǎ ŦŜŀǘǳǊŜǎ ƻƴ ƻǊ ƻŦŦέ ƛǘŜƳΦ 

 
4. {ŜƭŜŎǘ ǘƘŜ ŎƘŜŎƪōƻȄ ƻŦ ά¢ŜƭƴŜǘ /ƭƛŜƴǘέ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ άhYέ ǘƻ ŜƴŀōƭŜ ǘŜƭƴŜǘ ŦǳƴŎǘƛƻƴΦ 

 

5. /ƭƛŎƪ ²ƛƴŘƻǿǎ ά{ǘŀǊǘέ ōǳǘǘƻƴ ŀƴŘ ŜƴǘŜǊ άŎƳŘέ ƻƴ ǘƘŜ ǎŜŀǊŎƘ ōƻȄ ǘƻ ƻǇŜƴ ǘƘŜ ά/ƻƳƳŀƴŘ 

tǊƻƳǇǘέ ǘƻ ǘŜǎǘ ǘƘŜ ǘŜƭƴŜǘ ŦǳƴŎǘƛƻƴΦ 

 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мсо 
 

 

 

 

 

#ÏÎÎÅÃÔ ÖÉÁ 4ÅÌÎÅÔ #ÌÉÅÎÔ ÏÎ 7ÉÄÏ×Ó ϋ 

 

1. /ƭƛŎƪ ²ƛƴŘƻǿǎ ά{ǘŀǊǘέ ōǳǘǘƻƴ ŀƴŘ ŜƴǘŜǊ άŎƳŘέ ƻƴ ǘƘŜ ǎŜŀǊŎƘ ōƻȄ ǘƻ ƻǇŜƴ ǘƘŜ ά/ƻƳƳŀƴŘ 

tǊƻƳǇǘέΦ 

2. 9ƴǘŜǊ άǘŜƭƴŜǘ ώLtψ!55w9{{ϐέ ƻƴ ǘƘŜ /a5 ǿƛƴŘƻǿΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǎǿƛǘŎƘ ƛǎ 

άмфнΦмсуΦмлΦмссέΣ ǎƻ ŜƴǘŜǊ άǘŜƭƴŜǘ мфнΦмсуΦмлΦмссέ ŀƴŘ ǘƘŜƴ ǇǊŜǎǎ ǘƘŜ ά9ƴǘŜǊέ ƪŜȅΦ 

 

3. 9ƴǘŜǊ ǘƘŜ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ǘƻ ƭƻƎƛƴ ǘƘŜ ǎȅǎǘŜƳΦ ¢ƘŜ ŘŜŦŀǳƭǘ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ƛǎ 

ŀŘƳƛƴκŀŘƳƛƴΦ 

 

4. ²ƘŜƴ ά{ǿƛǘŎƘҔέ ƛǎ ŘƛǎǇƭŀȅŜŘΣ ƛǘ ǊŜŦŜǊǎ ǘƘŀǘ ȅƻǳ ƘŀǾŜ ƭƻƎƎŜŘ ƛƴ ǘƻ ǘƘŜ ǎȅǎǘŜƳΦ ¸ƻǳ Ŏŀƴ ǘƘŜƴ ǎǘŀǊǘ 

ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎȅǎǘŜƳ ƻƴ ǘƘŜ /[L ƳƻŘŜΦ 

 

 

 

 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мсп 
 

3.2  CLI Modes  

3.2.1  Default mode  

!ŦǘŜǊ ƭƻƎƎƛƴƎ ƛƴǘƻ ǘƘŜ /[LΣ ǘƘŜ ǳǎŜǊ ƛǎ ƛƴ ŘŜŦŀǳƭǘ ƳƻŘŜ ŀǎ ǎƘƻǿƴ ōȅ ǘƘŜ ǎƛƳǇƭŜ ǇǊƻƳǇǘ ά{ǿƛǘŎƘҔέΦ  

Lƴ ǘƘƛǎ ƳƻŘŜΣ ƻƴƭȅ ŀ ŦŜǿ ŎƻƳƳŀƴŘǎ ŀǊŜ ŀǾŀƛƭŀōƭŜΥ  ¸ƻǳ Ŏŀƴ ǎƘƻǿ ŀǾŀƛƭŀōƭŜ ŎƻƳƳŀƴŘǎ ŀƴȅǘƛƳŜ ōȅ 

ŜƴǘŜǊƛƴƎ ΨΚΩ  

 

 
 

 

3.2.2  Privileged Mode  

    ¢ƻ ǾƛŜǿ ǎȅǎǘŜƳ ǇŀǊŀƳŜǘŜǊǎΣ ȅƻǳ Ƴǳǎǘ ŜƴǘŜǊ ǘƘŜ tǊƛǾƛƭŜƎŜŘ aƻŘŜΦ ¢Ƙƛǎ Ŏŀƴ ōŜ ŘƻƴŜ ōȅ ǘȅǇƛƴƎ 

άŜƴŀōƭŜέΦ  !ǘ ǿƘƛŎƘ Ǉƻƛƴǘ ǘƘŜ ǇǊƻƳǇǘ ǿƛƭƭ ŎƘŀƴƎŜ ǘƻ {ǿƛǘŎƘІΦ  ¢ǿƻ ŀŘŘƛǘƛƻƴŀƭ ŎƻƳƳŀƴŘǎ ŀǊŜ ƴƻǘ 

ŀǾŀƛƭŀōƭŜΣ ǎƘƻǿ ŀƴŘ ŎƻƴŦƛƎǳǊŜΦ 

 

 
 

 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мср 
 

 Show command  

 

¢ƘŜ ǎƘƻǿ ŎƻƳƳŀƴŘ ŀƭƭƻǿǎ ǘƘŜ ǳǎŜǊ ǘƻ ƳƻƴƛǘƻǊ ŀƭƭ ǎȅǎǘŜƳ ǇŀǊŀƳŜǘŜǊǎΦ 

 

 

 

aŀƴȅ ŎƻƳƳŀƴŘǎ ƘŀǾŜ ǎǳō ŦƛŜƭŘǎ ǿƘƛŎƘ Ŏŀƴ ōŜ ǾƛŜǿŜŘ ōȅ ŜƴǘŜǊƛƴƎ ǘƘŜ Κ ŀŦǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘΦ 

CƻǊ ŜȄŀƳǇƭŜΣ ƛŦ ȅƻǳ ǿƛǎƘ ǘƻ ǾƛŜǿ ǘƘŜ ǎȅǎƭƻƎΣ ȅƻǳ ǿƻǳƭŘ ǘȅǇŜ ǎƘƻǿ άǎƘƻǿ ǎȅǎƭƻƎ Κέ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мсс 
 

 

 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ǎŜŜ ǘƘŜ ǎǳō ŦƛŜƭŘǎ ƻŦ ƭƻŎŀƭΣ ƭƻƎΣ ǊŜƳƻǘŜ ŀƴŘ ǳǎō ŀǊŜ ŀǾŀƛƭŀōƭŜΦ  !ŘŘƛƴƎ ƻƴŜ ƻŦ ǘƘŜǎŜ ǘƻ 

ǘƘŜ ŎƻƳƳŀƴŘΣ ŎƻƳǇƭŜǘŜǎ ǘƘŜ ŎƻƳƳŀƴŘ ŀƴŘ ŜȄŜŎǳǘŜǎΦ 

 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мст 
 

3.2.3  Configuration Mode  

 

LŦ ǳǎŜǊǎ ǿŀƴǘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎȅǎǘŜƳ Ǿƛŀ /[LΣ ǘƘŜȅ Ƴǳǎǘ ŜƴǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴ aƻŘŜΦ 

hƴŎŜ ƛƴ tǊƛǾƛƭŜƎŜŘ aƻŘŜ ƛǎǎǳŜ άŎƻƴŦƛƎǳǊŜ ǘŜǊƳƛƴŀƭέ ǘƻ ŜƴǘŜǊ /ƻƴŦƛƎǳǊŀǘƛƻƴ aƻŘŜΦ ¢ƘŜ ǇǊƻƳǇǘ ǿƛƭƭ 

ǎǿƛǘŎƘ ǘƻ ά{ǿƛǘŎƘόŎƻƴŦƛƎύІέ ŀƴŘ ǳǎŜǊǎ Ŏŀƴ ǎǘŀǊǘ ŎƻƴŦƛƎǳǊƛƴƎ ǘƘŜ ǎȅǎǘŜƳΦ 

 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мсу 
 

 

 

3.2.4  Interface Mode  

 

LƴǘŜǊŦŀŎŜ ƳƻŘŜΣ ƛǎ ǳǎŜŘ ŦƻǊ ŎƻƴŦƛƎǳǊƛƴƎ ŀ ǎǇŜŎƛŦƛŎ ƛƴǘŜǊŦŀŎŜ όŀƴȅ thw¢ ƻǊ ¢w¦bYύΦ  ¢ƻ ŜƴǘŜǊ 

LƴǘŜǊŦŀŎŜ ƳƻŘŜΣ ǘȅǇŜ ƛƴǘŜǊŦŀŎŜ ŦǊƻƳ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƳƻŘŜΦ  ¢ƘŜ ǇǊƻƳǇǘ ǿƛƭƭ ŎƘŀƴƎŜ ǘƻ ǎƘƻǿ ǘƘŜ 

ƛƴǘŜǊŦŀŎŜ ǎŜƭŜŎǘŜŘ ŀǎ ǎƘƻǿƴ ōŜƭƻǿΦ 

 

 

 

LǎǎǳƛƴƎ ΨŜȄƛǘΩΣ ǿƛƭƭ ǊŜǘǳǊƴ ȅƻǳ ǘƻ /ƻƴŦƛƎǳǊŀǘƛƻƴ ƳƻŘŜΦ 

 

3.2.5  VLAN, ERPS, MRP modes  

 

¢ƘŜǎŜ ƳƻŘŜǎ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǾŀǊƛƻǳǎ ±[!bΩǎ ŀƴŘ ǊŜŘǳƴŘŀƴŎȅ ǊƛƴƎǎ ŀǎ ŘŜŦƛƴŜŘ ƛƴ ǘƘŜ ŎƘŀǊǘ 

ōŜƭƻǿΦ 

 

aƻŘŜ /ƻƳƳŀƴŘ 5ŜǎŎǊƛǇǘƛƻƴ 

±[!b vlan X X implies the VLAN ID 

9wt{ ethernet redundancy erps-ring X X implies the Ring number, from 1 to 3 

awt ethernet redundancy mrp instance-mode 1 Only support single ring currently 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мсф 
 

 

3.3  Command Groups  

 ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŀǊŜ ǘƘŜ ŎƻƳƳŀƴŘǎ ǘƘŀǘ ǘƘŜ ǳǎŜǊǎ Ŏŀƴ ǳǎŜ ƛƴ ǘƘŜ /[L ƳƻŘŜΦ ¢ƘŜ {ǿƛǘŎƘ Ƴǳǎǘ ōŜ ƛƴ 

ǘƘŜ ǇǊƻǇŜǊ ƳƻŘŜ ŦƻǊ ǘƘŜ ƎƛǾŜƴ ŎƻƳƳŀƴŘ ŀǎ ƻǳǘƭƛƴŜŘ ƛƴ ǘƘŜ ǘŀōƭŜ ōŜƭƻǿΦ 

3.3.1  Authentication Group  

Command Explanation Mode 

login authentication [tacacs+ | radius] Set login authentication method Configure 

logout Disconnect Configure 

radius-server host [IP_ADDR] Set IP address of RADIUS server Configure 

radius-server key [SHARED_KEY] 
Set specific characters for authentication 
verification 

Configure 

radius-server port [1-65535] Set communication port of RADIUS server Configure 

radius-server retransmit [1-1000] 
Set the number of times a request re-sending to 
RADIUS server 

Configure 

radius-server timeout [1-1000] 
Set the timeout period to wait for RADIUS server 
response 

Configure 

tacacs-server host [IP_ADDR] Set IP address of TACASC+ server Configure 

tacacs-server key [SHARED_KEY] 
Set specific characters for authentication 
verification 

Configure 

tacacs-server port [1-65535] Set communication port of TACASC+ server Configure 

tacacs-server timeout [1-1000] 
Set the timeout period to wait for TACASC+ 
server response 

Configure 

username [USER_ID] [PASSWORD] Configure username and password Configure 

username-ro [USER_ID] [PASSWORD] Configure read only username and password Configure 

show login authentication Display login authentication method Configure 

show radius-server host Display IP address of RADIUS server Configure 

show radius-server key 
Display specific characters for authentication 
verification 

Configure 

show radius-server port Display communication port of RADIUS server Configure 

show radius-server retransmit Display the number of times a request is resent Configure 

show radius-server timeout 
Display the timeout period to wait for RADIUS 
server response 

Configure 

show tacacs-server host Display IP address of the server Configure 

show tacacs-server key 
Display specific characters for authentication 
verification 

Configure 

show tacacs-server port Display communication port of the server Configure 

show tacacs-server timeout 
Display the timeout period to wait for the server 
response 

Configure 

show username Display admin ID Configure 

show username-ro Display read only user ID Configure 
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no login authentication Default Login authentication method Configure 

no radius-server host Default IP address of the server Configure 

no radius-server key 
Default specific characters for authentication 
verification 

Configure 

no radius-server port Default communication port of the server Configure 

no radius-server retransmit Default the number of times a request is resent Configure 

no radius-server timeout 
Default the timeout period to wait for the server 
response 

Configure 

no tacacs-server host Default IP address of TACACS+ server Configure 

no tacacs-server key 
Default specific characters for authentication 
verification 

Configure 

no tacacs-server port Default communication port of TACACS+ server Configure 

no tacacs-server timeout 
Default the timeout period to wait for TACACS+ 
server response 

Configure 

no username Default username and password Configure 

no username-ro Default read only username and password Configure 

3.3.2  SSH  Group  

Command Explanation Mode 

copy host-key-config usb [FILE_NAME] Backup SSH host key to USB Configure 

copy usb host-key-config [file] Upload SSH host key config from USB Configure 

download file name [FILE_NAME] 
Set downloading file name, default name 
is host_key.cfg 

Configure 

download host-key-config Download current SSH host key config Configure 

download server account 
[SERVER_ACCOUNT] 

Set downloading server account Configure 

download server ip [SERVER_IP] Set downloading server IP Address Configure 

download server password 
[SERVER_PASSWORD] 

Set downloading server password Configure 

upload host-key-config wget [file] Upload SSH host key config from Localhost Configure 

show ssh host-key Display SSH host key Configure 

3.3.3  System Group  

Command Explanation Mode 

erase startup-config  Reset to factory default and reboot Configure 

erase startup-config keep-ip Reset to factory default except IP Configure 

erase startup-config keep-ip-user Reset to factory default except IP and USER Configure 

erase startup-config keep-user Reset to factory default except USER ID/PASS Configure 

exec-timeout [MINUTE] [SECOND] Set idle timeout [MINUTE] [SECOND] Configure 

hostname [HOSTNAME] Set Switch Host Name Configure 

reboot Reboot the switch Configure 

system contact [CONTACT] Set system contact Configure 
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system description [SYS_DESCRIPTION] Set device description Configure 

system location [LOCATION] Set device location Configure 

show exec-timeout Display idle timeout Configure 

show hostname Display Switch Host Name Configure 

show environment power [1|2] Display power 1/2 status Configure 

show event status relay Display relay status Configure 

show system contact Display system contact Configure 

show system description Display system description Configure 

show system firmware-date Display system release time Configure 

show system location Display system location Configure 

show system mac Display system MAC address Configure 

show system uptime Display system uptime Configure 

show system version firmware Display system version Configure 

show transceiver ddm Display transceiver DDM information Interface 

show transceiver info Display transceiver information Interface 

show transceiver raw Display transceiver raw data Interface 

show username Display admin ID Configure 

no exec-timeout Default idle timeout Configure 

no hostname Default Switch Host Name Configure 

no system contact Clear system contact Configure 

no system description Clear device description Configure 

no system location Clear device location Configure 

no username Default username and password Configure 

3.3.4  Service Control  Group  

Command Explanation Mode 

service [http | https | ssh | telnet | console | 
reset-button] enable 

Enable service http, https, ssh, telnet, 
console port, or reset button 

Configure 

show service [http | https | ssh | telnet | 
console | reset-button] 

Display service http, https, ssh, telnet, 
console port, or reset button state 

Configure 

no service [http | https | ssh | telnet | 
console | reset-button] 

Disable service http, https, ssh, telnet, 
console port, or reset button 

Configure 

3.3.5  IPv4 Group  

Command Explanation Mode 

ip address [IP_ADDR] [MASK] Set IPv4 address and netmask Configure 

ip default-gateway 
[DEFAULT_GATEWAY_ADDR] 

Set default gateway address Configure 

ip name-server [NAME_SERVER_IP] Set Domain Name-Server Configure 

ip ping [IPV4_ADDR] [<size PKG_SIZ> | 
<repeat PKG_CNT>] 

Issue an IPv4 ping command Configure 

show ip address Display Host address of IPv4 Configure 
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show ip default-gateway Display default gateway address Configure 

show ip mode Display IP mode (Static or Dynamic) Configure 

show ip name-server Display Domain Name-Server Configure 

no ip address  Delete IPv4 address Configure 

no ip default-gateway Clear the default gateway address Configure 

no ip name-server Clear the domain name-server Configure 

3.3.6  IPv6 Group  

Command Explanation Mode 

ipv6 address add [IPV6_ADDR</PREFIX_LEN>] Add an address and netmask of IPv6 Configure 

ipv6 enable Enable IPv6 protocol Configure 

ipv6 neighbor flush Issue a neighbor flush command of IPv6 Configure 

ipv6 ping [IPV6_ADDR] [<size PKG_SIZ> | 
<repeat PKG_CNT>] 

Issue an IPv6 ping command Configure 

show ipv6 Display IPv6 protocol state Configure 

show ipv6 address Display IPv6 addresses Configure 

show ipv6 default address Display default IPv6 address Configure 

show ipv6 neighbor Display neighbor cache of IPv6 Configure 

no ipv6 Disable IPv6 protocol Configure 

no ipv6 address add 
[IPV6_ADDR/PREFIX_LEN] 

Delete IPv6 address Configure 

3.3.7  Time Group  

Command Explanation Mode 

clock time [hh:mm:ss] [day] [month] [year] Configure time Configure 

clock timezone [AREA] [CITY] Configure time zone Configure 

ntp client sync [minute | hour | day | month 
| year] [NUMBER] 

Configure NTP client sync Configure 

ntp client timeserver1 [SERVER_IP/URL] Configure NTP client time server 1 Configure 

ntp client timeserver2 [SERVER_IP/URL] Configure NTP client time server 2 Configure 

ntp time update Configure NTP time update Configure 

show clock time Show time Configure 

show clock timezone Show timezone Configure 

show ntp client sync Show sync time Configure 

show ntp client timeserver1 Show NTP server 1 configuration Configure 

show ntp client timeserver2 Show NTP server 2 configuration Configure 

no clock timezone Remove timezone Configure 

no ntp client sync Remove NTP sync time Configure 

no ntp client timeserver1 Remove NTP time server 1 configuration Configure 

no ntp client timeserver2 Remove NTP time server 2 configuration Configure 
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3.3.8  PTP Group  

Command Explanation Mode 

ptp announce interval [-1 to 7] 
Set PTP announce interval, the interval is 
expressed as log 2. i.e. -1 is 0.5s, 0 is 1s. 

Configure 

ptp announce timeout [2-255] Set PTP announce timeout Configure 

ptp disable Disable PTP Configure 

ptp domain [0-127] Set PTP domain number Configure 

ptp enable Enable PTP Configure 

ptp mode [m(master) | s(slave)] Set PTP mode  

ptp period [0-20] Set PTP timeout periods Configure 

ptp priority1 [0-248] Set PTP priority1 Configure 

ptp priority2 [0-248] Set PTP priority2 Configure 

ptp sync interval [-7 to 7] 
Set PTP sync interval, the interval is 
expressed as log 2. i.e. -1 is 0.5s, 0 is 1s. 

Configure 

show ptp announce interval Display PTP announce interval Configure 

show ptp announce timeout Display PTP announce timeout Configure 

show ptp clock Display PTP sync information Configure 

show ptp domain Display PTP domain number Configure 

show ptp enable Display PTP status Configure 

show ptp mode Display PTP mode Configure 

show ptp period Display PTP timeout periods Configure 

show ptp priority1 Display PTP priority1 Configure 

show ptp priority2 Display PTP priority2 Configure 

show ptp sync interval Display PTP sync interval Configure 

no ptp announce interval Default PTP announce interval Configure 

no ptp announce timeout Default PTP announce timeout Configure 

no ptp domain Default PTP domain number Configure 

no ptp mode Default PTP mode Configure 

no ptp period Default PTP timeout periods Configure 

no ptp priority1 Default PTP priority1 Configure 

no ptp priority2 Default PTP priority2 Configure 

no ptp sync interval Default PTP sync interval Configure 

3.3.9  STP Group  

Command Explanation Mode 

spanning-tree forward-time [4-30] Set STP forward time Configure 

spanning-tree hello-time [1-10] Set STP hello time Configure 

spanning-tree max-age [6-40] Set max age Configure 

spanning-tree mode [rstp] Set STP mode as [RSTP] Configure 

spanning-tree mst instance [1-15] vlan 
[VLAN_LIST] 

Set vlan group for specific MSTP instance Configure 
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spanning-tree mst name [NAME] Set MSTP name Configure 

spanning-tree mst revision [0-65535] Set MSTP revision Configure 

spanning-tree mst [1-15] priority [0-61440] Set priority for specific MSTP instance Configure 

spanning-tree priority [0-61440] Set STP priority Configure 

spanning-tree cost [0-200000000] Configure STP cost Interface 

spanning-tree edge 
[admin-edge|admin-non-edge] 

Configure STP edge Interface 

spanning-tree link-type 
[point-to-multiple|point-to-point] 

Configure STP link type on port Interface 

spanning-tree mst [1-15] cost [0- 
200000000] 

Configure port cost for specific MSTP instance Interface 

spanning-tree mst [1-15] port-priority [0- 
200000000] 

Configure port priority for specific MSTP 
instance 

Interface 

spanning-tree port-priority [0-240] Configure STP port priority Interface 

spanning-tree stp disable Disable Spanning Tree Protocol (STP) on port Interface 

show spanning-tree forward-time Show STP forward time Configure 

show spanning-tree hello-time Show STP hello time Configure 

show spanning-tree max-age Show STP max age Configure 

show spanning-tree mode Show Spanning Tree mode (RSTP or disable) Configure 

show spanning-tree mst instance [1-15] 
vlan 

Show vlan group for specific MSTP instance Configure 

show spanning-tree mst name Show MSTP name Configure 

show spanning-tree mst revision Show MSTP revision Configure 

show spanning-tree mst [1-15] priority Show priority for specific MSTP instance Configure 

show spanning-tree mst [1-15] status Show bridge status for specific MSTP instance Configure 

show spanning-tree priority Show STP priority Configure 

show spanning-tree rstp-status Show Spanning Tree rstp status Configure 

show spanning-tree cost Show STP cost Interface 

show spanning-tree edge Show STP auto edge Interface 

show spanning-tree link-type Show STP link type Interface 

show spanning-tree mst [1-15] cost Show port cost for specific MSTP instance Interface 

show spanning-tree mst [1-15] 
port-priority 

Show port priority for specific MSTP instance Interface 

show spanning-tree port-priority Show STP port priority Interface 

show spanning-tree stp Show STP activated status on port Interface 

no spanning-tree forward-time Remove STP forward time configuration Configure 

no spanning-tree hello-time Remove STP hello time configuration Configure 

no spanning-tree max-age Remove STP max age configuration Configure 

no spanning-tree mode Disable STP configuration Configure 

no spanning-tree priority Remove STP priority configuration Configure 

no spanning-tree cost Remove STP cost configuration Interface 

no spanning-tree edge Remove auto edge configuration Interface 

no spanning-tree link-type Remove link type configuration Interface 
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no spanning-tree mst [1-15] cost Remove port cost for specific MSTP instance Interface 

no spanning-tree mst [1-15] port-priority 
Remove port priority for specific MSTP 
instance 

Interface 

no spanning-tree port-priority Remove STP port priority configuration Interface 

no spanning-tree stp Enable STP on port Interface 

3.3.10  ERPS  Group  

Command Explanation Mode 

ethernet redundancy erps-ring [ 1 | 2 | 3 ] 
Ethernet Ring Protection Switching (ERPS) 
mode 

Configure 

aps-channel [1 - 4094] Set APS channel ERPS 

disable Disable ERPS function ERPS 

enable Enable ERPS function ERPS 

erps-ring [ 1 | 2 | 3 ] Change to Other ERPS Ring ERPS 

ext-command clear Extended ERPS command - Clear ERPS 

ext-command fs Extended ERPS command ς Forced Switch ERPS 

ext-command ms Extended ERPS command ς Manual Switch ERPS 

id [1 - 239] Set Ring ID ERPS 

mel [0 - 7] ERPS mel ERPS 

revertive Set as revertive mode ERPS 

ring-port 0 [1(lan1) - N(lanN)] Mapping ERPS ring port0 to switch port ERPS 

ring-port 1 [1(lan1) - N(lanN)] Mapping ERPS ring port1 to switch port ERPS 

role port0 [o(owner) | n(neigh) | i(interconn)] Set role on ring port0 ERPS 

role port1 [o(owner) | n(neigh) | i(interconn)] Set role on ring port1 ERPS 

timer guard [10 - 2000] Set guard timer interval ERPS 

timer hold-off [0 - 10000] Set hold-off timer interval ERPS 

timer wtr [1 - 12] Set WTR timer interval ERPS 

type [m(major-ring) | s(sub-ring)] Set type as Major-Ring or Sub-Ring ERPS 

virtual-channel major-ring channel-id [1-4094] Set virtual channel for ERPS Ring ERPS 

virtual-channel sub-ring set Set virtual channel for ERPS Sub-ring ERPS 

show config Displays ERPS configuration ERPS 

show port status Displays ERPS ring port status ERPS 

show status Displays ERPS status ERPS 

no aps-channel Default ERPS aps-channel ERPS 

no id Default Ring ID as default ERPS 

no revertive Default mode non-revertive ERPS 

no ring-port 0 Default ring port0 as lan1 ERPS 

no ring-port 1 Default ring port1 as lan2 ERPS 

no role port0 Default role of ring port0 as none ERPS 

no role port1 Default role of ring port1 as none ERPS 

no timer guard Default guard timer ERPS 

no timer hold-off Default hold-off timer ERPS 
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no timer wtr Default wtr timer ERPS 

no type Default ring type as Major-Ring ERPS 

no virtual-channel major-ring channel-id 
Default virtual channel as ERPS Major 
Ring's aps-channell 

ERPS 

no virtual-channel sub-ring set 
Default virtual channel for ERPS Sub-ring 
as None 

ERPS 

3.3.11  MRP  Group  

Command Explanation Mode 

ethernet redundancy mrp instance-mode [1] Media Redundancy Protocol (MRP) mode Configure 

advanced-mode [enable | disable] Enable/Disable MRP Advanced Mode MRP 

domain-id [DOMAIN_ID] 
Set MRP Domain-id, the format is 16 bytes 
in decimal notaion 

MRP 

name [DOMAIN_NAME] Set MRP Domain Name MRP 

operation [enable | disable] Enable/Disable MRP Protocol MRP 

port 1 [1(lan1) - N(lanN)] Set MRP ring-port 1 ID MRP 

port 2 [1(lan1) - N(lanN)] Set MRP ring-port 2 ID MRP 

recovery-delay [500 | 200] Set MRP Recovery Delay (unit: ms) MRP 

role [m(manager) | c(client)] 
Set MRP Role to MRM(manager) or 
MRC(client) 

MRP 

show advanced-mode Display MRP Advanced-mode MRP 

show config Display MRP Domain Config MRP 

show domain-id Display MRP Domain ID MRP 

show name Display MRP Domain Name MRP 

show operation Display MRP Operation Status MRP 

show port [1 | 2] Display MRP ring-port [1 | 2]  ID MRP 

show recovery-delay Display MRP Recovery Delay MRP 

show role Display MRP Domain Expected Role MRP 

show summary Display MRP Domain Summary MRP 

no domain-id Default MRP Domain ID MRP 

no name Clear MRP Domain Name MRP 

no port [1 | 2]  Default MRP ring-port [1 | 2] ID MRP 

no recovery-delay Default MRP Recovery Delay MRP 

no role Default MRP Domain role MRP 

3.3.12  SNMP Group  

Command Explanation Mode 

snmp server community ro [COMMUNITY] 
Set v1, v2c snmp server read-only 
community 

Configure 

snmp server community rw [COMMUNITY] 
Set v1, v2c snmp server read-write 
community 

Configure 

snmp server enable Enable snmp server Configure 
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snmp server enable v1-v2c-only Enable snmp v1 and v2c Configure 

snmp server enable v3-only Enable snmp v3 command only Configure 

snmp server v3 auth admin [md5| sha] 
[PASSWORD] 

Set SNMPv3 admin authentication type Configure 

snmp server v3 auth user [md5| sha] 
[PASSWORD] 

Set SNMPv3 user authentication type Configure 

snmp server v3 encryption admin [des| aes] 
[PASSWORD] 

Set SNMPv3 admin encryption type Configure 

snmp server v3 encryption user [des| aes] 
[PASSWORD] 

Set SNMPv3 user encryption type Configure 

snmp server v3 level admin [auth| noauth| 
priv] 

Set SNMPv3 admin security level Configure 

snmp server v3 level user [auth| noauth| 
priv] 

Set SNMPv3 user security level Configure 

snmp trap community [COMMUNITY] Set v1, v2c snmp trap community Configure 

snmp trap host1 [TRAP_HOST_IP] Set snmp trap host 1 IP address Configure 

snmp trap host2 [TRAP_HOST_IP] Set snmp trap host 2 IP address Configure 

snmp trap inform retry [1-100] Set snmp inform retry times Configure 

snmp trap inform timeout [1-300] Set snmp inform timeout Configure 

snmp trap v3 auth [sha| md5] [PASSWORD] 
Set SNMPv3 authentication type: md5 or 
sha 

Configure 

snmp trap v3 encryption [des| aes] 
[PASSWORD] 

Set SNMPv3 encryption type: des or aes Configure 

snmp trap v3 engine-ID [ENGINE_ID] Set snmp trap engine ID Configure 

snmp trap v3 level [auth| noauth| priv] Set SNMPv3 trap security level Configure 

snmp trap v3 user [USER_ID] Set SNMPv3 trap user Configure 

snmp trap version [1| 2c trap| 2c inform| 3 
trap| 3 inform] 

Set snmp trap version and type Configure 

show snmp server Display snmp server status Configure 

show snmp server community ro Display snmp server read only community Configure 

show snmp server community rw Display snmp server writable community Configure 

show snmp server v3 auth admin 
Display SNMPv3 admin authentication 
type and passphrase 

Configure 

show snmp server v3 auth user 
Display SNMPv3 user authentication type 
and passphrase 

Configure 

show snmp server v3 encryption admin 
Display SNMPv3 admin encryption type 
and passphrase 

Configure 

show snmp server v3 encryption user 
Display SNMPv3 user encryption type and 
passphrase 

Configure 

show snmp server v3 level admin Display SNMPv3 admin security level Configure 

show snmp server v3 level user Display SNMPv3 user security level Configure 

show snmp trap community Display snmp trap community Configure 

show snmp trap host1 Display snmp trap host 1 Configure 

show snmp trap host2 Display snmp trap host 2 Configure 

show snmp trap inform retry Display snmp inform retry times Configure 
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show snmp trap inform timeout Display snmp inform timeout Configure 

show snmp trap v3 auth 
Display SNMPv3 authentication type and 
passphrase 

Configure 

show snmp trap v3 encryption 
Display SNMPv3 encryption type and 
passphrase 

Configure 

show snmp trap v3 engine-ID Display snmp trap engine ID Configure 

show snmp trap v3 level Display SNMPv3 trap security level Configure 

show snmp trap v3 user Display SNMPv3 trap user Configure 

show snmp trap version Display snmp trap version and type Configure 

no snmp server Disable snmp server Configure 

no snmp server community ro Default ro-community name Configure 

no snmp server community rw Default rw-community name Configure 

no snmp server v3 auth admin 
Default SNMPv3 admin authentication 
type 

Configure 

no snmp server v3 auth user Default SNMPv3 user authentication type Configure 

no snmp server v3 encryption admin Default SNMPv3 admin encryption type Configure 

no snmp server v3 encryption user Default SNMPv3 user encryption type Configure 

no snmp server v3 level admin Default SNMPv3 admin security level Configure 

no snmp server v3 level user Default SNMPv3 user security level Configure 

no snmp trap community Default snmp trap community Configure 

no snmp trap host1 Default snmp trap host 1 Configure 

no snmp trap host2 Default snmp trap host 2 Configure 

no snmp trap inform retry Default snmp inform retry times Configure 

no snmp trap inform timeout Default snmp inform timeout Configure 

no snmp trap v3 auth 
Default SNMPv3 authentication type and 
passphrase 

Configure 

no snmp trap v3 encryption 
Default SNMPv3 encryption type and 
passphrase 

Configure 

no snmp trap v3 engine-ID Default snmp trap engine ID Configure 

no snmp trap v3 level Default SNMPv3 trap security level Configure 

no snmp trap v3 user Default SNMPv3 trap user Configure 

no snmp trap version Default snmp trap version Configure 

3.3.13  DHCP Group  

Command Explanation Mode 

boot host dhcp Directs the system to get an IP address Configure 

dhcp relay information option Set DHCP-relay option Configure 

dhcp relay server [server_number: 1-4] 

[server_IP] 
Set DHCP-relay server [1-4] IP Configure 

dhcp relay untrust Set DHCP-relay untrusted port Interface 

dhcp server binding [bind_ID: 1 - 32] [MAC] Set binding IP and MAC of DHCP Configure 
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[IP_TO_BIND] 

dhcp server default-gateway [IP_ADDR] Set default-gateway IP for DHCP client Configure 

dhcp server included-address [START_OF_IP] 

[END_OF_IP] 
Set IP range for its client Configure 

dhcp server lease-time [60-2592000] Set DHCP server lease time Configure 

dhcp server name-server [IP_ADDR] Set name-server address for DHCP client Configure 

dhcp service relay enable Enable DHCP relay Configure 

dhcp service server enable Enable DHCP server Configure 

show boot host dhcp Display DHCP client state Configure 

show dhcp relay information option Display DHCP relay option Configure 

show dhcp relay server [server_number: 1-4] Display DHCP relay address Configure 

show dhcp relay untrust Display DHCP untrusted port status Interface 

show dhcp server binding Display all DHCP bounding entries Configure 

show dhcp server default-gateway Display DHCP default-gateway IP Configure 

show dhcp server included-address Display DHCP included IP range Configure 

show dhcp server lease Display DHCP lease entries Configure 

show dhcp server lease-time Display DHCP server lease time Configure 

show dhcp server name-server Display DHCP name-server Configure 

show dhcp server status Display DHCP server status Configure 

show dhcp service relay Display DHCP relay agent status Configure 

show dhcp service server Display DHCP server status Configure 

no boot host dhcp Disable DHCP client Configure 

no dhcp relay information option Disable DHCP relay option Configure 

no dhcp relay server [server_number: 1-4] Remove DHCP relay server [1-4] IP Configure 

no dhcp relay untrust Default port as trusted Interface 

no dhcp server binding [bind_ID: 1-32] Remove DHCP bounding IP and MAC Configure 

no dhcp server default-gateway Remove DHCP default-gateway IP Configure 

no dhcp server included-address Remove DHCP included IP range Configure 

no dhcp server lease-time Remove DHCP lease time Configure 

no dhcp server name-server Remove DHCP name-server Configure 

no dhcp service relay Disable DHCP relay Configure 

no dhcp service server Disable DHCP server Configure 

3.3.14  Industrial Protocols Group  

Command Explanation Mode 

ethernet-ip enable Enable EtherNet/ IP Protocol Configure 

modbus tcp enable Enable Modbus/TCP Protocol Configure 

profinet enable Enable PROFINET Protocol Configure 
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show ethernet-ip Show EtherNet/ IP status Configure 

show modbus tcp Show Modbus/TCP status Configure 

show profinet Show PROFINET status Configure 

no ethernet-ip Disable EtherNet/ IP Protocol Configure 

no modbus tcp Disable Modbus/TCP Protocol Configure 

no profinet Disable PROFINET Protocol Configure 

3.3.15  UPnP Group  

Command Explanation Mode 

upnp advertisement interval [300-86400] Set UPnP advertisement interval Configure 

upnp enable Enable Universal Plug and Play (UPnP) Configure 

show upnp Display Universal Plug and Play (UPnP) state Configure 

show upnp advertisement interval Display UPnP advertisement interval Configure 

no upnp Disable Universal Plug and Play (UPnP) Configure 

no upnp advertisement interval Default UPnP advertisement interval Configure 

3.3.16  Port Group  

Command Explanation Mode 

eee port-enable 802.3az (EEE) port enable Interface 

flowcontrol [on | off] 
Configure port's flow-control to response a pause 
frame 

Interface 

name [PORT_NAME] Set interface name Interface 

shutdown Disable port Interface 

speed_duplex [10 | 100] [full | half] Configure port's speed and duplex Interface 

show interface all link summary To display interface link status globally Configure 

show administrate To display port's admin state Interface 

show eee port-all Display EEE port-all status Configure 

show eee-info Display Port EEE statistic information Interface 

show flowcontrol Display port's flow-control state Interface 

show link duplex To display port's duplex Interface 

show link rx To display port's Rx_Bytes Interface 

show link speed To display port's speed Interface 

show link state To display port's link state Interface 

show link summary To display port's link summary Interface 

show link tx To display port's Tx_Bytes Interface 

show name To display port's name Interface 

show speed_duplex To display port's speed and duplex Interface 

show transceiver Transceiver information Interface 

no eee port-enable 802.3az (EEE) port disable Interface 
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no flowcontrol Default flow-control as Auto mode Interface 

no name Remove port's name Interface 

no shutdown Enable port Interface 

no speed_duplex Default port speed-duplex as Auto mode Interface 

3.3.17  PoE Group (PoE Model Only)  

Command Explanation Mode 

power inline budget [1-240] Power PoE budget Configure 

ǇƻǿŜǊ ƛƴƭƛƴŜ ƳƻŘŜ-ŎƻƴŦƛƎ ŘƛǎŀōƭŜ Disable PoE on port Interface 

ǇƻǿŜǊ ƛƴƭƛƴŜ ƳƻŘŜ-ŎƻƴŦƛƎ ŜƴŀōƭŜ Enable PoE on port Interface 

ǇƻǿŜǊ ƛƴƭƛƴŜ ƳƻŘŜ-ŎƻƴŦƛƎ ŦƻǊŎŜ Force PoE powered on port Interface 

power inline priority [1-3] 
Set PoE port priority on port;  

1:high, 2:middle, 3:low 
Interface 

keepalive enable Enable PoE keepalive Interface 

keepalive hold-time 
Configure PoE keepalive power cycle 

hold-time 
Interface 

keepalive ip Configure IP for PoE keepalive Interface 

keepalive time Configure PoE keepalive cycle time Interface 

schedule enable Enable one port PoE schedule Interface 

schedule [Sunday-Saturday] open-time 

[time] 

Configure PoE schedule open time on one 

day 
Interface 

show power inline budget Display PoE power budget Configure 

show power inline detail-code 
Display PoE status code, ǊŜŦŜǊ ǘƻ άPoE Debug 

Codeέ for more explanation 
Interface 

show power inline operation Display All PoE ports operation status Configure 

show power inline status Display All PoE ports detail status Configure 

show power inline status Display PoE status for specific port Interface 

show power inline temperature Display temperature of PoE controller Configure 

show keepalive table Display All PoE keepalive info Configure 

show power inline status Display PoE status Interface 

show keepalive Show PoE keepalive status Interface 

show keepalive hold-time Show PoE keepalive hold-time Interface 

show keepalive ip Show IP for PoE keepalive Interface 

show keepalive time Show PoE keepalive cycle time Interface 

show schedule Disable Universal Plug and Play (UPnP) Interface 

show schedule [Sunday-Saturday] 

open-time 
Show open time of POE schedule on one day Interface 

show schedule table Show one port PoE schedule table Interface 
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no power inline budget Default PoE power budget Configure 

ƴƻ ǇƻǿŜǊ ƛƴƭƛƴŜ ƳƻŘŜ-ŎƻƴŦƛƎ Default PoE powered config on port Interface 

no power inline priority Disable PoE port priority on port Interface 

no keepalive Disable PoE keepalive Interface 

no keepalive hold-time Default PoE keepalive power cycle hold-time Interface 

no keepalive ip Remove IP for PoE keepalive Interface 

no keepalive time Remove PoE keepalive cycle time Interface 

no schedule Remove one port PoE schedule Interface 

no schedule [Sunday-Saturday] open-time Remove PoE schedule on one day Interface 

3.3.18  IGMP Snooping Group  

Command Explanation Mode 

igmp snooping enable Enable IGMP snooping Configure 

igmp snooping last-member count [2-10] Set IGMP last-member-count Configure 

igmp snooping last-member interval [1-25] Set IGMP last-member-interval Configure 

igmp snooping querier enable Enable IGMP snooping querier Configure 

igmp snooping query interval [1-3600] Set IGMP query interval Configure 

igmp snooping query max-respond-time [1-12] Set IGMP max-query-respond time Configure 

igmp snooping query version [VLAN_ID] 

[STATE:0|1] [VERSION:1|2|3] 

Add IGMP query version entry by VLAN 

ID. STATE 0: disable; STATE 1: enable 
Configure 

igmp snooping router-port [PORT_LIST] Set router port list for multicast Configure 

igmp snooping unknown-multicast [f|d|r]  Set unknown-multicast action Configure 

show igmp snooping all Display IGMP settings (summary) Configure 

show igmp snooping mdb Display IGMP multicast database Configure 

show igmp snooping query-version Display IGMP Query version by VLAN ID Configure 

show igmp snooping router-port Display IGMP router port list Configure 

show igmp snooping unknown-multicast Display unknown-multicast action Configure 

no igmp snooping Disable IGMP snooping Configure 

no igmp snooping last-member count Default IGMP Last-Member-Count Configure 

no igmp snooping last-member interval Default IGMP Last-Member-Interval Configure 

no igmp snooping querier Disable IGMP querier Configure 

no igmp snooping query interval Default IGMP query interval Configure 

no igmp snooping query max-respond-time Default IGMP max-respond-time Configure 

no igmp snooping router-port Default IGMP router port Configure 

no igmp snooping unknown-multicast Default unknown-multicast action Configure 

3.3.19  VLAN Group  

Command Explanation Mode 
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management-vlan [VLAN_ID: 1-4094] Configure management vlan ID Configure 

provider ethertype [VALUE_IN_HEX (i.e., 

0x88A8)] 

Setup EtherType in S-TAG for provider 

port 
Configure 

member [untag PORT_LIST] [tag PORT_LIST] Set VLAN member VLAN 

name [VLAN_NAME] Set VLAN Name VLAN 

switchport accept [tagged | untagged] Set VLAN acceptance of frame Interface 

switchport mode [d(dot1q-tunnel)| 

c(customer)| p(provider)| s(specific-provider)] 

Configure port type as dot1q-tunnel, 

Customer, or Service Provider 
Interface 

switchport pvid [PVID: 1-4094] Set port VLAN-Id Interface 

show management-vlan Display management vlan ID Configure 

show provider ethertype Display Service Provider EtherType Configure 

show vlan global Display VLAN Global information Configure 

show member Display port VLAN member VLAN 

show name Displaty VLAN name VLAN 

show switchport accept Display acceptance of VLAN frame Interface 

show switchport mode Display VLAN interface port type Interface 

show switchport pvid Display port VLAN-Id Interface 

no management-vlan Set management vlan to default Configure 

no provider ethertype 
Default EtherType as 0x88A8 in S-TAG for 

provider port 
Configure 

no member Default VLAN member VLAN 

no name Default VLAN name VLAN 

no switchport accept Default acceptance of VLAN frame Interface 

no switchport mode Default port type as Customer Interface 

no switchport pvid Default port VLAN-Id Interface 

3.3.20  QoS Group  

Command Explanation Mode 

qos fair-queue weight [W0] [W1] [W2] 

[W3] [W4] [W5] [W6] [W7] 
Set WRR Queue Weight Configure 

qos map cos [priority:0-7] to tx-queue 

[0-7] 
Set Cos queue mapping of priority [0-7] Configure 

qos map dscp [0-63] to tx-queue [0-7] Set DSCP mapping queue Configure 

qos queue-schedule [strict | wrr] Set QoS scheduling type Configure 

qos default cos [0-7] Set Default Class of Service (COS) value Interface 

qos trust [cos | dscp] Set trust of cos or dscp Interface 

show qos fair-queue weight Display WRR Queue Weight Configure 

show qos map cos Display global QoS queue mapping status Configure 
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show qos map cos [0-7] 
Display QoS queue mapping status of Priority 

[0-7] 
Configure 

show qos map dscp Display global DSCP queue mapping status Configure 

show qos map dscp [0-63] Display DSCP queue mapping status of class [0-63] Configure 

show qos queue-schedule Display queue scheduling type Configure 

show qos default cos Display CoS default value Interface 

show qos trust Display QoS trust Interface 

no qos fair-queue weight Default WRR Queue Weight Configure 

no qos map cos [0-7] Reset Cos queue mapping of priority [0-7] Configure 

no qos map dscp [0-63] Reset DSCP mapping queue to default Configure 

no qos queue-schedule Default scheduling type as WRR Configure 

no qos default cos Reset default CoS to initial value Interface 

no qos trust Default trust as CoS Interface 

3.3.21  Port Trunk Group  

Command Explanation Mode 

trunk group [1-8] [static | lacp] INTERFACES_LIST Configure port aggregation group Configure 

show trunk group Show all trunk groups Configure 

show trunk group [1-8] Show trunk group [1-8] Configure 

no trunk group [1-8] Remove trunk group [1-8] Configure 

3.3.22  Storm Control Group  

Command Explanation Mode 

storm-control broadcast enable Enable the broadcast storm control Configure 

storm-control broadcast level [low | mid | 

high] 
Set the broadcast storm control level Configure 

storm-control multicast enable Enable the multicast storm control Configure 

storm-control multicast level [low | mid | 

high] 
Set the multicast storm control level Configure 

storm-control unknown-unicast enable Enable the unknown-unicast storm control Configure 

storm-control unknown-unicast level [low | 

mid | high] 

Set the unknown-unicast storm control 

level 
Configure 

show storm-control broadcast Display the broadcast storm control status Configure 

show storm-control broadcast level Display the broadcast storm control level Configure 

show storm-control multicast Display the multicast storm control status Configure 

show storm-control multicast level Display the multicast storm control level Configure 

show storm-control unknown-unicast 
Display the unknown-unicast storm 

control status 
Configure 
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show storm-control unknown-unicast level 
Display the unknown-unicast storm 

control level 
Configure 

no storm-control broadcast Disable the broadcast storm control Configure 

no storm-control broadcast level 
Default the broadcast storm control to 

level high 
Configure 

no storm-control multicast Disable the multicast storm control Configure 

no storm-control multicast level 
Default the multicast storm control to 

level high 
Configure 

no storm-control unknown-unicast 
Disable the unknown-unicast storm 

control 
Configure 

no storm-control unknown-unicast level 
Default the unknown-unicast storm 

control to level high 
Configure 

3.3.23  802.1X Group  

Command Explanation Mode 

dot1x authentication server [1|2] ip [IP] 
Set 802.1X authentication server 1 or 2 

address 
Configure 

dot1x authentication server [1|2] port [PORT] 
Set 802.1X authentication server 1 or 2 

port 
Configure 

dot1x authentication server [1|2] share-key 

[KEY] 

Set 802.1X authentication server 1 or 2 

share-key 
Configure 

dot1x authentication server type 

[local|radius] 
Set 802.1X authentication server type Configure 

dot1x enable Enable 802.1X protocol Configure 

dot1x local-db [USER] [PASSWORD] Set 802.1X local user database Configure 

dot1x authenticator enable Set 802.1X authenticator Interface 

dot1x mode [mac-based | port-based] 
Set 802.1X mode as 1. MAC-based, 

2.Port-based 
Interface 

dot1x reauthentication enable Set 802.1X reauthentication Interface 

dot1x reauthentication period [60-65535] Set 802.1X reauthentication period Interface 

show dot1x Display 802.1X protocol state Configure 

show dot1x authentication server [1|2] ip 
Display 802.1X authentication server 1 or 2 

address 
Configure 

show dot1x authentication server [1|2] port 
Display 802.1X authentication server 1 or 2 

port 
Configure 

show dot1x authentication server [1|2] 

share-key 

Display 802.1X authentication server 1 or 2 

key 
Configure 

show dot1x authentication server type Display 802.1X authentication server type Configure 
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show dot1x brief Display 802.1X information Configure 

show dot1x local-db 
Display 802.1X users and password in 

database 
Configure 

show dot1x server brief Display 802.1X RADIUS server Configure 

show dot1x authenticator Display 802.1X authenticator state Interface 

show dot1x mode Display 802.1X mode config Interface 

show dot1x reauthentication Display 802.1X reauthentication state Interface 

show dot1x reauthentication period 
Display 802.1X reauthentication period (in 

sec.) 
Interface 

no dot1x Disable 802.1X protocol Configure 

no dot1x authentication server [1|2] ip 
Default 802.1X authentication server 1 or 

2 address 
Configure 

no dot1x authentication server [1|2] port 
Default 802.1X authentication server 1 or 

2 port 
Configure 

no dot1x authentication server [1|2] 

share-key 

Default 802.1X authentication server 1 or 

2 share-key 
Configure 

no dot1x authentication server type Default 802.1X authentication server type Configure 

no dot1x local-db [USER] Remove an entry in 802.1X local database Configure 

no dot1x authenticator Disable 802.1X authenticator Interface 

no dot1x mode Default 802.1X mode as MAC-based Interface 

no dot1x reauthentication Disable 802.1X reauthentication Interface 

no dot1x reauthentication period Default 802.1X reauthentication period Interface 

3.3.24  Port Mirror Group  

Command Explanation Mode 

mirror destination [DEST_PORT] Set mirror interface of destination Configure 

mirror enable Enable port mirror Configure 

mirror source [rx | tx | both] [PORT_LIST] Set mirror interface of source Configure 

show mirror Show port mirror enable/disable state Configure 

show mirror destination Show port mirror destination configuration Configure 

show mirror source Show port mirror source configuration Configure 

no mirror Disable port mirror Configure 

no mirror destination Delete port mirror Destination configuration Configure 

no mirror source Delete port mirror Source configuration Configure 

3.3.25  Remote SPAN  Group  

Command Explanation Mode 

rspan destination [DEST_PORT] Set remote SPAN interface of destination Configure 
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rspan mode source enable Enable remote SPAN of source Configure 

rspan mode destination enable Enable remote SPAN of destination Configure 

rspan reflector [REFLECTOR_PORT] Set remote SPAN interface of reflector Configure 

rspan source [rx | tx] [PORT] 
Set remote SPAN monitor traffic and interface of 

source 
Configure 

rspan vlan-id [2 - 1001, 1006 - 4094] Set remote SPAN VLAN-Id Configure 

show rspan Show remote SPAN enable/disable state Configure 

show rspan destination Show remote SPAN destination configuration Configure 

show rspan reflector Show remote SPAN reflector configuration Configure 

show rspan source Show remote SPAN source configuration Configure 

show rspan vlan-id Show remote SPAN VLAN-Id configuration Configure 

no rspan Disable remote SPAN Configure 

no rspan destination Delete remote SPAN destination configuration Configure 

no rspan reflector Delete remote SPAN reflector configuration Configure 

no rspan source Delete remote SPAN source configuration Configure 

no rspan vlan-id Delete remote SPAN VLAN-Id configuration Configure 

3.3.26  LLDP Group  

Command Explanation Mode 

lldp enable Enable LLDP protocol Configure 

lldp timer [5-32767] Set LLDP timer Configure 

show lldp neighbor Display LLDP neighbor Configure 

show lldp neighbor detail Display LLDP neighbors in detail Configure 

show lldp state Display LLDP status Configure 

show lldp timer Display LLDP timer Configure 

no lldp Disable LLDP protocol Configure 

no lldp timer Default LLDP timer Configure 

3.3.27  Syslog Group  

Command Explanation Mode 

syslog local enable Enable logging to local Configure 

syslog log clear Clear syslog log Configure 

syslog remote enable Enable logging to remote Configure 

syslog remote port [PORT] Set syslog remote server port Configure 

syslog remote server [ADDRESS] Set syslog remote server address Configure 

syslog usb enable Enable log to USB device Configure 

show syslog local Display local logging state Configure 

show syslog log Display syslog messages Configure 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ муу 
 

show syslog remote Display remote logging state Configure 

show syslog remote port Display remote server port Configure 

show syslog remote server Display remote server IP Configure 

show syslog usb Display USB logging state Configure 

no syslog local Disable logging to local Configure 

no syslog remote Disable logging to remote Configure 

no syslog remote port Default syslog remote server port Configure 

no syslog remote server Clear syslog remote server address Configure 

no syslog usb Disable logging to USB Configure 

3.3.28  SMTP Group  

Command Explanation Mode 

smtp authentication enable Enable SMTP authentication Configure 

smtp authentication password [PASSWORD] Set SMTP password Configure 

smtp authentication username [USER_NAME] Set SMTP username Configure 

smtp enable Enable SMTP Configure 

smtp receive [1-4] [RECEIVER_ADDRESS] Set SMTP receiver [1-4] address Configure 

smtp sender [SMTP_SENDER_ADDRESS] Set SMTP sender Configure 

smtp server address [SMTP_SERVER_ADDRESS] Set SMTP server address Configure 

smtp server port [SMTP_SERVER_PORT] Set SMTP server port Configure 

smtp subject [SUBJECT] Set SMTP subject Configure 

show smtp authentication state Display SMTP authentication status Configure 

show smtp authentication username Display SMTP user name Configure 

show smtp receive [1-4] Display SMTP receiver [1-4] Configure 

show smtp sender Display SMTP sender Configure 

show smtp server address Display SMTP server address Configure 

show smtp server port Display SMTP server port Configure 

show smtp state Display SMTP service Configure 

show smtp subject Display SMTP subject Configure 

no smtp authentication Disable SMTP authentication Configure 

no smtp authentication password Clear SMTP password Configure 

no smtp authentication username Clear SMTP user name Configure 

no smtp Disable SMTP Configure 

no smtp receive [1-4] Clear SMTP receiver [1-4] Configure 

no smtp sender Clear SMTP sender Configure 

no smtp server address Clear SMTP server Configure 

no smtp server port Clear SMTP server port Configure 

no smtp subject Clear SMTP subject Configure 
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3.3.29  Event Group  

Command Explanation Mode 

event alarm ddm [lanX-lanY] [current | 
rx_power | temperature | tx_power | 
voltage] 

Register a DDM event of current, Rx 
power, temperature, Tx power, or voltage 

Configure 

event alarm digital-input [high | low] Register an event of digital-input Configure 

event alarm interface [lan1-lanN] down Register an event of Interface DOWN Configure 

event alarm [power1|power2] Register an event of power 1 or 2 failure Configure 

event smtp auth-failure Register an event of authentication failure Configure 

event smtp cold-start Register an event of cold-start Configure 

event smtp ddm [lanX-lanY] [current | 
rx_power | temperature | tx_power | 
voltage] 

Register a DDM event of current, Rx 
power, temperature, Tx power, or voltage 

Configure 

event smtp digital-input [high | low] Register an event of digital-input Configure 

event smtp interface [lan1-lanN] down Register an event of Interface DOWN Configure 

event smtp interface [lan1-lanN] up Register an event of Interface UP Configure 

event smtp [power1|power2] Register an event of power 1 or 2 failure Configure 

event smtp warm-start Register an event of warm-start Configure 

event snmptrap auth-failure Register an event of authentication failure Configure 

event snmptrap cold-start Register an event of cold-start Configure 

event snmptrap ddm [lanX-lanY] [current | 
rx_power | temperature | tx_power | 
voltage] 

Register a DDM event of current, Rx 
power, temperature, Tx power, or voltage 

Configure 

event snmptrap digital-input [high | low] Register an event of digital-input Configure 

event snmptrap interface [lan1-lanN] down Register an event of Interface DOWN Configure 

event snmptrap interface [lan1-lanN] up Register an event of Interface UP Configure 

event snmptrap [power1|power2] Register an event of power 1 or 2 failure Configure 

event snmptrap warm-start Register an event of warm-start Configure 

event syslog auth-failure Register an event of authentication failure Configure 

event syslog cold-start Register an event of cold-start Configure 

event syslog ddm [lanX-lanY] [current | 
rx_power | temperature | tx_power | 
voltage] 

Register a DDM event of current, Rx 
power, temperature, Tx power, or voltage 

Configure 

event syslog digital-input [high | low] Register an event of digital-input Configure 

event syslog interface [lan1-lanN] down Register an event of Interface DOWN Configure 

event syslog interface [lan1-lanN] up Register an event of Interface UP Configure 

event syslog [power1|power2] Register an event of power 1 or 2 failure Configure 

event syslog warm-start Register an event of warm-start Configure 

show event alarm ddm [lanX-lanY] [current | 
rx_power | temperature | tx_power | 
voltage] 

Display current, Rx power, temperature, 
Tx power, or voltage event registration 

Configure 
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show event alarm digital-input Display digital-input event registration Configure 

show event alarm interface [lan1-lanN] down Display interface DOWN event registration Configure 

show event alarm [power1|power2] Display power 1 or 2 event registration Configure 

show event smtp auth-failure 
Display authentication failure event 

registration 
Configure 

show event smtp cold-start Display cold-start event registration Configure 

show event smtp ddm [lanX-lanY] [current | 
rx_power | temperature | tx_power | 
voltage] 

Display current, Rx power, temperature, 
Tx power, or voltage event registration 

Configure 

show event smtp digital-input Display digital-input event registration Configure 

show event smtp interface [lan1-lanN] down Display interface DOWN event registration Configure 

show event smtp interface [lan1-lanN] up Display interface UP event registration Configure 

show event smtp [power1|power2] Display power 1 or 2 event registration Configure 

show event smtp warm-start Display warm-start event registration Configure 

show event snmptrap auth-failure 
Display authentication failure event 

registration 
Configure 

show event snmptrap cold-start Display cold-start event registration Configure 

show event snmptrap ddm [lanX-lanY] 
[current | rx_power | temperature | 
tx_power | voltage] 

Display current, Rx power, temperature, 
Tx power, or voltage event registration 

Configure 

show event snmptrap digital-input Display digital-input event registration Configure 

show event snmptrap interface [lan1-lanN] 

down 
Display interface DOWN event registration Configure 

show event snmptrap interface [lan1-lanN] up Display interface UP event registration Configure 

show event snmptrap [power1|power2] Display power 1 or 2 event registration Configure 

show event snmptrap warm-start Display warm-start event registration Configure 

show event syslog auth-failure 
Display authentication failure event 

registration 
Configure 

show event syslog cold-start Display cold-start event registration Configure 

show event syslog ddm [lanX-lanY] [current | 
rx_power | temperature | tx_power | 
voltage] 

Display current, Rx power, temperature, 
Tx power, or voltage event registration 

Configure 

show event syslog digital-input Display digital-input event registration Configure 

show event syslog interface [lan1-lanN] down Display interface DOWN event registration Configure 

show event syslog interface [lan1-lanN] up Display interface UP event registration Configure 

show event syslog [power1|power2] Display power 1 or 2 event registration Configure 

show event syslog warm-start Display warm-start event registration Configure 

no event alarm ddm [lanX-lanY] [current | 
rx_power | temperature | tx_power | 
voltage] 

Unregister a DDM event of current, Rx 
power, temperature, Tx power, or voltage 

Configure 
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no event alarm digital-input Unregister an event of digital-input Configure 

no event alarm interface [lan1-lanN] down Unregister an event of Interface DOWN Configure 

no event alarm [power1|power2] Unregister an event of power 1 or 2 failure Configure 

no event smtp auth-failure 
Unregister an event of authentication 

failure 
Configure 

no event smtp cold-start Unregister an event of cold-start Configure 

no event smtp ddm [lanX-lanY] [current | 
rx_power | temperature | tx_power | 
voltage] 

Unregister a DDM event of current, Rx 
power, temperature, Tx power, or voltage 

Configure 

no event smtp digital-input Unregister an event of digital-input Configure 

no event smtp interface [lan1-lanN] down Unregister an event of Interface DOWN Configure 

no event smtp interface [lan1-lanN] up Unregister an event of Interface UP Configure 

no event smtp [power1|power2] Unregister an event of power 1 or 2 failure Configure 

no event smtp warm-start Unregister an event of warm-start Configure 

no event snmptrap auth-failure 
Unregister an event of authentication 

failure 
Configure 

no event snmptrap cold-start Unregister an event of cold-start Configure 

no event snmptrap ddm [lanX-lanY] [current | 
rx_power | temperature | tx_power | 
voltage] 

Unregister a DDM event of current, Rx 
power, temperature, Tx power, or voltage 

Configure 

no event snmptrap digital-input Unregister an event of digital-input Configure 

no event snmptrap interface [lan1-lanN] 

down 
Unregister an event of Interface DOWN Configure 

no event snmptrap interface [lan1-lanN] up Unregister an event of Interface UP Configure 

no event snmptrap [power1|power2] Unregister an event of power 1 or 2 failure Configure 

no event snmptrap warm-start Unregister an event of warm-start Configure 

no event syslog auth-failure 
Unregister an event of authentication 

failure 
Configure 

no event syslog cold-start Unregister an event of cold-start Configure 

no event syslog ddm [lanX-lanY] [current | 
rx_power | temperature | tx_power | 
voltage] 

Unregister a DDM event of current, Rx 
power, temperature, Tx power, or voltage 

Configure 

no event syslog digital-input Unregister an event of digital-input Configure 

no event syslog interface [lan1-lanN] down Unregister an event of Interface DOWN Configure 

no event syslog interface [lan1-lanN] up Unregister an event of Interface UP Configure 

no event syslog [power1|power2] Unregister an event of power 1 or 2 failure Configure 

no event syslog warm-start Unregister an event of warm-start Configure 

3.3.30  MAC Address Table Group  

Command Explanation Mode 
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clear mac address-table dynamic 
Flush dynamic MAC addresses in MAC 

table 
Configure 

mac address add [VID: 1-4094] [MAC_ADDR] 

[PORT] 
Set a MAC address to MAC table Configure 

show mac address Display MAC table Configure 

no mac address [VID: 1-4094] [MAC_ADDR] Remove a MAC address from FDB Configure 

3.3.31  USB Group  

Command Explanation Mode 

usb auto-backup Auto save to USB if running config is changed Configure 

usb auto-load Auto load config from USB to switch Configure 

show usb auto-backup Display USB auto backup activated status Configure 

show usb auto-load Display USB auto load activated status Configure 

no usb auto-backup Disable auto save Configure 

no usb auto-load Disable auto load Configure 

3.3.32  File Group  

Command Explanation Mode 

copy running-config startup-config Save running-config to startup-config Configure 

copy running-config usb [file] Save running-config to USB Configure 

copy startup-config running-config Restore from startup-config Configure 

copy usb firmware [file] Upgrade firmware from USB Configure 

copy startup-config usb [file] Save startup-config to USB Configure 

copy usb startup-config [file] Restore startup-config from USB Configure 

upload file name [FILE_NAME] Set uploading file name Configure 

upload server ip [SERVER_IP] Set uploading server IP Configure 

upload tftp Upload and update firmware via TFTP (slower) Configure 

upload wget Upload and update firmware via HTTP (faster) Configure 

show upload file name Display uploading file name Configure 

show upload server ip Display uploading server IP Configure 

no upload file name Default uploading file name Configure 

no upload server ip Clear uploading server IP Configure 

3.3.33  Command & Control Node (CCN)  Group  

Command Explanation Mode 

ccn firmware-name [IMAGE_NAME] Set firmware image name Configure 

ccn probe Probe CCN-capable hosts in LAN Configure 

ccn upgrade Upgrade CCN-capable hosts in LAN Configure 
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ccn upgrade exclude [INDEX_LIST] Upgrade CCN-capable hosts except the specified Configure 

ccn upgrade include [INDEX_LIST] Specify specific CCN-capable hosts to upgrade Configure 

show ccn firmware-name Display firmware image name Configure 

show ccn hosts Display CCN-capable hosts Configure 

show ccn probe Display probing status Configure 

no ccn firmware-name Delete firmware image name Configure 

no ccn probe Stop probing CCN-capable hosts in LAN Configure 
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4  Access Control List  

¢ƘŜ ŀŎŎŜǎǎ ŎƻƴǘǊƻƭ ƭƛǎǘ ƛǎ ŀ ǘŀōƭŜ ǘƘŀǘ Ŏƻƴǘŀƛƴǎ ǊǳƭŜǎ ǘƘŀǘ ǿƛƭƭ ŜƛǘƘŜǊ ŀƭƭƻǿ ƻǊ ŘŜƴȅ ŜǘƘŜǊƴŜǘ ǘǊŀŦŦƛŎ 

ƻƴ ŀ ǇŜǊ ǇƻǊǘ ōŀǎƛǎΦ  wǳƭŜǎ Ŏŀƴ ōŜ ŎǊŜŀǘŜŘ ǘƻ ŦƛƭǘŜǊ ƻƴ ŜƛǘƘŜǊ a!/ ŀŘŘǊŜǎǎ ƻǊ Lt ŀŘŘǊŜǎǎΣ ŀƴŘ 

Ŏŀƴ ǎŎŀƴ ŜƛǘƘŜǊ ǎƻǳǊŎŜ ƻǊ ŘŜǎǘƛƴŀǘƛƻƴ ŀŘŘǊŜǎǎΦ  !ŘŘǊŜǎǎŜǎ Ŏŀƴ ōŜ ƳŀǎƪŜŘ ǎƻ ǘƘŀǘ ǘƘŜ ǊǳƭŜǎ Ŏŀƴ 

ōŜ ŀǇǇƭƛŜŘ ǘƻ ƎǊƻǳǇ ǊŀƴƎŜǎ ƛƴ ƻƴŜ ǘŀōƭŜ ŜƴǘǊȅΦ 

 

#ÏÎÆÉÇÕÒÅ !ÃÃÅÓÓ ÃÏÎÔÒÏÌ ÌÉÓÔ 

 

 

¶ Index 

Entry number in the ACL table. Traffic packet will be checked with the index sequence. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ LƴŘŜȄ ƛǎ ÆÒÏÍ 6,!. ρ ÔÏ ρςψ 

¶ Action 

Drop: Packet will be discarded if it hit the address rule. 

Permit:  Packet will be forward ed if it hit the address rule. 

¶ Address Type 

Src: Address rule bases on the source address 

Dst: Address rule bases on the destination address 

¶ Address 

MAC address with byte colon format. For example: 00:80:C2:01:23:45 

IP Address with decimal dot format. For example: 192.168.1.123 

¶ Address Mask 

Bit mask for MAC address with byte colon. A binary 1 enables the rule, and a binary 0 

disables it.  For example: FF:FF:FF:00:00:00 in the above example, will allow/deny MAC 

address that start with 00:80:C2. 

Subnet mask for IP address with decimal dot. To decide the type of network. 
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!ÃÃÅÓÓ ÃÏÎÔÒÏÌ ÌÉÓÔ %ØÁÍÐÌÅ 

 

Configure Permission by MAC Address 
1. [ƻƎƛƴ /ƻƳƳŀƴŘ [ƛƴŜ LƴǘŜǊŦŀŎŜ ό/[Lύ ǿƛǘƘ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘΦ 

2. /ƻƴŦƛƎǳǊŜ !/[ ǊǳƭŜ ŦƻǊ ǘƘŜ a!/ !ŘŘǊŜǎǎ ƻŦ !ŘƳƛƴΩǎ t/ ōȅ ƛǎǎǳƛƴƎΥ 

ŀŎƭ ƳŀŎ м ǇŜǊƳƛǘ ǎǊŎ суΥлнΥорΥCCΥ!.Υлм ŦŦΥŦŦΥŦŦΥŦŦΥŦŦΥŦŦ 

bƻǘŜΥ ǘƘŜ ƛƴŘŜȄ L5 ƛǎ ŦǊƻƳ м ǘƻ мну 

Configure Permission by IP Address 
11. [ƻƎƛƴ /ƻƳƳŀƴŘ [ƛƴŜ LƴǘŜǊŦŀŎŜ ό/[Lύ ǿƛǘƘ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ǿƘƛŎƘ ŀǊŜ ŀŘƳƛƴκŀŘƳƛƴ 

ōȅ ŘŜŦŀǳƭǘΦ 

12. /ƻƴŦƛƎǳǊŜ !/[ ǊǳƭŜ ŦƻǊ ǘƘŜ Lt !ŘŘǊŜǎǎ ƻŦ !ŘƳƛƴΩǎ t/ ōȅ ƛǎǎǳƛƴƎΥ 

ŀŎƭ ƛǇ м ǇŜǊƳƛǘ ǎǊŎ мфнΦмсуΦмΦфф нррΦнррΦнррΦл 

bƻǘŜΥ ǘƘŜ ƛƴŘŜȄ L5 ƛǎ ŦǊƻƳ м ǘƻ мну 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ мфс 
 

 

Configure Deny by MAC Address 
3. [ƻƎƛƴ /ƻƳƳŀƴŘ [ƛƴŜ LƴǘŜǊŦŀŎŜ ό/[Lύ ǿƛǘƘ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ǿƘƛŎƘ ŀǊŜ ŀŘƳƛƴκŀŘƳƛƴ 

ōȅ ŘŜŦŀǳƭǘΦ 

4. /ƻƴŦƛƎǳǊŜ !/[ ǊǳƭŜ ŦƻǊ ǘƘŜ a!/ !ŘŘǊŜǎǎ ƻŦ ±ƛǎƛǘƻǊΩǎ t/ ōȅ ƛǎǎǳƛƴƎΥ 

ŀŎƭ ƳŀŎ м ŘǊƻǇ ǎǊŎ суΥлнΥорΥCCΥ/5Υлм ŦŦΥŦŦΥŦŦΥŦŦΥŦŦΥŦŦ 

bƻǘŜΥ ǘƘŜ ƛƴŘŜȄ L5 ƛǎ ŦǊƻƳ м ǘƻ мну 

Configure Deny by IP Address 
13. [ƻƎƛƴ /ƻƳƳŀƴŘ [ƛƴŜ LƴǘŜǊŦŀŎŜ ό/[Lύ ǿƛǘƘ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ǿƘƛŎƘ ŀǊŜ ŀŘƳƛƴκŀŘƳƛƴ 

ōȅ ŘŜŦŀǳƭǘΦ 

14. /ƻƴŦƛƎǳǊŜ !/[ ǊǳƭŜ ŦƻǊ ǘƘŜ Lt !ŘŘǊŜǎǎ ƻŦ ±ƛǎƛǘƻǊΩǎ t/ ōȅ ƛǎǎǳƛƴƎΥ 

ŀŎƭ ƛǇ м ŘǊƻǇ ǎǊŎ мфнΦмсуΦмΦмлн нррΦнррΦнррΦл 

bƻǘŜΥ ǘƘŜ ƛƴŘŜȄ L5 ƛǎ ŦǊƻƳ м ǘƻ мну 
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5  Cable Diagnostic s  

¢Ƙƛǎ /[L ŎƻƳƳŀƴŘ Ŏŀƴ ŎƘŜŎƪ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ŎƻǇǇŜǊ ŎŀōƭŜǎ ǿƛǘƘ ōǳƛƭǘ-ƛƴ ǘƛƳŜ ŘƻƳŀƛƴ 

ǊŜŦƭŜŎǘƻƳŜǘŜǊ ό¢5wύ ǘŜŎƘƴƻƭƻƎȅΦ Lǘ Ŏŀƴ ŘŜǘŜŎǘ ŀ ŎŀōƭŜ Ŧŀǳƭǘ ōȅ ǎŜƴŘƛƴƎ ŀ ŘŜǘŜŎǘ ǎƛƎƴŀƭ ŀƴŘ ǊŜŀŘ ǘƘŜ 

ǊŜŦƭŜŎǘƛƻƴ ŎƻƳƛƴƎ ōŀŎƪΦ ²ƛǘƘ ǘƘƛǎ ǘŜǎǘΣ ȅƻǳ Ŏŀƴ ƘŜƭǇ ǘƻ ƛŘŜƴǘƛŦȅ ǇƻǘŜƴǘƛŀƭ ŎŀōƭƛƴƎ ƛǎǎǳŜǎΦ 

$ÉÓÐÌÁÙ ÃÁÂÌÅ ÄÉÁÇÎÏÓÔÉÃ 

 
¶ Port Selector 

{ŜƭŜŎǘ ǘƘŜ ǇƻǊǘ ƴǳƳōŜǊ ǘƻ ǘŜǎǘΦ 

tƻǊǘ м ǘƻ bΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

¶ Cable status 

The status of cable. It contains the number of pairs in the cable and the error amount. 

Usually there are 4 pair in the CAT-5E cable for Gigabit Ethernet link. 

¶ Pair status 

The status of each pair of port. ΨhƪΩ ǎǘŀǘǳǎ means ŎŀōƭŜ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ŀƴƻǘƘŜǊ ƴƻŘŜΦ ΨhǇŜƴΩ 

status means cable does not connect to any device. 

¶ Length 

The length of each pair of port in meters. Please note the error amount is around 10 meters 

due to the TDR technology. The short cable less than the error amount might be untastable. 
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6  SFTP File Access  

{ŜŎǳǊŜ CƛƭŜ ¢ǊŀƴǎŦŜǊ tǊƻǘƻŎƻƭ ό{C¢tύ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ŜǎǘŀōƭƛǎƘ ŀ ǎŜŎǳǊŜ ŎƻƴƴŜŎǘƛƻƴ ŀƴŘ ǇǊƻǾƛŘŜ ŀ ƘƛƎƘ 

ƭŜǾŜƭ ƻŦ ǘǊŀƴǎŦŜǊ ŦƛƭŜ ǇǊƻǘŜŎǘƛƻƴΦ  ¢ȅǇƛŎŀƭƭȅΣ ǘƘƛǎ ƛǎ ǳǎŜŘ ǘƻ ǳǇƭƻŀŘ ŀƴŘ ŘƻǿƴƭƻŀŘ ǘƘŜ ǎǿƛǘŎƘΩǎ ǎǘŀǊǘǳǇ 

ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜΦ 

 
 

6.1  Configure SFTP Configuration Upload  

 

1. /ƻƴŦƛƎ Lt ŀŘŘǊŜǎǎ ƻŦ {C¢t ǎŜǊǾŜǊ 

{ǿƛǘŎƘόŎƻƴŦƛƎύІ ǳǇƭƻŀŘ ǎŜǊǾŜǊ ƛǇ ώ{9w±9wψLtϐ 

2. /ƻƴŦƛƎ ƭƻƎƛƴ ŀŎŎƻǳƴǘ ƴŀƳŜ ƻŦ {C¢t ǎŜǊǾŜǊ 

{ǿƛǘŎƘόŎƻƴŦƛƎύІ ǳǇƭƻŀŘ ǎŦǘǇ ǎŜǊǾŜǊ ŀŎŎƻǳƴǘ ώ{9w±9wψ!//h¦b¢ϐ 

3. /ƻƴŦƛƎ ƭƻƎƛƴ ŀŎŎƻǳƴǘ ǇŀǎǎǿƻǊŘ ƻŦ {C¢t ǎŜǊǾŜǊ 

{ǿƛǘŎƘόŎƻƴŦƛƎύІ ǳǇƭƻŀŘ ǎŦǘǇ ǎŜǊǾŜǊ ǇŀǎǎǿƻǊŘ ώ{9w±9wψt!{{²hw5ϐ 

4. !Ŏǘƛƻƴ ǘƻ Řƻ ǘƘŜ {C¢t ǳǇƭƻŀŘ 

{ǿƛǘŎƘόŎƻƴŦƛƎύІ ǳǇƭƻŀŘ ǎŦǘǇ 

 

6.2  Configure SFTP Configuration Down load   

 
1. /ƻƴŦƛƎ Lt ŀŘŘǊŜǎǎ ƻŦ {C¢t ǎŜǊǾŜǊ 

{ǿƛǘŎƘόŎƻƴŦƛƎύІ ŎƻǇȅ ǎŦǘǇ ƛǇ ώ{9w±9wψLtϐ 

2. /ƻƴŦƛƎ ƭƻƎƛƴ ŀŎŎƻǳƴǘ ƴŀƳŜ ŦƻǊ {C¢t ǎŜǊǾŜǊ 

{ǿƛǘŎƘόŎƻƴŦƛƎύІ ŎƻǇȅ ǎŦǘǇ ŀŎŎƻǳƴǘ ώ{9w±9wψ!//h¦b¢ϐ 
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3. /ƻƴŦƛƎ ƭƻƎƛƴ ŀŎŎƻǳƴǘ ǇŀǎǎǿƻǊŘ ŦƻǊ {C¢t ǎŜǊǾŜǊ 

{ǿƛǘŎƘόŎƻƴŦƛƎύІ ŎƻǇȅ ǎŦǘǇ ǇŀǎǎǿƻǊŘ ώ{9w±9wψt!{{²hw5ϐ 

4. /ƻƴŦƛƎ ƭƻƎƛƴ ŀŎŎƻǳƴǘ ǇŀǎǎǿƻǊŘ ŦƻǊ {C¢t ǎŜǊǾŜǊ 

{ǿƛǘŎƘόŎƻƴŦƛƎύІ ŎƻǇȅ ǎŦǘǇ ŦƛƭŜ ƴŀƳŜ ώCL[9ψb!a9ϐ 

5. !Ŏǘƛƻƴ ǘƻ Řƻ ǘƘŜ {C¢t ŘƻǿƴƭƻŀŘ ǘƻ ǘƘŜ ǎǘŀǊǘǳǇ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 

{ǿƛǘŎƘόŎƻƴŦƛƎύІ ŎƻǇȅ ǎŦǘǇ ǎǘŀǊǘǳǇ-ŎƻƴŦƛƎ 

bƻǘŜΥ !ŦǘŜǊ ŎƻǇȅ ǘƻ ǘƘŜ ǎǘŀǊǘǳǇ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ǎȅǎǘŜƳ ǿƛƭƭ ǊŜōƻƻǘ ŀǳǘƻƳŀǘƛŎŀƭƭȅΦ 

6. !Ŏǘƛƻƴ ǘƻ Řƻ ǘƘŜ {C¢t ŘƻǿƴƭƻŀŘ ǘƻ ǘƘŜ ¦{. ǎǘƻǊŀƎŜ 

{ǿƛǘŎƘόŎƻƴŦƛƎύІ ŎƻǇȅ ǎŦǘǇ ¦{. 

Note: The file system of USB must be FAT32. 
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7  Firmware Upgrade  

7.1  Firmware Upgrade via webserver  

   ¢ƻ ǳǇƎǊŀŘŜ ƻƴ ǘƘŜ ǿŜō ŎƻƴǎƻƭŜΣ ŀ ƘƛƎƘ ƛƴǘŜǊŀŎǘƛǾƛǘȅ ǿŜō D¦L ƛǎ ǇǊƻǾƛŘŜŘ ŦƻǊ ǘƘŜ ǳǎŜǊǎΦ tƭŜŀǎŜ 

ǊŜŦŜǊ ǘƻ ǎŜŎǘƛƻƴ нΦммΦн ŦƻǊ ŘŜǘŀƛƭǎ ƻƴ ǘƘƛǎ ƳŜǘƘƻŘΦ  !ŘŘƛǘƛƻƴŀƭƭȅΣ ǳǎƛƴƎ ǘƘŜ /ƻƳƳŀƴŘ ŀƴŘ /ƻƴǘǊƻƭ 

bƻŘŜ ŦǳƴŎǘƛƻƴΣ ƳǳƭǘƛǇƭŜ ŘŜǾƛŎŜǎ Ŏŀƴ ōŜ ǳǇƎǊŀŘŜŘ ǎƛƳǳƭǘŀƴŜƻǳǎƭȅΦ  wŜŦŜǊ ǘƻ ǎŜŎǘƛƻƴ нΦммΦс ŦƻǊ 

ŘŜǘŀƛƭǎ ƻƴ //bΦ 

 

7.2  Firmware Upgrade via CLI  

 ¢ƻ ǳǇƎǊŀŘŜ ƻƴ ǘƘŜ /[L ƳƻŘŜΣ ǘƘŜǊŜ ŀǊŜ о ƳŜǘƘƻŘǎΥ ¢C¢tΣ ǿƎŜǘ όI¢¢tύΣ ŀƴŘ ¦{.Φ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ 

ǎŜŎǘƛƻƴǎ ŜȄǇƭŀƛƴ Ƙƻǿ ǘƻ ǳǇƎǊŀŘŜ ǘƘŜ ŦƛǊƳǿŀǊŜ ǳǎƛƴƎ ǘƘŜ о ƳŜǘƘƻŘǎΦ 

7.2.1  Firmware Upgrade via CLI ð TFTP  

 LŦ ǘƘŜ ǳǎŜǊǎ ŀǊŜ ǇƭŀƴƴƛƴƎ ǘƻ ǳǇƎǊŀŘŜ ǘƘŜ ŦƛǊƳǿŀǊŜ Ǿƛŀ /[L ƳƻŘŜ ǿƛǘƘ ¢C¢tΣ ŀ ¢C¢t ǎŜǊǾŜǊ ƛǎ 

ƴŜŜŘŜŘ ōŜŦƻǊŜ ǳǇƎǊŀŘƛƴƎΦ ¸ƻǳ Ŏŀƴ ŘƻǿƴƭƻŀŘ ǘƘŜ ŦǊŜŜ ¢C¢t ǎŜǊǾŜǊ ŦǊƻƳ ǘŦǘǇŘ ƻŦŦƛŎƛŀƭ ǿŜōǎƛǘŜΦ 

1. hǇŜƴ ǘƘŜ ¢C¢t {ŜǊǾŜǊ ŀƴŘ ōǊƻǿǎŜǊ ǘƘŜ ŦƛƭŜ ŘƛǊŜŎǘƻǊȅ ǇŀǘƘΦ CƻǊ ŜȄŀƳǇƭŜΣ ƛŦ ǘƘŜ ŦƛǊƳǿŀǊŜ ŦƛƭŜ ƛǎ 

ǎŀǾŜŘ ƻƴ ǘƘŜ ŘŜǎƪǘƻǇΣ ǘƘŜ ǇŀǘƘ ǘƻ ǘƘŜ ŘŜǎƪǘƻǇ ǎƘƻǳƭŘ ōŜ ǎǇŜŎƛŦƛŜŘ ƛƴ ǘƘŜ ά/ǳǊǊŜƴǘ 5ƛǊŜŎǘƻǊȅέ 

ŦƛŜƭŘΦ 

 

2. aŀƪŜ ǎǳǊŜ ǘƘŜ ƭƛƴƪ ōŜǘǿŜŜƴ ǘƘŜ ǎǿƛǘŎƘ ŀƴŘ ǘƘŜ Ƙƻǎǘ όt/ ƻǊ ƭŀǇǘƻǇύ ƛǎ ŎƻƴƴŜŎǘŜŘΦ ¢ƻ ǾŜǊƛŦȅ ƛǘΣ 

ǇƛƴƎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǎǿƛǘŎƘ Lt ŀŘŘǊŜǎǎ ŦǊƻƳ ǘƘŜ Ƙƻǎǘ ǘƻ ŎƘŜŎƪ ƛǘΦ 

3. !ǎǎƛƎƴ ǘƘŜ ŦƛǊƳǿŀǊŜ ŦƛƭŜ ƴŀƳŜ ōȅ ƛǎǎǳƛƴƎ ǘƘŜ άupload file name [FILE_NAME] άΦ ¢ƘŜ ŘŜŦŀǳƭǘ ŦƛƭŜ 

ƴŀƳŜ ƛǎ ά²9.C¦[[έΦ 

4. !ǎǎƛƎƴ ǘƘŜ ¢C¢t {ŜǊǾŜǊ Lt ŀŘŘǊŜǎǎ ōȅ ƛǎǎǳƛƴƎ άǳǇƭƻŀŘ ǎŜǊǾŜǊ ƛǇ ώ{9w±9wψLtϐέΦ ¢ƘŜ ǎŜǊǾŜǊ Lt 

ŀŘŘǊŜǎǎ ƛǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ƘƻǎǘΣ ǿƘƛŎƘ ƛǎ ǊǳƴƴƛƴƎ ǘƘŜ ¢C¢t ǎŜǊǾŜǊΦ 

http://tftpd32.jounin.net/


 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ нлм 
 

¢ƘŜ ŎƻƳƳŀƴŘǎ ŦƻǊ ŀǎǎƛƎƴƛƴƎ ǘƘŜ ŦƛƭŜƴŀƳŜ ŀƴŘ ǎŜǊǾŜǊ Lt ŀǊŜ ƛƴ ǘƘŜ /ƻƴŦƛƎǳǊŜ ƳƻŘŜΣ ǎƻ ōŜŦƻǊŜ 

ŎƻƴŦƛƎǳǊƛƴƎΣ ǎǇŜŎƛŦȅ άŎƻƴŦƛƎǳǊŜ ǘŜǊƳƛƴŀƭέ ǘƻ ŜƴǘŜǊ ǘƘŜ /ƻƴŦƛƎǳǊŜ ƳƻŘŜΦ 

LŦ ǘƘŜ ŎƻƳƳŀƴŘ ƛǎ ŎƻƳǇƭŜǘŜƭȅ ŎƻƴŦƛƎǳǊŜŘΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ŘƛǎǇƭŀȅ άhYέΦ 

 

5. {ǘŀǊǘ ǘƻ ǳǇƎǊŀŘŜ ǘƘŜ ŦƛǊƳǿŀǊŜ ŦƛƭŜ ōȅ ǎǇŜŎƛŦȅƛƴƎ άǳǇƭƻŀŘ ǘŦǘǇέΦ ¢ƘŜ ǎȅǎǘŜƳ ǎǘŀǊǘǎ ǘƻ ǳǇƭƻŀŘ ǘƘŜ 

ŀǎǎƛƎƴŜŘ ŦƛƭŜ ōȅ ǘƘŜ ¢C¢tΦ ¢Ƙƛǎ ǘŀƪŜǎ ŀ ŦŜǿ ƳƛƴǳǘŜǎΦ 

 

6. !ŦǘŜǊ ǳǇƭƻŀŘƛƴƎΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǾŜǊƛŦȅ ǘƘŜ ǳǇƭƻŀŘŜŘ ŦƛƭŜΦ LŦ ǘƘŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ǇŀǎǎŜǎΣ ǘƘŜ ƴŜǿ 

ŦƛǊƳǿŀǊŜ ŦƛƭŜ ǿƛƭƭ ōŜ ƛƴǎǘŀƭƭŜŘΦ 9ƴǎǳǊŜ ǘƘŜ ǎȅǎǘŜƳ ƛǎ ǇƻǿŜǊŜŘ ƻƴ ŀƴŘ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǊŜōƻƻǘ 

ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŀŦǘŜǊ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛǎ ŎƻƳǇƭŜǘŜƭȅ ƛƴǎǘŀƭƭŜŘΦ 



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ нлн 
 

 

  



 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ нло 
 

7.2.2  Firmware Upgrade via CLI ð Wget  

 ά²ƎŜǘέ ǳǎŜǎ ǘƘŜ I¢¢t ǘƻ ǘǊŀƴǎƳƛǘ ǘƘŜ ŦƛƭŜ ǘƻ ǘƘŜ ǎǿƛǘŎƘΦ ¦ǎŜǊǎ ƘŀǾŜ ǘƻ ŜǎǘŀōƭƛǎƘ ŀ I¢¢t {ŜǊǾŜǊ 

ǎǳŎƘ ŀǎ ά!ǇŀŎƘŜέ ŀƴŘ ǳǇƭƻŀŘ ǘƘŜ ŦƛǊƳǿŀǊŜ ŦƛƭŜ ǘƻ ǘƘŜ I¢¢t {ŜǊǾŜǊΦ  

1. !ǎǎǳƳŜ ǘƘŜǊŜ ƛǎ ŀ I¢¢t {ŜǊǾŜǊ ŜȄƛǎǘŜŘ ǿƘƻǎŜ Lt ŀŘŘǊŜǎǎ ƛǎ άмфнΦмсуΦмΦфέ ŀƴŘ ǘƘŜ ŦƛǊƳǿŀǊŜ ŦƛƭŜ 

ƴŀƳŜŘ ²9.C¦[[-ǾмΦлΦл ƛǎ ǳǇƭƻŀŘŜŘΦ 

2. aŀƪŜ ǎǳǊŜ ǘƘŜ ƭƛƴƪ ōŜǘǿŜŜƴ ǘƘŜ ǎǿƛǘŎƘ ŀƴŘ ǘƘŜ ǎŜǊǾŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘΦ ²Ŝ Ŏŀƴ ǇƛƴƎ ǘƘŜ Lt ŀŘŘǊŜǎǎ 

ƻŦ ǘƘŜ ǎŜǊǾŜǊ ŦǊƻƳ ǘƘŜ ǎǿƛǘŎƘ ōȅ ǳǎƛƴƎ ǘƘŜ ŎƻƳƳŀƴŘ άƛǇ ǇƛƴƎ ώLtψ!55w9{{ϐέΦ 

3. !ǎǎƛƎƴ ǘƘŜ ŦƛǊƳǿŀǊŜ ŦƛƭŜ ƴŀƳŜ ōȅ ǳǎƛƴƎ άupload file name WEBFULL-v1.0.0άΦ  

4. !ǎǎƛƎƴ ǘƘŜ ²ƎŜǘ {ŜǊǾŜǊ Lt ŀŘŘǊŜǎǎ ōȅ ǳǎƛƴƎ άǳǇƭƻŀŘ ǎŜǊǾŜǊ ƛǇ мфнΦмсуΦмΦфέΦ 

LŦ ǘƘŜ ŎƻƳƳŀƴŘ ƛǎ ŎƻƳǇƭŜǘŜƭȅ ŎƻƴŦƛƎǳǊŜŘΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ŘƛǎǇƭŀȅ άhYέΦ 

 

5. {ǘŀǊǘ ǘƻ ǳǇƎǊŀŘŜ ǘƘŜ ŦƛǊƳǿŀǊŜ ŦƛƭŜ ōȅ ǳǎƛƴƎ άǳǇƭƻŀŘ ǿƎŜǘέΦ ¢ƘŜ ǎȅǎǘŜƳ ǎǘŀǊǘǎ ǘƻ ǳǇƭƻŀŘ ǘƘŜ 

ŀǎǎƛƎƴŜŘ ŦƛƭŜ ōȅ I¢¢tΦ ¢Ƙƛǎ ǘŀƪŜǎ ŀ ŦŜǿ ǎŜŎƻƴŘǎ ƻǊ ƳƛƴǳǘŜǎΦ 

 

  

https://httpd.apache.org/


 
 

ώ{²ϐ aŀƴŀƎŜŘ {ǿƛǘŎƘ ¦ǎŜǊ aŀƴǳŀƭψǾмΦнΦмрΦŘƻŎȄ  tŀƎŜ нлп 
 

6. hƴŎŜ ǘƘŜ ǳǇƭƻŀŘƛƴƎ ƛǎ ŎƻƳǇƭŜǘŜΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǾŜǊƛŦȅ ǘƘŜ ǳǇƭƻŀŘŜŘ ŦƛƭŜΦ LŦ ǘƘŜ ǾŜǊƛŦƛŎŀǘƛƻƴ 

ǇŀǎǎŜǎΣ ǘƘŜ ƴŜǿ ŦƛǊƳǿŀǊŜ ŦƛƭŜ ǿƛƭƭ ōŜ ƛƴǎǘŀƭƭŜŘΦ 9ƴǎǳǊŜ ǘƻ ƪŜŜǇ ǘƘŜ ǎȅǎǘŜƳ ǇƻǿŜǊŜŘ ƻƴ ŀƴŘ ǘƘŜ 

ǎȅǎǘŜƳ ǿƛƭƭ ǊŜōƻƻǘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŀŦǘŜǊ ǘƘŜ ŦƛǊƳǿŀǊŜ ƛǎ ŎƻƳǇƭŜǘŜƭȅ ƛƴǎǘŀƭƭŜŘΦ 

 

7.2.3  Firmware Upgrade via CLI ð USB  

 /ƘŜŎƪ ƛŦ ǘƘŜ ŦƛǊƳǿŀǊŜ ŦƛƭŜ ƛǎ ǎŀǾŜŘ ƛƴ ǘƘŜ ¦{. ŀƴŘ ǘƘŜ ¦{. ǎǘƛŎƪ ƛǎ ƛƴǎŜǊǘŜŘ ƛƴ ǘƘŜ ¦{. ǇŀǊǘ ƻŦ 

ǘƘŜ ǎǿƛǘŎƘ ōŜŦƻǊŜ ǳǇƎǊŀŘƛƴƎ ǘƘŜ ŦƛǊƳǿŀǊŜ ŦƛƭŜΦ 

1. {ŀǾŜ ǘƘŜ ŦƛǊƳǿŀǊŜ ŦƛƭŜ ǘƻ ǘƘŜ ¦{. ŘŜǾƛŎŜ ŀƴŘ ƛƴǎŜǊǘ ǘƘŜ ¦{. ǎǘƛŎƪ ǘƻ ǘƘŜ ¦{. ǇƻǊǘΦ 

2. ¦ǎŜ άŎƻǇȅ ǳǎō ŦƛǊƳǿŀǊŜ ώCL[9ψb!a9ϐέ ǘƻ ǳǇƎǊŀŘŜ ǘƘŜ ǎȅǎǘŜƳ Ǿƛŀ ¦{.Φ 

 
3. !ŦǘŜǊ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ƛǎ ŎƻƳǇƭŜǘŜΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǊŜōƻƻǘ ŀǳǘƻƳŀǘƛŎŀƭƭȅΦ 

Note: The file system of USB must be FAT32. 

 


